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Copyright
Copyright © 2013 by PLANET Technology Corp. All rights reserved. No part of this
publication may be reproduced, transmitted, transcribed, stored in a retrieval system, or
translated into any language or computer language, in any form or by any means, electronic,

mechanical, magnetic, optical, chemical, manual or otherwise, without the prior written
permission of PLANET.

PLANET makes no representations or warranties, either expressed or implied, with respect
to the contents hereof and specifically disclaims any warranties, merchantability or fithess for
any particular purpose. Any software described in this manual is sold or licensed "as is".
Should the programs prove defective following their purchase, the buyer (and not PLANET,
its distributor, or its dealer) assumes the entire cost of all necessary servicing, repair, and
any incidental or consequential damages resulting from any defect in the software. Further,
PLANET reserves the right to revise this publication and to make changes from time to time
in the contents hereof without obligation to notify any person of such revision or changes.

All brand and product names mentioned in this manual are trademarks and/or registered

trademarks of their respective holders.

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital

device, pursuant to Part 15 of FCC Rules. These limits are designed to provide reasonable

protection against harmful interference in a residential installation. This equipment generates,

uses, and can radiate radio frequency energy and, if not installed and used in accordance

with the instructions, may cause harmful interference to radio communications. However,

there is no guarantee that interference will not occur in a particular installation. If this

equipment does cause harmful interference to radio or television reception, which can be

determined by turning the equipment off and on, the user is encouraged to try to correct the

interference by one or more of the following measures:

1. Reorient or relocate the receiving antenna.

2. Increase the separation between the equipment and receiver.

3. Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

4. Consult the dealer or an experienced radio technician for help.

FCC Caution

To assure continued compliance, for example, use only shielded interface cables when
connecting to computer or peripheral devices. Any changes or modifications not expressly
approved by the party responsible for compliance could void the user’s authority to operate
the equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: ( 1 ) This device may not cause harmful interference, and ( 2 ) this device must
accept any interference received, including interference that may cause undesired
operation.

Federal Communication Commission (FCC) Radiation Exposure Statement

This equipment complies with FCC radiation exposure set forth for an uncontrolled
environment. In order to avoid the possibility of exceeding the FCC radio frequency
exposure limits, human proximity to the antenna shall not be less than 20 cm (8 inches)
during normal operation.
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Safety

This equipment is designed with the utmost care for the safety of those who install and use it.
However, special attention must be paid to the dangers of electric shock and static electricity
when working with electrical equipment. All guidelines of this and of the computer
manufacture must therefore be allowed at all times to ensure the safe use of the equipment.

CE Mark Warning

This is a Class B product. In a domestic environment, this product may cause radio
interference, in which case the user may be required to take adequate measures.

WEEE Regulation

To avoid the potential effects on the environment and human health as a result of
the presence of hazardous substances in electrical and electronic equipment,
end users of electrical and electronic equipment should understand the meaning
of the crossed-out wheeled bin symbol. Do not dispose of WEEE as unsorted

municipal waste; they should be collected separately.

Revision

User’s Manual for PLANET G.SHDSL Bridge/Router
Model: GRT-101/GRT-401/GRT-402

Rev: 5.0 (July 2013)

Part No. EM-GRTV5
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Chapter 1. Overview

Next-Generation G.SHDSL Bridge / Router

Based on digital subscriber line (DSL) technology, PLANET's new DSL product, the GRT
series, provides an affordable, flexible, and efficient Internet access solution for SOHO
(small office / home office) customers, while reducing deployment and operation costs from
service providers. Using existing telephone lines, the GRT series concentrates on all traffic
onto a single high-speed trunk for Internet activities or shares a corporate intranet. Through
the simple-yet-powerful management user interface of the GRT series, network

administrators can complete a managed network deployment simply in seconds.

High-speed Symmetric Data Transmission

With bandwidth of up to 5.7Mbps, the GRT-101 / 401 outperforms both T1’s at 1.544 Mbps and
E1’s at 2.048 Mbps. The GRT-402’s bandwidth reaches up to 11.4Mbps. By using a standard
RJ-45 or phone wire as a connection medium, the installation and equipment costs of the GRT
series are dramatically less than that of T1, E1, and Frame Relay. Using integrated bridging
and routing support, two GRT series can be connected as a LAN-to-LAN network connection

at the distance up to 7.7km (4.8 miles) via regular phone wire.

Built-in PPPoE Feature
The GRT series built-in PPPoE feature enables both the users and the service providers to
make use of the existing PPP/PAP/CHAP based authentication and accounting infrastructure.

The built-in PPPoE feature saves time by eliminating the need to install software.

High-speed Internet Access
G.SHDSL is the best solution to quickly provide cost-effective, high-speed network service

for enterprises and SME users or SOHO users who need high-speed symmetrical Internet
connections. By utilizing the existing telephony infrastructure, network installation is simple
and straightforward. With up to 5.7 Mbps full duplex speed IP telephony, website hosting and

various broadband services can be easily provisioned.
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1.1 Product Features

Internet Access Feature

Efficient IP routing and transparent learning bridge to support broadband Internet services
NAT/PAT feature lets user both conserve valuable IP address space and reduce IP address
management, meanwhile, also protects certain attack from outer network or internal
workstations.

Full ATM protocol stack implementation over SHDSL / SHDSL .bis

PPPoA and PPPOE support user authentication with PAP/CHAP/MS-CHAP

DMZ host/Multi-DMZ/Multi-NAT enables multiple workstations on the LAN to access the

Internet for the cost of IP address

bl Advanced Internet Functions

Easy configuration and management with password control for various application
environments

SNMP management with SNMPv1/SNMPv2 agent and MIB 11

Console and remote (Telnet or HTTP) administration allow user or service providers to
locally or remotely diagnose network problems in details

Symmetrical data rate from 192kbps to 5.7Mbps  (GRT-101/GRT-401)

Symmetrical data rate from 384kbps to 11.4Mbps (GRT-402)

Virtual LANs (VLANSs) offer significant benefit in terms of efficient use of bandwidth,
flexibility, performance and security

VPN pass-through for safeguarded connections
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1.2 Product Specifications

Model GRT-101 GRT-401 GRT-402
Interface 1 x RJ-45
SHDSL ITU-T G.991.2 (Annex AF, Annex BG, Annex ABFG)
ITU-T G.991.2 rev2 (.bis)
ITU-T G.994.1 (G.hs)
Encoding Scheme TCPAM-16,TCPAM-32
EFM Bonding IEEE 802.3ah PAF
Data Rate N x 64Kbps (N=3~89) ‘ N x 64Kbps (N=3~89) | N x 128Kbps (N=3~89)
Impedance 1350hms
Interface 1 x RJ-45 4 x RJ-45 4 x RJ-45
Ethernet 10Base-T, 100Base-TX
Data Rate 10/100Mbps, Full/Half-Duplex

Console port

RS-232

LED Indicator

General PWR, ALM

WAN LNK, ACT

LAN 1 x LNK/ACT 4 x LNK/ACT 4 x LNK/ACT
IP Routing

Static Routing and RIPv1/RIPv2
IP masquerading NAT
DHCP server
DNS relay and caching
Natural NAT firewall
IP precedence (RFC 791)
Bridging
IEEE 802.1D transparent learning bridge

Configuration

Network management

SNMPv1 / SNMPv2 agent
MIB I

Up to 8 PVCs

UBR/CBR traffic shaping
AALS5

OAM F5 loopback

ATM Forum UNI 4.0

AALS5 Encapsulation

VC multiplexing and SNAP/LLC
Ethernet over ATM (RFC 2684/1483)
PPP over ATM (RFC 2364)

Classical IP over ATM iRFC 1577i

-9-
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PPP over Ethernet (RFC 2516)
PPP over ATM (RFC 2364)
User authentication with PAP/CHAP/MS-CHAP

Physical/Electrical

Dimensions (WxDxH) | 187 x 145 x 33 mm

Power 12V DC, 1.0A

Power consumption | 7 watts/23.8BTU | 8watts/27.2BTU | 9 watts / 30.6 BTU
Operating Temp. 0 ~ 45 degrees C

Storage Temp. -20 ~ 70 degrees C

Operating Humidity 0 ~ 95 degrees C (non-condensing)

Storage Humidity 0 ~ 95 degrees C (non-condensing)

FCC, CE

1.3 Applications

SHDSL bis Router
ATM Mode

SHDSL bis Router
EFM Mode

SHDSEL bis Router
ATM Mode =

. SHDEL bis Router
/ EFM Mode

Combination with EFM or ATM DSLAM

SHDSL.bis Router/Bridge SHDSL.bis Router/Bridge
EFM or ATM mode EFM or ATM mode

Point-to-point Connection
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Chapter 2 . Installation

2.1 Front Panel LEDs

The LEDs on the front panel indicate the operational status of GRT series.

G.SHDs| Bridge Router WAN ~ LAN -

T-101
PWR LNK ACT  10/ACT  100/ACT ALM GR

Figure 2-1 GRT-101 Front Panel

WAN i LAN
Bﬂdge Router | |

PWR LNK ACT 1 2 3

Figure 2-2 GRT-401 Front Panel

GRT-402

4-Wire G. SHDS| WAN
Bridge Router T T

PWR LNK ACT 1 2 3 4

‘ LAN

ALM

Figure 2-3 GRT-402 Front Panel

-11-
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The following table describes the LEDs’ functions:

Table 2-1 GRT-101 LED Functions

LEDs Active Color Description
PWR On Green Power adaptor is connected to GRT-101
LNK Qn Green SHDSL line connection is established
WAN Blink SHDSL handshake
ACT On Green Transmit or receive data over SHDSL link
LAN 10/ACT On Green LAN Speed operates in 10M
100/ACT On Green LAN Speed operates in 100M
On SHDSL connection disconnected
ALM Blink | R&¢ SHDSL self test
Table 2-2 GRT-401/GRT-402 LED Functions
LEDs Active Color Description
PWR On Green Power adaptor is connected to GRT-401/GRT-402
LNK Qn Green SHDSL line connection is established
WAN Blink SHDSL handshake
ACT On Green Transmit or receive data over SHDSL link
1 On Green Transmit or receive data over LAN 1
LAN 2 On Green Transmit or receive data over LAN 2
3 On Green Transmit or receive data over LAN 3
4 On Green Transmit or receive data over LAN 4
On SHDSL connection disconnected
ALM Blink | R&¢ SHDSL self test

2.2 Rear Panel Ports

The connectors on the rear panel provide Power, LAN, CONSOLE and LINE interfaces.

LEH

LINE
CONSCLE

gl & a ,
T
Figure 2-4 GRT-101 Rear Panel
DC-IH LAH CONSOLE LINE
B Wy 3o a
1 2 3
o

Figure 2-5 GRT-401/GRT-402 Rear Panel

-12-
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The following table describes the connectors’ functions:

Table 2-3 Connector Functions

Connectors Description

DC-IN Power adaptor inlet: Input voltage 12VDC

LAN Ethernet interface for LAN port (RJ-45)

CONSOLE RS- 232C (DB9) for system configuration and maintenance
LINE SHDSL interface for WAN port (RJ-45)

RST Reset button for factory default

2.3 Rear Panel Connections

The figure shows the rear panel connections of GRT series.

The STU-R is a standalone and is able to place on desktop. All the external wiring is located at

the rear panel. The LAN port is a 10 Base-T / 100Base-TX auto-sensing and half/full duplex
Ethernet interface and complied with IEEE 802.3 / 802.3u respectively. The console (RS-232C)

interface for configuration is menu-driven operation and can also be configured through

Ethernet interface by Telnet or Web-based operation.

Power
Adapter

=)

NB

PC
4 L
RJ-45

cable DB-9

Cable

Figure 2-6 Direct Connection with PC or NB

Wall Jack
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Server File Server
;BT . .HB
| Mobile
Device
im Wireless LAH
[ 4 P o Wall Jack
KEr i (3 & [4]
| DB-9
Cable

-

Figure 2-7 Connection with Switch or HUB

The GRT-401 and GRT-402 support auto-MDI (media dependence interface) that
auto-detects MDI or MDI-cross with link partner. A standard straight wire UTP
cable (EIA568) can be deployed to connect to a PC or Ethernet devices like
hubs/switches. The GRT-101 supports MDI interface only.

2.4 Setting up the hardware environment

Step 1: Connect the power adapter to the port labeled DC-IN on the rear panel of the product.
Step 2:  Connect the Ethernet cable.
If the GRT-101 is directly connected to PC, the Ethernet crossover cable has to be
used (refer to figure 2-6). If the product is connected to a hub or switch, be sure that
the hub or switch supports auto-MDI/MDI-X or not. If yes, both crossover and
non-crossover Ethernet cables are suitable. If not, only non-crossover Ethernet
cable could be used (refer to figure 2-7). Since the GRT-401 and GRT-402 LAN
ports support auto-MDI/MDI-X, both crossover and non-crossover Ethernet cables
are suitable.
Step 3: Connect the phone cable to the product. Connect the other side of the phone cable to
the wall jack.
Step 4: Connect the male end of the RS-232 cable to the product and female end to any free
COM portin PC.
Step 5:  Connect the power adapter by plugging power supply.

14-
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Chapter 3 Configuration

3.1 Purpose

This chapter provides information about configuring GRT series.

After you have completed all the necessary settings for GRT series, make sure to
write the new configuration to NVRAM by “write” command and reboot the
system, or all of your changes will not take effect.

3.2 Logon Procedure

There are three methods to logon to GRT series: serial console, Telnet, and web interface. For
the first-time configuration, perhaps only the serial console mode could be used because
applications requiring Internet protocol (IP) communication, such as Telnet and web interface,
are not available unless a management IP is configured properly for your local networking

environment.

After connecting all the necessary cables described in 1.3 , power on GRT series and select

one of the following procedures to access GRT series.

It is recommended that only one configuration application is used to set up GRT
series at any given time, that is, Telnet, serial console and the web management
interfaces should not be used simultaneously.

3.2.1 Serial console

Check the connectivity of the RS-232 cable from your computer to the serial port of GRT series.
Start your terminal access program with VT100 terminal emulation. Configure the serial link
with baud rate of 9600, 8 data bits, no parity check, 1 stop bit, and no flow-control, and press
the key until the login screen appears. When you see the login screen, you can logon
to GRT series.

User: admin

Password; *****

If you have not set any user profile for GRT series, enter the factory default user
“admin”. When the system prompts you for a password, type “admin” to enter
GRT series.
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After you logon to GRT series and before proceeding any further, check the software version

of GRT series by the command:

PLANET GRT-462

enable Modify command privilege
status Show running system status

>> show Yiew system configuration
ping Packet internet groper command
ex1t Quit system

Enter show item to show information of GRT-402.

PLANET GRT-402

>> system Show general information
config Show all configuration _
script Show all configuration in command script

PLANET GRT-402

General system informatinn
Hodel
HCSY

Software Version

Chipset

Firmware Version
Hostname

Serial No

Sustem Up Time

Press 'Enter’ to Return Menu Window. ..

There are three utility tools, upgrade, backup and restore, which embedded in the firmware.
You can update the new firmware via TFTP upgrade tools and backup the configuration via
TFTP backup tool and restore the configuration via TFTP restore tool. For operation on
firmware upgrade and backup or restore the system configuration, you must have your own
TFTP server software.

Move the cursor “ >> “ to utility and press enter.
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PLANET GRT-402

>> upgrade Upgrade main Snftw@re _
backup Backup system conflguratlgn
restore Restore svstem configuration

Command: utility upgrade <ip> <file>
Message: Please input the following information.

Command: utility upgrade <ip>» <file>
Message: Please input the following information.

TFTP server IP address (ENTER for default) <192.168.8.2>: 192.168.0.46
Upgrade filename (EMTER for default) <default.bin>: FW-GRT-402_u524 .bin

Pressing enter key will perform firmware upgrade.

PLANET GRT-402

TFTP server IP address: 192.168.0.46
Upgrade filename: FW-GRT-402 vwh24.bin

909018 b

Replace Now? {v/n):

3.2.2 Telnet

Make sure the correct Ethernet cable is used for connecting the LAN port of your computer to
GRT series. The LAN LNK indicator on the front panel will light up if a correct cable is used. To
start your Telnet client with VT100 terminal emulation and connect to the management IP of
GRT series, wait for the login screen to appear. When you see the login screen, you can logon
to GRT series.

User: admin

Password; *****

The factory default management IP and subnet mask are 192.168.0.1 and
255.255.255.0, respectively. If you have not set any user profile for GRT series,
enter the factory default user “admin”. When the system prompts you for a
password, type “admin” to enter GRT series.

-17-
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3.2.3 Web browser

Make sure the correct Ethernet cable is used for connecting the LAN port of your computer to
GRT series. The LAN LNK indicator on the front panel will light up if a correct cable is used. To
start your web browser and connect to the management IP of GRT series, wait for the login

screen to appear. When you see the login screen, you can logon to GRT series.

The factory default management IP and subnet mask are 192.168.0.1 and
255.255.255.0, respectively. If you have not changed password setting for web
interface, enter the factory default user “root”. When GRT prompts you for a
password, type “root”.

Enter Network Password i _‘ﬂ _>5_!

%@> Flease type your user name and password.

Site: 192165.01
Bealm Systerm Setup
Lsar Name Iruut

Password I*“‘"“‘i

™ Sawve this password inyour password list

(B4 | Cancel
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3.3 Web Operation and Quick Installation Guide

3.3.1 Bridge Mode

IP= 152.168.0.1 GRT-101
Mask=255.255255.0

DSLAM

Eridgs ISP

Waorkstation

oL

IP=192.168.0.31
Mask=255.255,255 VPI=0, VCI=33
Gateway=192.168.0.254 Encapsulation=LLC

3.3.2 Web Ul Configuration

After connection via web browser,
Check and select CO or CPE in SHDSL mode
to set up bridging mode of the Router and then click for the next setting.

Home Basic | Advanced | Status Admin Utility
BASIC - STEP1

Operation Mode:

sunt®

., ..
TR OROUTE @ BRIDGE "*,

*  WAN need to be reset. The pﬁatocol of each WAN onlv can be set to "Ethernet over ATM"
¥
SHDSLbis Moy, @ CO Side O CPE Sidg,*

Y .
DL T T L A

PELLLLLYS

[ Cancel - ™ Reset B Next
Enter WAN1 VPI: 0 and VCI: 33.
Select WAN1 AAL5 Encap:
Enter LAN IP: 192.168.0.1
Enter LAN Sub-net Mask: 255.255.255.0
Enter Gateway: 192.168.0.254 The Gateway
is directly pointed to the BAS IP.
Click @
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You have to do that; otherwise, the new configuration parameters will not affect
GRT series.

Home Basic | Advanced | Status | Admin | Utility |
BASIC - STEP2

LAN:

‘-‘--.---------......
L} L]

TP Y o
Subnet Nfaskc (255 | (2556 | [265 |fo | 3
Default Gatewdyn [192 | [188 | Jo | [25¢ JIRC
DNS Server 1: [168.8500 1"
DINS Server 2:
DNSServer3: [ |
Host Name:

WANI:

w'p I

Encap: QVC-mux @LLC

0.‘0

3
v

AT T

Click Restart, and GRT series will reboot with
the new setting.

Home | Basic | Advanced | Status | Admin | Utility |
BASIC - REVIEW
REVIEW:

To let the configuration that you have changed take effect immediately, please click Restart button to reboot the system. To continue the sstup procedurs, please click Continus butten.

w Syztem Operation Mode:
| System Mode |Bri:-;a Mode
| SHOSL Mode [cO Siae

» LANInterface:

| IF Type

| IP kddress

| Gateway [152.188.0.254
| DNS Server 1 [1B83511

| DN§ Server 2 [EEXEX

| DNS Server 2

| Hostname B0

= WANIL interface:

| VRl [
| vel [z
| RALS Encap. e
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3.3.3 Router mode

Routing mode contains DHCP server, DHCP client, and DHCP relay, Point-to-Point Protocol
over ATM and Ethernet and IP over ATM and Ethernet over ATM. You have to clarify which
Internet protocol is provided by ISP.

Check ROUTE| and [CPE Side] then press [Next.

Two SHDSL modes of this product can be set up: Central Office (CO), and Customer Premises
Equipment (CPE). For connection with DSLAM, the SHDSL mode is CPE. For LAN to LAN
connection, one side must be CO while the other side must be CPE.

Home Basic | Advanced | Status Admin Utility
BASIC - STEP1

Operation Mode:

System Mede: @ROUTE (O BRIDGE
SHDSL bis Mode: Q CO Side & CPE Side

3.3.4 DHCP Server

Dynamic Host Configuration Protocol (DHCP) is a communication protocol that lets network
administrators to manage centrally and automate the assignment of Internet Protocol (IP)
addresses in an organization's network. Using the Internet Protocol, each machine that can be
connected to the Internet needs a unique IP address. When an organization sets up its
computer users with a connection to the Internet, an IP address must be assigned to each
machine.

Without DHCP, the IP address must be entered manually at each computer. If computers move
to another location in another part of the network, a new IP address must be entered. DHCP
lets a network administrator to supervise and distribute IP addresses from a central point and
automatically sends a new IP address when a computer is plugged into a different place in the
network. If the DHCP server is enabling, you have to set up the following parameters for
processing it as DHCP server.

The embedded DHCP server assigns network configuration information at most 253 users

accessing the Internet at the same time.
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Home Basic Advanced | Status Admin Utility
BASIC - STEP2

LAN:

IP Type: (®Fixed (O DynamiciDHCP Client)
IP Address: [192 | [168 |fo | [1 |

SubnetMask: [255 | 255 | [2ss | [o |

Hozt Name: _SOHO |

Trigzer DHCP Service: O Disable @& Server O Relay

| Bock i Cancel [l Reset [l Next |
IP type: [Fixed|

IP Address: 192.168.0.1

Subnet Mask: 255.255.255.0

Host Name: SOHO

Some of the ISPs require the host name as identification. You may check with ISP to see if your
Internet service has been configured with a host name. In most cases, this field can be ignored.
Trigger DHCP Service:

The default setup is Enable DHCP server.

If you want to turn off the DHCP service,

choose Disable.

For example, if the LAN IP address is 192.168.0.1, the IP range of LAN is 192.168.0.2 to
192.168.0.51. The DHCP server assigns the IP form Start IP Address to End IP Address. The
legal IP address range is from 0 to 255, but 0 and 255 are reserved for broadcast so the legal
IP address range is from 1 to 254. On the other hand, you cannot assign an IP greater than
254 or less then 1. A lease time of 72 hours indicates that the DHCP server will reassign IP
information in every 72 hours.

Your ISP will provide at least one Domain Name Service Server IP. You can type

NS EOREr the router IP in this field. The router will act as DNS server relay function.

You may assign fixed IP addresses to some devices while using DHCP, provided that the fixed
IP addresses are not within the range used by the DHCP server.

Press to setup WAN1 parameters.
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Home |  Basic | Advanced | Status | Admin | Utility |
BASIC - STEP3

DHCP SERVER:

= Ceneral DHCF Parameter:
Start [0 Addrass) 492 163.0.
End [P Addrazz: 1892 168.0. E
DN Sarvr L:
DNE Server2s [ |
DNS Server3: [ |
Lazzz Tims: h:u.'a

= Table of Fixed DHCF Ho:t Entries:
Hint: The Srmat of the MAC Address is 123458 TROABC
1

IP Address

2

|
| | |
| | |
T
| | |
| | |

UL

3.3.5 DHCP Client

Some of the ISPs provide DHCP server service by which the PC in LAN can access IP
information automatically. To set up the DHCP client mode, follow the procedure.

LAN IP Type:

Click to setup WAN1 parameters.

Home Basic Advanced Status Admin Utility
BASIC - STEP2

LAN:

IF Twpe: ) Fixed (& DynamicgfDHCP Client)
2 | [ies o ][]

Subnet Mask: [255 | [255 | [235 | [0 ]

Host Name: |SOHO

Trizgger DHCE Service: (3 Disatle Server Relay

1B Addrzzs:

3.3.6 DHCP Relay

If you have a DHCP server in LAN and you want to use it for DHCP services, the product
provides DHCP relay function to meet your need.
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Home Basic Advanced Status Admin Utility

BASIC - STEP2
LAN:

IP Type: @ Fixed O DynamigDHCP Client)

PAddess: (192 | [188 [ o | [t ]
SubnetMask: (265 | [285 | [288 | [0 |

Trigzer DHCTE Sarvic: (O Dissble ) Server &) Relay

[ Back [ Concel [l Resot [ Nest |
IP Type: [Fixed|

IP Address: 192.168.0.1

Subnet Mask: 255.255.255.0

Host Name: SOHO

Some of the ISPs require the host name as identification. You may check with ISP to see if your
Internet service has been configured with a host name. In most cases, this field can be ignored.
Trigger DHCP Service:

Press to setup DHCP server parameter.

Enter DHCP Server IP address in |IP address field.

Press
Home Basic Advanced Status Admin Utility
BASIC - STEP3
DHCP EELAY:

m Eemote DHCE Server Parameter:

IF sddress: |182.168.0.124

3.3.7 PPPoOE and PPPoA

PPPoE (point-to-point protocol over Ethernet) and PPPoA (point-to-point protocol over ATM)
are authentication and connection protocols used by many service providers for broadband
Internet access. These are specifications for connecting multiple computer users on an
Ethernet local area network to a remote site through common customer premises equipment,
which is the telephone company's term for a modem and similar devices. PPPoE and PPPoA
can be used to office or building. Users share a common Digital Subscriber Line (DSL), cable
modem, or wireless connection to the Internet. PPPoE and PPPoA combine the Point-to-Point
Protocol (PPP), commonly used in dialup connections, with the Ethernet protocol or ATM
protocol, which supports multiple users in a local area network. The PPP protocol information

is encapsulated within an Ethernet frame or ATM frame.
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Bridge BAS
Net IP:|<19225'%,6285',2255 o IP: 192.168.0.254
etmask: . . . ol
Gateway: 192.168.0.254 e 1-:?;/
ISP
PC
IP: 192.168.0.2 VPI:0, VCI:32
Netmask: 255.255.255.0 Encapsulation: LLC

Gateway: 192.168.0.254

How to set up this mode
Key in the WAN1 parameters:
VPI: 0
VCI: 32
AAL5 Encap: m
Protocol: PPPoA + NAT] or PPPoE + NAT]
Click [Next [to set up user name and password.

Home Basic Advanced Status Admin Utility
BASIC - STEP4
TWANI:
ver[o |
verfpz |

AALS Enczp: {0 VC-mum & LLC

Protocol: | IPoA ™

IPoA+HAT

- | Back J§ Cancel ‘[ Reset [l Next |
Ecf+MAT

FRRoA=NAT
FREGE=NAT
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Home Basic Advanced Status Admin Utility

BASIC - STEPS

I5P1:

Usemame:
Pzzsword: El
Pazzword Confirm: El
Idla Tims: minutes
IF Type: | Dynamic IVI

I Addrzzs: d
Fixed
Unnumbered

Type the ISP1 parameters.

Username: test

Password: test

Password Confirm: test

Your ISP will provide the user name and password.

Idle Time: 10

You want your Internet connection to remain on at all time, enter 0 in the Idle Time field.
There are three IP types, Dynamic, Static and IP Unnumbered, which you can set up. The
default IP type is Dynamic. It means that ISP PPP server will provide IP information including
dynamic IP address when SHDSL connection is established. On the other hand, you do not
need to type the IP address of WAN1. Some of the ISPs will provide fixed IP address over PPP.
For fixed IP address:

IP Type:

IP Address: 192.168.1.1

Click Next.

The screen will prompt the parameters that will be written in EPROM. Check the parameters
before writing in EPROM.

Press Restart to restart the router working with new parameters or press continue to set up
another parameter.
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3.3.8 IPOA or E0A

LAN | WAN
S L 1P:10.1.2.1
Rduter Netmask: 255.255.255.0  BAS
IP: 192.168.0.1 \‘ Gateway: 10.1.2.2
Netmask: 255.255.255.0 DNS: 168.95.1.1 mwﬁ/

ISP

IP: 192.168.0.2~51
Netmask: 255.255.255.0
Gateway: 192.168.0.1

VPI:0, VCI1:33
Encapsulation: LLC

.

How to set up this mode
Type the Wan Parameters;
VPI: 0
VCI: 33
AAL5 Encap: [LLC|
Protocol: |PoA], [EoA|, [IPoA + NAT] or [EoA + NAT]
Click [Nex{ to set up the IP parameters.

Home |  Basic | Advanced | Status | Admin | Utility |
BASIC - STEP4
TWANI:

veee ]

VCI:

AATS Encsp: O ViC-mux & LLC

Pyotocol: PPPoA+NAT |
IPoa+NAT
= ~Back — [l Cancel il Reset M Next
Ech+NaT
FRFoA+HAT
FRFoE=MAT
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IP Address: 10.1.2.1
It is router IP address seem from Internet. Your ISP will provide it and you need to specify here.
Subnet mask: 255.255.255.0
This is the router subnet mask seen by external users on Internet. Your ISP will provide it to
you.
Gateway: 10.1.2.2
Your ISP will provide you with the default gateway.
DNS Server 1: 168.95.1.1
DNS Server 1: 168.95.192.1
Your ISP will provide at least one DNS
(Domain Name System) Server IP
address.
Click

Home | Basic | Advanced | Status | Admin | Utility |
BASIC - STEPS

WANI:
Fases 0 [ 1E 1]
SubretMask: (265 | [285 | 282 | [0 ]
Gateway: |1EI | |1 | |2 | |2 |

DNS Sarver 1: (1888511
DME Server 2: |188.85.1892.1

The screen will prompt the parameters that will be written in EPROM. Check the parameters
before writing in EPROM.

Home | Basic | Advanced | Status | Admin | Utility |
BASIC - REVIEW

REVIEW:
To lat the configuration that vou have changed take effect immediately, please click Restart button to reboot the system. To continue the setup
procadure, please click Continuz butten.

= System Operation Alode:
| System Mode |H:}L|1E Ifode
| SHOSL bis Mode |cPE sig=

= LAN Interface:

| 1P Type |Fizd

| IP Address |122.188.0.1

| Subnet Mask 288 252550
| Hostname [soHO

|

Trigger DHCP service  [DHCF Sarver

= DHCP zerver:
» Default gateway |182.185.0.1
| Subnet mask |z85 285 285 0
| Start IP address [182 18802
| EdiP ey [122.168.0.51
| DNS Server 1 [182.188.0.1
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Press Restart to restart the router working with new parameters or press continue to
set up another parameter.

m WAN] interface:

VPI ]
ViCl 33
AALS Encap. LLC
Protocol IPoA+HAT
WAN1 IP address 10.1.2.1
WAHN1 subnet mask 255255 255.0
Gateway 10.1.2.2
ONS Server 1 168.95.1.1
ONS Server 2 188.95.192 .1
OHS5 Server 3

| Continue [l Restart
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Chapter 4 Advanced Setup

Advanced setup contains SHDSL, WAN, Bridge, VLAN, Route, NAT/DMZ, Virtual server and

firewall parameters.

SHDSL.bis
LAN

WAN
BRIDGE
VLAN

STP
ROUTE
MAT
VIRTUAL SERVER
FIREWALL
IP QoS
DDNS

4.1 SHDSL.bis

You can set up the Annex type, data rate and SNR margin for SHDSL.bis parameters in
SHDSL.bis.

Home Basic | Advanced | Status Admin Utility
ADVANCED - SHDSL.bis

Operation Mode:

» Semup Operation Mode:
Annex Type: (O AnnexAF @ Annex BG
Link Typs: O 2-Wire @ 4-Wire O Auto Fall Back O StandBy O Multi-link
TCPAM Typz: D Autc O TCPAM-16 O TCPAM-32

Dats Rate(n*6dkbps): ligii[rangeﬂ-ag]
SNRmagin 0 |(range-10~10)
TCLaver: (OEFM Laver ®ATM Layer
Rate Mode: @ Fixed O Adaptive

4.1.1 Annex Type:
There are two Annex types: Annex AF and Annex BG . If the router will connect to your ISP,
please check with them for the correct setting. If your routers are configured for point to point

application, you must choose one of the two types according to which line rate you need.
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4.1.2 Link Type:
There are five Line Types for you to choose from: 2-Wire, 4-Wire, Auto Fall Back, StandBy and
Multi-link.

2-wire Mode
2-wire router will provide data rate up to 5.696Mbps.

For 4-wire model, it only can use the first one pair for the single- pair DSL wire application.

4-wire Mode

4-wire router will provide data rate up to 11.392Mbps.

In this mode, each wire pairs of SHDSL.bis router must be configured with the same line rate. If

one pair fails then the entire line must be restarted.

Auto Fall Back Mode
Auto Fall Back Mode

Two DSL pairs are working simultaneously. When one pair of both is disconnected, the other

pair will keep working.

31-



@ PLANET

Networking & Communication G.SHDSL Brid g e/Router
GRT-101/401/402 User’s Manual

Standby Mode @g @
<
=

Standby Mode

Only one of the two pairs is working; the other pair is standby as backup. If the working pair

fails, the standby pair will start up to continue.

Multi-Link Mode
For 4-wire model, each pair will connect to a two different remote device, which may or may not
be in the same location. The routers can be used to create a daisy chain or ring

network. Channel A used as CO side and Channel B used as CPE side.

%@
Multi-Link Mode @

4.1.3 TCPAM Type:

TCPAM stands for Trellis Coded Pulse Amplitude Modulation. It is the modulation format that is
used in both HDSL2 and SHDSL, and provides robust performance over a variety of loop
conditions. SHDSL.bis supports 16 level TCPAM line code(TPCAM-16) or 32 level TCPAM line
code(TCPAM-32) to provide a rate/reach adaptive capability, offering enhanced performance
(increased rate or reach) and improved spectral compatibility. The default option is Auto. You
may assign the different type manually by clicking the caption TPCAM-16 or TPCAM-32. Only
Annex AF and BG can apply using TCPAM-32.

4.1.4 Data Rate:
For 2-wire model (n*64kbps)

You can set up the SHDSL .bis data rate in the multiple of 64kbps.

The default data rate is 5696Kbps (n=89).

For using Annex AF or BG

TCPAM32 ; data rate is 192768Kbps ~ 5696Kbps (Nx64kbps, N=312~89)
TCPAM16 ; data rate is 192Kbps ~ 3840Kbps (Nx64kbps, N=3~60)

For using Annex A or B
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TCPAM16 ; 192Kbps ~ 2304Kbps (Nx64kbps, N=3~36)

For 4-wire model (n*128kbps)

You can set up the SHDSL.bis data rate in the multiple of 128kbps.

The default data rate is 11392Kbps (n=89).

For using Annex AF or BG

TCPAMS32 ; data rate is 3841536Kbps ~ 11392Kbps (Nx128kbps, N=312~ 89)
TCPAM16 ; data rate is 384Kbps ~ 7680Kbps (Nx128kbps, N=3~60)

2-wire model 4-wire model

Annex AF/BG |TCPAM-16 [192~3840 kpbs |384~7680 kbps
TCPAM-32 (192~5696 kpbs 384~11392 kbps

4.1.5 SNR margin:

This is an index for line connection quality. You can see the actual SNR margin in STATUS
SHDSL.bis. The larger the SNR margin is, the better the line connection quality is.

The range of SNR margin is -10 to 21.

If you set SNR margin in the field as 3, the SHDSL.bis connection will drop and reconnect
when the SNR margin is lower than 3. On the other hand, the device will reduce the line rate
and reconnect for better line connection quality.

4.1.6 TC Layer:

There are two TC layer setting on this router: EFM layer and ATM layer. It is based on the
networks connected: ATM-based Access Network or Ethernet-based Access Network.

Rate Mode: For adaptive mode, you have to configure it in rate mode. The router will adapt the
optimal data rate according to the line status.
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4.2 WAN

The router can support up to 8 PVCs. WAN 1 was configured via BASIC menu except QoS. If

you want to set up another PVCs such as WAN 2 to 7, those parameters can be configured and

set up on the pages of under ADVANCED]|. On the other hand, you don’t need to setup

WAN unless except you apply two or more Internet Services with ISPs.

VvV ADVANCED

SHDSL.bis

VLAN
STP

ROUTE

NAT

VIRTUAL SERVER
FIREWALL

IP QoS

DDNS

The parameters in WAN Number 1 has been set up in Basic Setup.

If you want to set up additional PVCs, you can configure in WAN 2 to WAN 8.

Home Basic Advanced Status Admin Utility
ADVANCED - WAN

WAN Interface Parameters:

s Table of Current WAN Interface Parameter:

No. WAN I [ i ISP i

— - _ — _ e - —_ =
Protooel: | Micaple v| VEI: Dl Semame: |te ot "

IP Address: (455 158:1.1 | Vot [5a ! e T

ubnetMasic (355 oREoE50 | MSEwa [ [PaeeedCotimy [ooee ]
1 | QoS Class: LUER " | Idle Time: |1_|:|—
QoS PCR: 11392 | Redizl Time: :I

RS SR | iop FTe [Dynamic v

Frotecal Disable ~|
IP-Addess: | 0o R0 94 & VGE |3 |

e A T I B it T || i P

SEMNEme:

[

ftest |

s i | FTyee | Dynamic s

Enter the parameters:
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Protocol: If WAN Protocol is PPPoA or PPPoE with dynamic IP, leave the default WAN IP
Address and Subnet Mask as default setting. The system will ingore the IP Address and
Subnet Mask information, but leaving erasion or blanks in default setting will cause system

error.

If the WAN Protocol is IPoA or EoA, leave the ISP parameters as default setting. The system
will ingore the information, but leavingerasion or blanks in default setting will cause system

error.

VC-mux (VC-based Multiplexing): Each protocol is assigned to a specific virtual circuit.
VC-based multiplexing may be dominant in environments where dynamic creation of large

numbers of ATM VCs is fast and economical.

LLC (LLC-based Multiplexing): One VC carries multiptle protocols with protocol identifying
information being contained in each packet header. Desapite the extra bandwidth and
processing overhead, this method may be advantagrous if it is not practical to have a sepatate

VC for each carried protocol.

VPI (Virtual Path Identifier): is for set up ATM Permanent Virtual Channels (PVC).The valid
range for VPI is 0 to 255.

VCI (Virtual Channel Identifier is for set up ATM Permanent Virtual Channels (PVC): The
valid range for VCl is 32 to 65535 (0 to 31 is reserved for local management of ATM traffic.)

QoS (Quality of Service) class : The Traffic Management Specification V4.0 defines ATM
service cataloges that describe both the traffic transmitted by users onto a network as well as
the Quailty of Service that the network needs to provide for that traffic. There are four classes
to be selected: UBR, CBR, rt-VBR and nrt-VBR. Select CBR to specify fixed bandwidth for
voice or data traffic. Select UBR for applications that are not time-sensitive such as e-mail.

Select VBR for bursty traffic and bandwidth sharing with other applications.

UBR (Unspecified Bit Rate): is the simplest service provided by ATM networks. There is no
guarantee of anything. It is a primary service used for transferring Internet traffic over the ATM

network.

CBR (Constant Bit Rate): is used by connections that require a static amount of bandwidth
that is available during the connection life time. This bandwidth is characterized by Peak Cell
Rate (PCR). Based on the PCR of the CBR traffic, specific cell slots are assigned for the VC in
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the schedule table. The ATM always sends a single cell during the CBR connection’s assigned

cell slot.

VBR-rt (Varible Bit Rate real-time) is intended for real-time applications, such as compressed
voice over IP and video comferencing, that require tightly constrained delays and delay
variation. VBR-rt is characterized by a peak cell rate (PCR), substained cell rate (SCR), and

maximun burst rate (MBR).

VBR-nrt (Varible Bit Rate non-real-time) is intended for non-real-time applications, such as

FTP, e-mail and browsing.

PCR (Peak Cell Rate) in kbps: The maximum rate at which you expect to transmit data, voice
and video. Consider PCR and MBS as a menas of reducing lantency, not increasing bandwidth.
The range of PCR is 384kbps to 11392kbps

SCR (Substained Cell Rate): The sustained rate at which you expect to transmit data, voice
and video. Consider SCR to be the true bandwidth of a VC and not the long-term average

traffic rate. The range of SCR is 384kbps to 11392kbps.

MBS (Maximum Burst Size): Refers to the maximum number of cells that can be sent at the

peak rate. The range of MBS is 1 cell to 255 cells.

Username : Enter the user name exactly as your ISP assigned.
Password: Enter the password associated with the user name above.
Password confirm: Enter the password again for confirmation.

Idle Time: You can specify an idle time on this field when you don’'t want the connection up all

the time.

IP type: A static IP address is a fixed IP that your ISP gives you. A dynamic IP address is not

fixed; the ISP assigns you a differnet one each time you connect to the Internet.

Press to finish setting.

The screen will prompt the parameters that will be written in NVRAM. Check the parameters
before writing in NVRAM.
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Press to restart the router working with new parameters or press continue to setup

other parameters.

4.3 Bridge

If you want to setup advanced filter function while router is working in bridge mode, you can

use BRIDGE menu to setup the filter/blocking function.

Click to setup.

VvV ADVANCED

SHDSL.bis

VIRTUAL SERVER
FIREWALL

IP QoS

DDNS

Home Basic Advanced Status Admin Utility
ADVANCED - BRIDGE

Generic Bridge Parameters:

s General Parameter:

Default Gateway: |

Static Bridee Parameters:

n Table of Current MAC Entries:

Denv PCs to zccess Internst sxcept forward MACs: & Disable O Enable

Mo Adhcl:l?:ss LAN VWANT -4 VWANS -8
00:00:00:00:00:00 | |Filter | |1 | Filter |5 | Filter L
; 2 | Filter  ||g | Filter »
3 | Filter |7 | Filter “
4 | Filter w ||g | Filter -
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Press |Add| on the bottom of web page to add the static bridge information.

Home Basic Advanced Status Admin Utility
ADVANCED - BRIDGE

Generic Bridge Parameters:
»  Czeneral Farameter:
Drefult Gatewsay:
Static Bridge Parameters:
»  Table of Current ALAC Entriex:

Dr=ny PCs to zccess Internet encept owend MACs: @ Disable (:) Enstle

Ne A.dI::ers LAN WAN1T - 4 VWANS - 8
1. Filter E. Filter
@ 100:20:4F67:29:01 Filtar ; E::E f- :Z:::E:
4. Filter 8. Filter
|Fi|ter W (]| Filter W |5 | Filter ha
~ 2 | Filter ¥ |5 | Filter b
- 3| Filter 7] Filter ha
4 | Filter W (2] Filter b

If you want to filter the designated MAC address of LAN PC to access Internet, press to
establish the filtering table. Put the MAC address in MAC Address field and select in
LAN field.

If you want to filter the designated MAC address of WAN PC to access LAN, press to
establish the filtering table. Key the MAC address in MAC Address field and select Filter in
WAN field.

For example: if your VC is setup at WAN 1, select WAN 1 Filter.

Press on the bottom of web page to review the bridge parameters.



@ PLANET

Networking & Communication G.SHDSL Brid g e/Router
GRT-101/401/402 User’s Manual
Home Basic Advanced Status Admin Utility

ADVANCED - BRIDGE

Bridge Paramerers Review:
To let the confizuration that vou have changed take effect immediately, please click Bestart button to reboot the system. To
continue the setup procedure, please click Continue button.

n  Static Bridge Parameter:
Deny PCs to access Internet except forward MACs |Disatble

| Me  MAGC Address Lan  WAN1 | WANZ | WANZ | WAN4 WANS | WANE | WANT | WANS
1 00:30:4F:87:85:01 Filter Filter Filter Filter Filter Filter FiIE'. Fi|l1':."” FiItE"

Continue

The screen will prompt the parameters that will be written in NVRAM. Check the parameters
before writing in NVRAM.

Press to restart the router working with new parameters or press to setup

another parameter.

4.4 VLAN

Click to configure VLAN.

W ADVANCED
SHDSL.bis
LAN

WAN
BRIDGE

STE
ROUTE

NAT

VIRTUAL SERVER
FIREWALL

IP QoS

DDNS

VLAN (Virtual Local Area Network) allows a physical network to be partitioned into multiple
logical networks. Devices on a logical network belong to one group. A device can belong to
more than one group. With VLAN, a device cannot directly talk to or hear from devices that are

not in the same group.

With MTU (Multi-Tenant Unit) applications, VLAN is vital in providing isolation and security
among the subscribers. When properly configured, VLAN prevents one subscriber from

accessing the network resources of another on the same LAN.

VLAN also increases network performance by limiting broadcasts to a smaller and more
manageable logical broadcast domain. In traditional switched environments, all broadcast
packets go to each and every individual port. With VLAN, all broadcasts are confined to a

specific broadcast domain.
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The IEEE 802.1Q defines the operation of VLAN bridges that permit the definition, operation,
and administration of VLAN topologies within a bridged LAN infrastructure.

Home Basic Advanced Status Admin Utility
ADVANCED - VLAN

Virtual LAN Parameters:
»  Ceneral Parameter: {Hote:Route mode does not support Vian)

Mode: @) Dissble B02.1Q Tag-Bassd VLA Fort-Based WLAN

4.4.1 802.1Q Tag-based VLAN
For setting 802.1Q VLAN check the [802.1Q Tag-based VLAN|. The screen will prompt as the

following.
Home Basic Advanced Status Admin Utility

ADVANCED - VLAN

Virtual LAN Parameters:
= General Parameter:
Motz O Dissble @ 80210 Teg-Besed VLAN (O Port-Based VLAN

= B02.1Q Tag-Bazed VLAN Table:
Ne! wio | ramr |

N =
[2[f_]|
[ o
[+
[t
eI
| |
[ | | ! | | | [ | |
Bl O ) J 1) JF T/ JJ/IJ/JlJ[F]

| Link Type "Ac::eﬁ; b I;—‘\a:\eas v“;—\m&a& V’|"F\C:E55 V|!|F\C£E55 v|||;—‘\c:3515 b IF\G:ESE- v“;—\m&s&. v|!|;‘-\c::as v|||AmEs.=- v”l;—\a:ess v I;—‘\caess v|

&
]

DDDDDDDEIE
o
=l

EIDDEII:IEIDEIE
=

EIDDEII:IEIDEIE

ololo|o|o|o|o
ojojojo|ojo|oj=|g
o|ojo|o|ojo|o|=(g
o|ojo|o|o|o|o|=|g
o/ojo|o|o|o|o|=|§
ojojojo|ojo|oj=|g
oojo|o|o|o|o|=(g
o/oo|o|oo/o =g
ojojojo|ojo|ojo|E

VID: (Virtual LAN ID) It is a definite number of ID range from 1 to 4094.
PVID: (Port VID) It is an untagged member from 1 to 4094 of default VLAN.
Link Type:  Access means the port can receive or send untagged packets.
Trunk means that the port can receive or send tagged packets.
By default, the router initially configures one VLAN, VID=1.
A port such as LAN1 to LAN4 and WAN1 to WANS8 can have only one PVID, but can have as

many VIDs as the router can store in the VLAN table.

Ports in the same VLAN group share the same frame broadcast domain, thus increasing

network performance through reduced boardcast traffic. VLAN groups can be modified at any
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time by adding, moving or changing ports without any re-cabling.

4.4.2 Port-based VLAN

Port-based VLANs are VLANs where the packet forwarding decision is based on the

destination MAC address and its associated port.

For setting Port-based VLAN, Check | Port-based VLAN

, The screen will prompt as follows:

Home Basic Advanced Status Admin Utility
ADVANCED - VLAN

Virtual LAN Parameters:
n  Ceneral Parameter:
Modz (ODisable (80210 Tag-Based VLAM & Port-Based VLAN

= Port Bazed VLAN Table:
Me LAM1  LANZ  LAM3 LAN4 WAN1 WANZ WANZ WAN4 WANS WANE WANT WANS

1| [ W | [

il

Oooooaonoaod

O0Oo0oo0ononE
Oooooaogonono

Ooooaogonono

O0O0oo0o0ononoE
O0O0oo0o0ononoE
O0O0oo0o0ononoE
O0O0oo0o0ononoE
O0O0oo0o0ononoE
O0O0oo0o0ononoE
O0O0oo0o0ononoE
O0O0oo0o0ononoE

Port-based VLANs are VLANs where the packet forwarding decision is based on the

destination MAC address and its associated port.

When using the port-based VLAN, the port is assigned to a specific VLAN independent of the
user or system attached to the port. This means all users attached to the port should be
members in the same VLAN. The network administrator typically performs the VLAN
assignment. The port configuration is static and cannot be automatically changed to another

VLAN without manual reconfiguration.

As with other VLAN approaches, the packets forwarded using this method do not leak into
other VLAN domains on the network. After a port has been assigned to a VLAN, the port
cannot send to or receive from devices in another VLAN.
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»  Port Bazed VLAN Table:
HNo LAN1  LAMZ  LAN3  LAN4 WAN1 WANZ2 WAMN3I WAN4 WANS WANE WANT WANS

OoOoo0ooonooms
OoOo0oo0ooOonooms
OoOo0oo0ooOonoosE
Oo0O0oo0o0Oonoaoms
OoOo0oo0ooOonoosE
OoOoo0ooonoos
OoOo0oo0ooOonooms
OoOo0oo0ooOonooms
OoOoo0ooonooms
Oo0O0oo0o0Oonoaoms
Oo0O0oo0o0Oonoaoms
OoOo0oo0ooOonoosE

8

The default setting is all ports (LAN1 to LAN4 and WAN1 to WANS8) connected together which
means all ports can communicate with each other. That is, there are no virtual LANs. The
option is the most flexible but the least secure.

n Port Based VLAN Table:

No LAN1 LAN2Z LAN3 LAN4 VWAN1 VUVAN2 VWVAN3 VWVAN4 VUVANS VVANG VWAN7 UVANS

1 oo |g O O O O O O O
2| 0O O |a O O O O O O O
ER I O O O O O O O O
40 0O 0O O O O O O O O
00 I It B O O O O O O O O
60 OO0 O O O O O O O O
o o oo O O O O O O O O
s O o o0 O O O O O O O O
4.5 STP

W ADVANCED
SHDSL.bis
LAN
WAN
BRIDGE

N

ROUTE
NAT

VIRTUAL SERVER
FIREWALL

IP QoS5

DDNS

This Web page allows you to configure Bridge STP Parameters as Disable, STP or RSTP.
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Home Basic | Advanced | Status Admin Utility
ADVANCED - STP

Bridge STP Parameters:
»  Ceneral Parameter:

Modz:  ®Disskble (STP (JRSTP

Eridga Priceity: |8 (227E8) W

STP (Spanning-Tree Protocol) defined in the IEEE 802.1D, is a link management protocol that
provides path redundancy while preventing undesirable loops in the network. For an Ethernet
network to function properly, only one active path can exist between two stations.

Multiple active paths between stations cause loops in the network. If a loop exists in the
network topology, the potential exists for duplication of messages. When loops occur, some
switches see stations appear on both sides of the switch. This condition confuses the

forwarding algorithm and allows duplicate frames to be forwarded.

To provide path redundancy, Spanning-Tree Protocol defines a tree that spans all switches in
an extended network. Spanning-Tree Protocol forces certain redundant data paths into a
standby (blocked) state. If one network segment in the Spanning-Tree Protocol becomes
unreachable, or if Spanning-Tree Protocol costs change, the spanning-tree algorithm
reconfigures the spanning-tree topology and reestablishes the link by activating the standby

path.

Spanning-Tree Protocol operation is transparent to end stations, which are unaware whether
they are connected to a single LAN segment or a switched LAN of multiple segments. RSTP
(Rapid Spanning Tree Protocol) defined in the IEEE 802.1w can be seen as an enhancement
of the 802.1D standard. Most parameters have been left unchanged so users familiar with
802.1D can quickly configure the new protocol. In most cases, RSTP performs better than
STP.

4.6 Route

If the Router is connected to more than one network, it may be necessary to set up a static
route between them. A static route is a pre-determined pathway that network information must

travel to reach a specific host or network.
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With Dynamic Routing, you can enable the Router to automatically adjust to physical changes
in the network’s layout. The Router, using the RIP protocol, determines the network packets’
route based on the fewest number of hops between the source and the destination. The RIP
protocol regularly broadcasts routing information to other routers on the network.

' ADVANCED
SHDSL.bis
LAN

WAN
BRIDGE
VLAN

NAT

VIRTUAL SERVER
FIREWALL

IP QoS

DONS

Click to modify the routing information.

Home Basic Advanced Status Admin Utility
ADVANCED - ROUTE

Sraric Route and RIP Parameters:

= Table of Current Static Route Entries:
Index | Network Address | Subnet Mask ] Gateway
| A | | [ [ | |

= General BIF Parameter:
RIP Mode: ®Dissble O Enatle
Avto RIP Summery: @ Disable (D Ensble

n  Table of Current Interface RIF Parameter:

e [ [ [P [ e [t
[@Lan | Dissole | 2 [ Neme Enstle | Nans
O wan 1“ : Dizatblzs i 2 MNene Enstle i Nene
[Owanz [ Dissle | - | Nens Disstls | Nenz
O \-".-'AHE” Disatls . | £ . T- MNene [ Disatls . Mone
O WAN G. Disacls .. - | Mone Disable | Mone
[ O wans . Disatls = | Nons Disabls Il Nons

| &

There are maximun 20 entries to set up the static router.

Press to add each entry. For example, there are 20 entries as follows:
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u Table of Current Static Route Entries:

Index
@1
02
O3
O4
Cs
OB
o7
[oF:}
(o}
CHo
on
Q12
C13
O 14
C1s

[ O16 |
Q17
18
C13

[ Oz |

Network Address

192.168.1.1
192.168.2.2
192.168.3.3
192.166.4 4
192.168.5.5
192.168.6.6
192.168.7.7
192.168.5.8
192.168.9.9
192.168.10.10
192.168.11.11
192.168.12.12
192.168.13.13
192.168.14.14
192.168.15.15
192.168.16.16
192.168.17.17
192.168.18.18
192.168.19.19
192.168.20.20

Subnet Mask
265.255.255.0
265.255.265.0
265.265.265.0
265.265.255.0
255.255.255.0
265.265.265.0
265.255.255.0
255.255.255.0
265.265.265.0
265.255.265.0
265.255.255.0
265.266.265.0
2565.255.255.0
265.255.265.0
265.265.265.0
265.265.255.0
255.255.255.0
265.266.265.0
265.255.265.0
265.255.255.0

[ _Roset [ Doloto | Wity |

G.SHDSL Bridge/Router
GRT-101/401/402 User’s Manual

Gateway
192.165.0.254
192.168.0.254
192.168.0.254
192.165.0.254
192.168.0.254
192.168.0.254
192.165.0.254
192.168.0.254
192.168.0.254
192.165.0.254
192.168.0.254
192.168.0.254
192.165.0.254
192.168.0.254
192.168.0.254
192.165.0.254
192.168.0.254
192.168.0.254
192.165.0.254
192.168.0.254

To modify the RIP (Routing information protocol) Parameters:

RIP Mode:
Auto RIP Summary:

Press

= General RIP Parameter:

P Mode: (O Disable f__@_jfnable
Auto RIP Summary: (O Disable

@ Enable

= Table of Current Interface RIP Parameter:

Interface

@ LAN

OWAN1
OWAN2
OWAN3
OWAN4
O WANS
O WANG
O WANT
O WANS

RIP Mode:

RIP
Mode

Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable

Authentication

Version

Required
None
MNone
MNone
MNone
MNone
MNone
MNone
None

Mone

Poison
Reverse

Enable
Enable
Disable
Disable
Disable
Disable
Disable
Disable
Disable

Authentication
Code

None
MNone
MNaone
None
MNone
None
None
None

MNone

This parameter determines how the router handle RIP (Routing information protocol). RIP

allows it to exchange routing information with other router.
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Disable: The gateway does not participate in any RIP exchange with other routers.
Enable: The router broadcasts the routing table of the router on the LAN and incoporates
RIP broadcast by other routers into it’s routing table.
Silent: The router does not broadcast the routing table, but it accepts RIP broadcast

packets that it receives.

= Tahle of Currvent Interface RIP Parameter:

Interface RIP ‘ Version Authenti.cation Paoison ‘ Authentication
Mode Required Reverse Code
| LAM | | ,a | INnne ‘ IEnahIej | I
WAt | e [ 2 Mone \ Enable [ Mone
WANZ Silent [ [ Mons [ Disable [ Mone
| WANE | Disable | | Mane ‘ Digable | Fone
| WA | Disable | | Mane ‘ Disable | lone
| WANS | Disahle | | Mane ‘ Disahle | Mone
| WANE | Disable | | MNaone ‘ Disahble | Mone
| WANT | Disable | | Mane \ Disable | lone
| WANT | Disable | | Mane \ Disable | lone
| [ Cancer™ ™0k |~ Reset|
RIP Version:

It determines the format and broadcasting method of any RIP transmissions by the gateway.
RIP v1: it only sends RIP v1 messages only.

RIP v2: it sends RIP v2 messages in multicast and broadcast format.

u Tahle of Current Interface RIP Parameter:

IniBiach RIP ‘ Vaision Aulhenti.[:atiun Poison ‘ Authentication
Mode Required Reverse Code
| | |Disab|ej | IE | |N0ne | |Enable ﬂ | |
| WVAN1 | Digable A— | Mane | Enable | Mone
| WYANZ | Disable | Mone | Disable | Mane
| wanz || Disable | | Mone | Digable | Mane
| WANA | Disable | | Mone | Digable | Mane
| WANS | Disable | | Mone | Disahle | Mane
| WWANG | Digable | | Mane | Disable | Mone
| wanz | Disable | | Mone | Disahle | Mane
| WYAND | Disable | - | Mone | Digable | Mane
| [ Cancer~ J1™ok— I Reset |

Authentication required:
None: for RIP, there is no need of authentication code.
Password: the RIP is protected by password/authentication code.

MD5: The RIP will be decoded by MD5 then protected by password/authentication code.
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= Tahle of Current Interface RIP Parameter:

[hiertace RIP ‘ Version Authenti.calinn Poison ‘ Authentication
Mode Required Reverse Code
| ‘ |D|sab|e | IE | |None j | |Enable j | |
[ wan | Disable [ 2 [ Enable [ Mone
K Disable [ [ Disable [ Mone
| VAN ‘ Disable | | Disable | Mane
[ wana [ Dicable [ [ Disable [ Mona
| VAN ‘ Digable | | Disable | Mane
[ wans || Disable [ [ Disable [ Mone
| WANT ‘ Disable | | Disable | Mane
[ wans [ Dicable [ [ Disable [ Mona
| [_carcol [ _oc J reset ]

Poison Reserve:
Poison Reserve is for the purpose of promptly broadcast or multicast the RIP while the route is
changed. (e.g. shutting down one of the routers in routing table)

Enable: the gateway will actively broadcast or multicast the information.

Disable: the gateway will not broadcast or multicast the information.

u Table of Current Interface RIP Parameier:

Intaitace RIP Version Authenti.catinn Paoison ‘ Authentication
Mode Required Reverse Code
‘ | |D\sab\ej | IE | |Nune ﬂ ‘ |Enab|e ﬂ ‘ |
‘ VWANT | Dizable | 2 | Mone MNaone
‘ WWANZ | Disable | | Mone ’7 il Mane
\ WWANS | Disable | | Maone ‘ Dizable ‘ MNone
‘ WWANS | Disable | | Mone ‘ Disable ‘ Mane
‘ WYANS | Digahle | | Mane ‘ Dizable ‘ Mone
‘ VWANE | Disable | | Mone ‘ Disable ‘ Maone
‘ WWANT | Disahle | | Maone ‘ Disable ‘ MNone
‘ WWANE | Disable | | lone [ Disable ‘ Mane
\ [“Cance = ox | eset |

Authentication code:

You can set up an authentication code here.

After modifying the RIP parameters, press finish|.

The screen will prompt the modified parameter. Check the parameters and press to
restart the router or press to set up another parameters.

4.7 NAT/DMZ

NAT (Network Address Translation) is the translation of an Internet Protocol address (IP

address) used within one network to a different IP address known within another network. One
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network is designated the inside network and the other is the outside. Typically, a company
maps its local inside network addresses to one or more global outside IP addresses and
reverse the global IP addresses of incoming packets back into local IP addresses. This ensure
security since each outgoing or incoming request must go through a translation process, that
also offers the opportunity to qualify or authenticate the request or match it to a previous
request. NAT also conserves on the number of global IP addresses that a company needs and

lets the company to use a single IP address of its communication in the Internet world.

DMZ (Demilitarized zone) is a computer host or small network inserted as a “neutral zone”
between a company private network and the outside public network. It prevents outside users

from getting direct access to a server that has company private data.

In a typical DMZ configuration for an enterprise, a separate computer or host receives requests
from users within the private network to access via Web sites or other companies accessible on
the public network. The DMZ host then initiates sessions for these requests to the public

network. However, the DMZ host is not able to initiate a session back into the private network.

It can only forward packets that have already been requested.

Users of the public network outside the company can access only the DMZ host. The DMZ may
typically also have the company’s Web pages so these could serve the outside world. However,
the DMZ provides access to no other company data. In the event that an outside user

penetrated the DMZ host’s security, the Web pages might be corrupted, but no other company

information would be exposed.

Press to set up the parameters.

W ADVANCED
SHDSL.bis
LAN

WAN

VIRTUAL SERVER
FIREWALL

IP QoS

DONS
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Home Basic Advanced Status Admin Utility

ADVANCED - NAT/DMZ
Nerwork Address Translation and DMZ Hosts Paramerters:
= NAT/DMZ function:
NATDME Furction: (O Dissble = & Enable
= DAIZ Host:

DMZ Host Fonction: @ Cisskbls O Ensole

irrual IP A =5
Active Interfra: | WANT (W
»  Multi-DALE:

| | [wans ®|

1D Virtual IP Address Global IP Address | Interface |
1

|' il [wian ¥ |

| [t s

| [[want 9|

|

| -|” 1 f[wam |
| |

|

| [want #]|

[ [ L | [oan &
If you want to enable the NAT/DMZ functions, check [Enable]. The IP address assigned to the
WAN will enable DMZ function for the virtual IP address.

4.7.1 Multi-DMZ
Some users have two or more global IP addresses assigned by ISP, which can use multi DMZ.
The table is for mapping of global IP address and virtual IP address.

4.7.2 Multi-NAT
Some of the virtual IP addresses (eg: 192.168.0.10 ~ 192.168.0.50) collectively use two of the

global IP addresses (eg: 69.210.1.9 and 69.210.1.10). The Multi-NAT table will be set up as:
Virtual Start IP Address: 192.168.0.10

Count: 40

Global Start IP Address: 69.210.1.9

Count: 2

Press |Finish| to continue to review.

The screen will prompt the parameters that will be written in NVRAM. Check the parameters
before writing in NVRAM. Press to restart the router working with new parameters or

to configure another parameter.
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4.8 Virtual Server

This section guides you to configure Virtual Servers.

Click to configure the parameters.

~ ADVANCED
SHDSL.bis
LAN
WAN
BRIDIGE
VLAN
STP

UTE

Home Basic Advanced Status Admin Utility
ADVANCED - VIRTUAL SERVER

Virtual Server Mapping Parameters:

= Table of Current Virtual Server Entries:

| Index | Service Name | Interface | Private |P Protocol | Schedule
| @ 1 | — | - | — | Disable | —
| Oz | — | - | — | Disable | —
| [&F] | — | - | — | Disable | —
| O4 | - | - | - | Disstle | -
| Os | - L= - | Disable | ~
| Oe | - L= - | Disable | ~
or [ = [ = [ = [ owm [ -
| Os | — | - | - | Disable | -
| s | — | - | - | Disable | -
| Oi1n | — | - | - | Disable | -

Up to ten virtual servers index form 1 to 10 can been configured.

Press to modify index 1.
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Home Basic Advanced Status Admin Utility

ADVANCED - VIRTUAL SERVER

Virtual Server Mapping Parameters:
»  Virtual Server 1

Protocol: | DISABLE s

InterBca: | WANT [

I

Service Nama:

Brivate IP:

Private Boat: [0 |~ [o |
Public Port: [0 | ~ [o |

Schadule @) Always

(Z) From Day | Sunday V| o |Eslturds|\_,' w

TimEIE'_V:IE'_V|m IEVL ED |

Type the necessary parameters and then click @

Press to restart the router or press to set up another function.

For example, you can set up the router as Index 1, protocol TCP, interface WAN1, service
name test1, private IP 192.168.0.2, private port 80, public port 80, schedule from Monday to
Friday and from 800 to 1600 hours; and index 2, protocol UDP, interface WAN1, service name

test2, private IP 192.168.0.3, private port 25, public port 25, schedule always.
Home Basic Advanced Status Admin Utility

ADVANCED - VIRTUAL SERVER
Virtual Server Mapping Paramerers:

= Table of Current Virtual Server Entries:

| Index |  Service Name | Interface | Private IP Protocol | Schedule
‘ @1 | testt ‘ WANT ‘ 182.168.0.2 | TCF 50/50 | r‘;?]" 1;%
| Oz | testz | want | 1e21es03 | UDP 25/25 | Alwsys
N I I S

| O« | - I - | Disable | _

| ©s | - - - | Disatle | ~

| Oe | - [ - - | Disable | _
(or T = T = = [ owe [ =

| Os | — - — | Disstle | —
ool = [ - [ - [ v [ -

| Ci1g | — | — | — | Disable | —
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4.9 Firewall

W ADVANCED
SHDSL.bis
LAN

WAN
BRIDGE
VLAN

5TP
ROUTE

Afirewall is a set of related programs that protects the resources of a private network from
other networks. It prevents hackers to access your private data resource.
There are three security levels: basic firewall security, automatic firewall security and

advanced firewall security.

4.9.1 Basic Firewall Securit
Home | Basic | Advanced | Status | Admin | Utility |

ADVANCED - FIREWALL

Firewall Security Level:

m  Firewall Security Level:

Sacority Lavel:  (8) Basic Firewsll Sacurite

Check [Basic Firewall Security.

This level only enables the NAT firewall and the remote management security. The NAT
firewall will take effect when NAT function is enabled. The remote management security by
default will block any WAN side connection to the device. Non-empty legal IP pool in ADMIN

will block all remote management connection except those IPs specified in the pool.
Press to finish setting of firewall and review the parameters.
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Home | |Basic | Advanced | Status | Admin | Utility |
ADVANCED - FIREWALL

Firewall Security Level Beview:
T 1ot the confizurstion thet vow have chenged teke offct immadistaly, plezse click Restant button to rsboot the svstem. To continue the setup procedurs, plezss click Continus button.

» Firewall Secericy Level:
| sacurty Lavsl [Baiz tamuein Qo

Dao3 Protection Parameters Review:

| Detsct 3N Attack | Disatts [ TV Astack Thrsanodd 200 sackets per sacond
| Datoct ICMP Flood | Dasawie | 1000F Fiood Tarmsnsid 200 gacian sar sazoad
| Detect UDP Flood | Diavie | UDE Fiood Thrmsnoid 100 szzoms per second
| DstsctPING of Doath Atteck | Diawe |

| Detect Land Attack [ Doame |

| Dstact 1P spooting attzsk [ Daams |

| Datect Smurl ttsck [Taawe |

| Ditast Fraggle Attack [ Daame |

Packst Filtering Parameters Feview:

» Geeersl Paclet Filterieg Paramerer:
| TriggerPacket Fitering Servics | Tl
| Drop Fragmantsd Packats [ oisane

v Acces Belicies:
indsx | Enable Protocol Direction Aetion mmlmmlmmlmm|
| |

Poal 15 Emgty |

The screen will prompt the parameters to be recorded in NVRAM. Please check these

parameters.

Press o restart the router or press to set up another function.

4.9.2 Automatic Firewall Security
Check |Automatic Firewall Security.

Home Basic | Advanced | Status Admin Utility
ADVANCED - FIREWALL

Firewall Security Level:

8 Firewall Security Level:
Secuvrity Level: (O Basic Firswall S=curity

Hint: This leval only enables the WAT firewall ané the remote manarement security, The WAT firewall will taks affect if
NAT fenction is 2nablzd.
(3 Automatiz Fiezwall 3zcurity
Hint: This level enables basic firewall security, all Dol protection. and the 8P1 filter fonction.
() Adwanced Firswall Serurity
Hint: A pser can determins the sseunity level for special purpose, environment, and applications by confizuring the Dol

protection and dé=fining an sxtra paclest filter with hisher priority than the default 3P1 filter, Note that, an improper filter
policy may degrads the capability of the firewall and'or sven block the normal nstwork traffic.

This level enables basic firewall security, all DoS protection and the SPI filter function.
Press to complete setting firewall.
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Home Basic Advanced Status Admin Utility

ADVANCED - FIREWALL

Firewall Security Level Review:
To 1=t the configurstion thet you heve chenged tske ofct immedistaly, plesss click Feestart button to r=boot the system. To continue the s=tup procedurs, plasss click Continus button.

» Firewall Secarity Level:
Sacurity Lavsl | — ——

DoS Protection Parameters Eeview:

I Datect 3YN Attack | Eeatie [ 3N Anack Thesancld 100 pachess per second
I Detect ICMP Fiood | Eeawia | I0WE Fizod Termseaid 100 sacien e sazand
I Detect UDP Flood | Esawia | UDF Fiod Teeesncid 100 sazies pas sezzad
| DetectPING of Desth Atteek | Zeave |

I Dstect Land attack | Esatis |

I Detect IP Spoofing Atteck =

I Datect smur atteck | Eaame |

I Datact Fraggis Attsek | Eeawe |

Packet Filtering Parameters Review:

» Greersl Packet Filterieg Parsmeter:
| TrigperPackst Filtsring Ssrvies | i |
I Drop Fragmentsd Packsts | Dame |

v Acces Policies:
|ingex |Enabis Protosol [Dirsction [action Source Destination | TCP Flzg |ICMP Typs |Schegule buumunn|
|

[ Fool Is Empty !

[ Connuc J festart ]
The screen will prompt the parameters, which will be written in NVRAM. Please check these

parameters.

Press to restart the router or press Continue to set up another function.

User can determine the security level for special purpose, environment, and applications by
configuring the DoS protection and defining an extra packet filter. Please note that an improper
filter policy may degrade the capability of the firewall and/or even block the normal network
traffic.

4.9.3 Advanced Firewall Security
Check[Advanced Firewall Security] and then press [Finish].

Home Basic Advanced Status Admin Utility
ADVANCED - FIREWALL

Firewall Security Level:

= Firewall Security Level:
Secwrity Laval: (D Basic Firewall Sacurity

Hint: This leval only enshles the WAT firewall and the emot2 mansgament sacurity, The NAT frewall will teke oBct ifWAT Snction is
snzblad.

) Auvtomstic Firswall Sacurity
Hint: This lawsl eneblas basic frewall sacwrity, all DoS protzction. and the SPI fleer fepction.
(@ Advanced Fisewsll Sacurity

Hint: A wear can datermins the sacurity lavsl for spacisl purpose, snvironment, end spplicstions by
swtrs packet filter with higher prioriny then the deEult SPI filter. Not= thar, =n impropsr filter policy
and'or even block the normsl network trefic.

A user can determine the security level for special purpose, environment and applications by
configuring the DoS protection and defining an extra packet filter. Please notice that an

improper filter policy may degrade the capability of the firewall and even block the normal
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network traffic. It can set up the DoS protection parameters

Home Basic Advanced Status Admin Utility
FIREWALL - DoS PROTECTION

Do% Protection Parameters:

(] Datact 5% Atesct: SYN Attsck Threshold  |200 packats per sacond
[#]D=tzct ICME Flaod ICKEF Flood Threzhold (200 packats par sacond
[#]Dstzct UDE Flood UDP Flood Theeshold (200 packets par sacond

[#] Dstoct PING of Death Attack
[#] Dootect IP Land Arsck

[#] Datart T2 Spoofing Aresck
Deetact Smurf Attack

[#] Diatact Frazgls Arteck

SYN flood: A SYN flood is a form of denial-of-service attack, attempts to slow your network by
requesting new connections but not completing the process to open the connection. Once the
buffer for these pending connections is full a server will not accept any more connections and

will be unresponsive.

ICMP flood: A sender transmits a volume of ICMP request packets to cause all CPU resources

to be consumed serving the phony requests.
UDP Flood: A UDP flood attack is a denial-of-service (DoS) attack using the User Datagram
Protocol (UDP). A sender transmits a volume of requests for UDP diagnostic services which

cause all CPU resources to be consumed serving the phony requests.

Ping of Death: A ping of death (abbreviated "POD”) attack attempts to crash your system by

sending a fragmented packet, when reconstructed is larger than the maximum allowable size.

Land attack: A land attack is an attempt to slow your network down by sending a packet with

identical source and destination addresses originating from your network.

IP Spoofing: IP Spoofing is a method of masking the identity of an intrusion by making it
appeared that the traffic came from a different computer. This is used by intruders to keep their
anonymity and can be used in a Denial of Service attack.

Smurf attack: The Smurf attack is a way of generating a lot of computer network traffic to a
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victim host. That is a type of denial-of-service attack. A Smurf attack involves two systems. The
attacker sends a packet containing an ICMP echo request (ping) to the network address of one
system. This system is known as the amplifier. The return address of the ping has been faked
(spoofed) to appear to come from a machine on another network (the victim). The victim is

then flooded with responses to the ping. As many responses are generated for only one attack,

the attacker is able use many amplifiers on the same victim.

Fraggle attack: A Fraggle attack is a type of denial-of-service attack where an attacker sends
a large amount of UDP echo traffic to IP broadcast addresses, all of it having a fake source

address. This is a simple rewrite of the smurf attack code.

For SYN attack, ICMP flood and UDP flood, they can set up the threshold of packets number
per second. The default values are 200 packets per second. If everything is working properly,
you probably do not need to change the threshold setting as the default threshold values.

Reduce the threshold values if your network is slower than average.

Traditional firewall is stateless meaning they have no memory of the connections of data or
packets that pass through them. Such IP filtering firewalls simply examine header information
in each packet and attempt to match it to a set of define rule. If the firewall finds a match, the
prescribe action is taken. If no match is found, the packet is accepted into the network, or

dropped, depending on the firewall configuration.

Packet filter
Click to set up the packet filtering parameters.

If you want to configure the Packet Filtering Parameters, choose Enable and press
Home Basic Advanced Status Admin Utility

FIREWALL - PKT FILTER

Packet Filtering Parameters:

m  General Packet Filtering Parameter:
Trigzer Packet Filtming Sarvice: () Disable ) Enable
Dwop Frapmentzd Backats: (8 Dizsble () Ensbls

= Apcess Policies:

Index Enable Protocol Direction Action Socurce Destination TCP Flag ICMP Type Schedule Description
Powol is Empty !
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It can set up the packet filter rule parameters:

Home Basic Advanced Status Admin Utility
PKT FILTER - RULE 1
Paclket Filter Rule Parameters:

m  Filter Fule:

Brotocol: | ANY W
Drirzction: @INEI:L!NE O:UTEI:L!NB
Artien: (D DENY @ FERMIT

Dascription: |:E"'rit for mail server

Sqc. [P Addrass: |:I.:I.:l.:l =.g., Any:0.0.0.0, Single:10.0.0.1

Diest. [P Addrass: |1EE-1‘33-3-1 11 | Range:122.185.0.1-192.188.0.78

Schadula: @AI'-.';E}EF
) From Day | Sunday Wi | Saturdsy W
Tim= a W L to 23 W 5O [

Select the Protocol and configure the parameter.
Protocol: ANY, TCP, UDP, ICMP, GRE, RSVP, ESP and AH. (ANY means all protocols)

TCP Transmission Control Protocol
UDP User Datagram Protocol

ICMP  |Internet Control Message Protocol
GRE Generic Routing Encapsulation
RSVP |Resource Reservation Protocol
ESP Encapsulating Security Payload
AH Authentication Header

Direction: INBOUND (from WAN to LAN) or OUTBOUND (from LAN to WAN)

Action: DENY (block) or PERMIT (allow)

Description: Type a description for your customized service..

Src. IP Address: The source addresses or ranges of addresses to which this packet filter rule
applies. (Address 0.0.0.0 is equivalent any)

Dest. IP Address: The destination addresses or ranges of addresses to which this packet filter
rule applies. (Address 0.0.0.0 is equivalent any)

Schedule: Select everyday (always) or the day(s) of the week to apply the rule. Enter the start

and end times in the hour-minute format to apply the rule.
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For example, if you want to ban all of the protocols from the IP (e.g.: 200.1.1.1) to access the
all PCs (e.g.: 192.168.0.2 ~ 192.168.0.50) in the LAN, key in the parameter as:

Protocol: ANY

Direction: INBOUND (INBOUND is from WAN)

Action: DENY

Description: Hacker

Src. IP Address: 200.1.1.1

Dest. IP Address: 192.168.0.2-192.168.0.50

Schedule: You can set always or any time range which you want
Press [OK] to finish.

Home Basic Advanced Status Admin Utility
FIREWALL - PKT FILTER
Packet Filtering Parameters:

n General Packet Filtering Parameter:
Trigger Packet Filtering Service: (3 Disable O Enable

Drop Fragmented Packets:  (® Disable O Enable

m Access Policies:

Index Enable Protocol Direction Action Source Destination I Schedule Description
Flag Type
Pool is Empty |

The screen will prompt the configured parameters.
Check Enable on Trigger Packet Filtering Service item, to activate the packet filtering service.
Check Enable on Drop Fragmented Packets item, to activate the drop fragmented packets

operation.

You can modify or delete the access policies by clicking [Modify| or [Delete] command.
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4.10 IP QoS

IP QoS is a function to decide the priorities of setting IPs to transfer packets under the situation
of overloading bandwidth.

vV ADVANCED
SHDSL.bis

LAMN

WAN

BRIDGE

VLAN

STP

ROUTE

MNAT

VIRTUAL SERVER

Basic Advanced Status Admin Utility
ADVANCED - IP QoS

IP QoS Parameters:

n General IP QoS Parameters:

Trigger IP Qo8 Service: (O Disable & Enable
n [P QoS Policies:

Index Enable Protocol Local Remote Precedence Description
Poolis Emptv !

Check at item Trigger IP QoS Service in General IP QoS Parameter, which will turn on
this IP QoS function.

Click on the bottom of the web page to begin a new entry in IP QoS Policy table.
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Home Basic Advanced Status Admin Utility

IP QoS - POLICY 1
IP QoS Policy Parameters:

n Policy Rule:

Description:

|
Local IF: | | e.g. Any:0.0.0.0, Single:10.0.0.1
|

Remote IF: ‘ Range:192.1658.0.1-192.165.0.76

LocalPort | | eg Any0-65535. Single:80
RemotePort | | Range'1024-500

Protocal:
Precedence:

Description: A brief statement describing this policy

Local IP: type IP address of local host in prioritized session.

Remote IP: type IP address of remote host in prioritized session.

Local Port: type the service port number of local host in prioritized session.

Remote Port: type the service port number of remote host in prioritized session.

Protocol: identify the transportation layer protocol type you want to prioritize, e.g. TCP or UDP.
The default is ANY.

Precedence: type the session’s prioritized level you classify, “0” is lowest priority, “5” is highest
priority.

Click @(I when all parameters are finished.

Home Basic Atvanced Status Admin Utility

ADVANCED - IP QoS
IP QoS Parameters:

n General IP QoS Parameters:

Trizger IP QoS Service: () Disable &) Enahble

n [P QoS Policies:

|Index| Enable |Protoco| | Local | Remote |Preoedenoe |Description
| @1 [ON v ‘ ANY ‘192.168.1.10?0-55535‘ 192 168 0 15/80 | 0 |test1
| ©2 [ON ¥ ‘ ANY ‘ 192 168.0 15/80 ‘0.0.0.0;1024-5540| 5 |19912

[~ cancer | Hody = vetete || nua__ ]| Finisn|

You can modify or delete the policies by clicking Modify| or Delete| command.
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Click to make a review of all IP QoS parameters

Home Basic Advanced Status Admin Utility
ADVANCED - IP QoS

IP QoS Parameter Review:
To let the configuration that you have changed take effect immediately, please click Restart button to reboot the
systemn. To continue the setup procedure, please click Continue button.

n General IP QoS Parameter:
IP Qo5 Service Enable

n [P QoS Policies:

Index Enable Protocol Local Remote Precedence Description
1 OoN ANY  |192.168.1.10/0-65535 | 192.168.0.14/80 0 test1
2 OoN ANY 192.168.0.15/80  |0.0.0.0/1024-5640 5 test2

[~ Continue* l ™ Restart |

To immediately take effect the IP QoS configuration you have changed, please click Restaﬁi
button to reboot the system. To continue the setup procedure, please click Continue| button.

4.11 DDNS

WV ADVANCED

SHDSL.bis

LAM

WAN

BRIDGE

VLAN

STP

ROUTE

MAT

VIRTUAL SERVER

FIREWALL
QoS

Stands for Dynamic Domain Name Server
The device supports DDNS that it's free for PLANET’s customers.
Check to enable this function.
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Home Basic Advanced Status Admin Utility

ADVANCED - DDNS

DDNS Parameter:
DDNS Mode: (O Disable & Enahle
Provider: |www.planetddns.com |
Host Name: ‘ ‘
Usemame: | |
Password: | |

Step 1: Enable DDNS option through accessing web page of GRT series.
Step 2: Select on DDNS server provide, and register an account if you have not used yet.

Let’s take dyndns.org as an example. Register an account in http://planetddns.com

() PLANET
{3 PLANETD

Sign in

Forgotten Password / Create A New Account

XRT-401F ICA-HM132 ICA-HM316
Internet Broadband St 2 Mega-Pixel 20M IR Vari- 2 Mega-Pixel 11n Qutdoor
— Router | e Focal Dome IP Camera @ IR IP Camera
s L Wore nio ) 3 L Wore nio )

About
PLANET Technology Co
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After adding new account, fill in the information below.

Home Basic Advanced Status Admin Utility
ADVANCED - DDNS

DDXNS Parameter:
DDNS Mode: (O Disable (& Enable

Provider: |www.planetddns_com V|

Host Name: |grt-test.planetddns_|:nm |

Usermname: |grt-tESt ‘

Password: |grt-test |
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Chapter 5 Status

On STATUS item, you can monitor the following:

Mode, Line rate and Performance information including SNR margin, atteunation

SHDSL.bis
and CRC error count.

LAN IP type, MAC address, IP address, Subnet mask and DHCP client table: Type, IP
address and MAC address.

WAN WAN interface information. 8 WAN interface including IP address, Subnet Mask,
VPINVCI, Encapsulation, Protocol and Flag.

ROUTE IP routing table including Flags, Destination IP/Netmask.Gateway, Interface and
Portname.

INTERFACE LAN and WAN statistics information.

FIREWALL Current DoS protection status and dropped packets statistics.

IP QoS Show IP QoS statistics on LAN interface

STP STP information include Bridge parameter and Ports Parameter

DDNS Show status of PLANET DDNS
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5.1 SHDSL.bis

[> BASIC

> ADVANCED

V STATUS

LAN

WAN
ROUTE
INTERFACE
FIREWALL
IP QoS

STP

DDMNS

Home Basic Advanced Status Admin Utility
STATUS - SHDSL.bis

Status Information:

= Run-Time Device Status:

Item Channel A Channel B

Mode CPE Side CPE Side
Tx Power 0.0 dBm 0.0dBm
Line Rate(n*64+8) 0 Kbps 0 Khps

m Performance Information:

Local Side Remote Side
Item Channel A Channel B Channel A Channel B
SMNR Margin 00dB 0.0dB 00dB 00dB
Attenuation 0.0dB 0.0dB 00dB 00dB
CRC Error Count 0 0 0 0

[ Clear CRC Error l

The status information shows this is a 4-wire model which has both channel A and B. If the
router is connected to a remote side, it can also show the performance information of remote

side.

If the router is 2-wire model, you will not see any information on channel B.
Click [Clear CRC Error to clear the CRC error count.
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5.2 LAN

[> BASIC

[> ADVANCED

V STATUS
» SHDSL.bis

ROUTE
INTERFACE
FIREWALL
IP QoS

STP

DDNS

Basic Advanced Status Admin Utility
STATUS - LAN

LAN Interface Status:

m (General status:

IP Type Fixed
MAC Address 00-30-4F-11-22-33
IP Address 192.165.0.1
Subnet Mask 255 255 2550

n DHCP client table:

Type Client IP Address Client MAC Address
Table is Empty !

This information shows the LAN interface status and DHCP client table.
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[> BASIC

[> ADVANCED

V STATUS
SHDSL.bis

ROUTE
INTERFACE
FIREWALL
IP QoS5

5TP

DDNS

Basic Advanced
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Admin Utility

STATUS - WAN

WAN Interface Information:

ID IP Address/ Subnet Mask VPI/VCI Encapsulation Protocol Flag

1 182.165.1.1/ 255 255.255.0 | 0/32 LLC

3

== I B ey TR 5 [ S S |
]
1
i

IPoA  |Down
Disable
Disable
Disable
Disable
Disable
Disable
Disable

This information shows the status of all eight WAN interfaces.
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5.4 ROUTE

[> BASIC
[> ADVANCED

V STATUS
SHDSL.bis
LAN

FIREWALL
IP QoS
STP

DDNS

-
.
.
-
- ACE
.
.
-
-

Routing tables contain a list of IP addresses. Each IP address identifies a remote router (or
other network gateway) that the local router is configured to recognize. For each IP address,
the routing table additionally stores a network mask and other data that specify the destination

IP address ranges that remote device will accept.

Home Basic Advanced Status Admin Utility
STATUS - ROUTE

IP Routing Table Information:

Flags Destination/ Netmask /Gateway Interface Porthame
S 0.0.0.0/0.0.0.0/192.165.0.254 192.168.0.1 LAN
C 192 168.0.0f 255 255 255 0 /directly 192 168.0.1 LAN
C 127.0.0.1/ 255 255 255 255 [directly 127001 Loopback

This information shows the IP routing table.
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5.5 INTERFACE

[> BASIC

[> ADVANCED

vV STATUS
SHDSL.bis
LAN

WAN
ROUTE

FIREWALL
IP QoS
STP

DDNS

Home Basic Advanced Status Admin Utility
STATUS - INTERFACE

Interface Statistics:

Port InOctets InPackets OutOctets OutPackets InDiscards QOutDiscards
LAM | 238815 1633 452436 1719 ] 1]
VWA 1] a ] ] ] 1]

reset

This table shows the interface statistics.

Octet is a group of 8 bits, often referred to as a byte.
Packet is a formatted block of data carried by a packet mode computer networks, often

referred to the IP packet.

InOctets The field shows the number of received bytes on this port

InPactets The field shows the number of received packets on this port

OutOctets The field shows the number of transmitted bytes on this port

OutPactets  |The field shows the number of transmitted packets on this port

InDiscards The field shows the discarded number of received packets on this port

OutDiscards | The field shows the discarded number of transmitted packets on this port

-69-



http://en.wikipedia.org/wiki/Byte�
http://en.wikipedia.org/wiki/Packet_(information_technology)�

@ PLANET

Networking & Communication G.SHDSL Bridge/Router
GRT-101/401/402 User’s Manual

5.6 FIREWALL

[> BASIC
[> ADVANCED

V STATUS
SHDSL.bis
LAN

WAN
ROUTE
INTERFACE

IP QoS
STP
DDNS

Basic Advanced Status Admin Utility
STATUS - FIREWALL

Current Firewall Status:
m D05 Protection Status:

Attack Type Current Status History Status
All DoS protections are disabled!

m Dropped Packets Statistics:

Packets dropped by Do5 protection 0
Packets dropped by SPI filter 0
Packets dropped by packet filter 0

This information shows firewall status: DoS protection and dropped packets statistics.
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5.7 IP QOS

[> BASIC

[> ADVANCED

V STATUS
SHDSL.bis
LAMN
WAN
ROUTE
INTERFACE
FIREWALL

« DDNS

Home Basic Advanced Status Admin Utility
STATUS - IP QoS

IP QoS Statistics:

s LAN Interface:

Precedence 0 1 2 3 4 5
InOctets 0 0 0 0 0 0
InPackets 0 0 0 0 0 0
OutOctets 0 0 0 0 0 0
QutPackets 0 0 0 0 0 0
QutDiscardOctets 0 0 0 0 0 0
QOutDiscardPackets 0 0 0 0 0 0

This information shows IP QoS statistics.

Octet is a group of 8 bits, often referred to as a byte.
Packet is a formatted block of data carried by a packet mode computer networks, often

referred to the IP packet.

InOctets The field shows the number of received bytes on this port

InPactets The field shows the number of received packets on this port
OutOctets The field shows the number of transmitted bytes on this port
OutPactets The field shows the number of transmitted packets on this port
OutDiscardsOctets The field shows the discarded number of transmitted bytes on this port
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OutDiscardsPackets |The field shows the discarded number of transmitted packets on this port
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5.8 STP

> BASIC
> ADVANCED

vV STATUS
SHDSL.bis

INTERFACE
FIREWALL
QoS

Status Information:
= Bridge Parameter:
STP Function Enable
Bridge ID 8000-000379-572002
Designated ROOT ID 8000-000379-572002
ROOT Port/ROOT Path Cost MNone / 0

= Ports Parameter:
D-Disable, B-Blocking, LS-Listening, LN-Leaming, F-Forwarding.

Port N LAN WAN
ortHo. 12324 s |6 |7
State F olo|o /oo oD 0D

This information shows the STP parameter:

The bridge parameters have:

Bridge ID: The bridge ID of a configuration message is an 8-byte field. The six low order bytes
are the MAC address of the switch. The high order two-byte (unsigned 16-bit integer) field is

the bridge priority number.

Designated Root ID: The unique Bridge Identifier of the Bridge assumed to be the Root, this
parameter is used as the value of the Root Identifier parameter in all CBPDUSs transmitted by
the Bridge.

Root Port: Identifies the Port through which the path to the Root is established, and is not
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significant when the Bridge is the Root and is set to zero. It is the Port Identifier of the Port that
offers the lowest Cost Path to the Root

Root Path Cost: The Cost of the Path to the Root from this Bridge, this is equal to the sum of
the values of the Designated Cost and Path Cost parameters held for the Root Port. When the

Bridge is the Root, this parameter is zero.

The ports parameters have:

Learning: This is when the modem creates a switching table that will map MAC addresses to

port number.

Listening: This is when the modem processes BPDU’s that allow it to determine the network

topology.
Forwarding: When a port receives or sends data. In other words, this is operating normally.
Disabled: This is when the network administrator has disabled the port.

Blocking: this means the port was blocked to stop a looping condition.
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5.9 DDNS

[> BASIC

> ADVANCED

V STATUS

« SHDSL.bis

« LAN
WAN
ROUTE
INTERFACE
FIREWALL
IF QoS
STP. .

STATUS - DDNS

Status Information:

| DDNS Status i DDNS update wait .

This information shows DDNS statistics.
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Chapter 6 Administration

This session introduces security and simple network management protocol (SNMP) and time
synchronous.

[> BASIC

[> ADVANCED

SECURITY
SNMP
SYSLOG
TIME SYNC

6.1 Security

For system secutiry, suggest to change the default user name and password in the first setup
otherwise unauthorized persons can access the router and change the parameters.
There are three ways to configure the router, Web browser, telnet and serial console.

Press to set up the parameters.

[> BASIC
[> ADVANCED
[> STATUS

—

v ADMIN

« SNMP
« S5YS5LOG
s TIME S5¥YNC

For greater security, change the Supervisor ID and password for the router. If you don'’t set
them, all users on your network can be able to access the router using the default Supervisor

IP and Supervisor Password is “root”.

You can authorize five legal users to access the router via telnet or console only. There are two
Ul modes: menu driven mode and line command mode to configure the router. There are
two Ul modes, menu and command mode for telnet or console mode to set up the Router. The

Menu means menu driven interface mode and Command means line command mode. We will
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not discuss command mode in this manual.

The default user name and password are “admin”.

Legal address pool will set up the legal IP addresses from which authorized person can
configure the router. This is the more secure function for network administrator to set up the

legal address of configuration.

Home Basic Advanced Status Admin Utility
ADMIN - SECURITY

Supervisor Profile and Security Parameters:

¥ Supervizor [D} and Paz=word:

——
Supervisor Password: EI

8 Uzer Profile:

1D Userliame  User Password Password Confirm | Ui Mode
|1 i|a|:|min |i|.uu | [onses | |;_1Bnu v
Hi [ | | | [commans
2] | | | | [commans_ @
| |
| |

4] I u
|[=|| ||| |Cummant| o

8 General Paramaters:

Telnat Port:

= Remote Manazement Hozt:
Modifi |22l menzpzment IP addrass. Nota, zn smpty pool defults to 2 seourity lzvel that would allow an
WAN sida A {000 entry in the pool will 2llow il menzgement connections Fom zny host, including

o manzpsment connections fom any host in LAN but deny 21l connactions fom
12 Internat

I IF Address
tooo ]
S
)
1
s ]
o ]

g w|w| ]| a| o &

This is the default supervisor ID and password is “root”. It is highly recommended that you

change this for security purpose.
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Supervisor ID: Type the new ID
Supervisor Password: Type the existing password (“root” is the default password when
shipped)

Password Confirm: Retype your new password for confirmation.

Telnet Port: For Telnet, you may change the default service port by typing the new port
number. If you change the default port number then you will have to let user who wish to use

the service know the new port number. The default value is 23.
On trust host list, configured 0.0.0.0 will allow all hosts on Internet or LAN to access the router.

Leaving blank of trust host list will cause blocking all PC from WAN to access the router. On

the other hand, only PC in LAN can access the router.

If you type the exact IP address in the field, only the host on this listing can access to the

router.

Click to finish the setting.

The browser will prompt the all configured parameters and check it before writing into NVRAM.
Press to restart the gateway working with the new parameters and press to

set up other parameters.

6.2 SNMP

Simple Network Management Protocol (SNMP) provides for the exchange of messages
between a network management client and a network management agent for remote
management of network nodes. These messages contain requests to get and set variables
that exist in network nodes in order to obtain statistics, set configuration parameters, and
monitor network events. SNMP communications can occur over the LAN or WAN connection.
The router can generate SNMP traps to indicate alarm conditions, and it relies on SNMP
community strings to implement SNMP security. This router support MIB | and MIB II.

Click to configure the parameters.
[> BASIC
> ADVANCED
[> STATUS

V ADMIN
SECURITY

SYSLOG
TIME SYNC
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SNMP Commumnity and Trap Parameters:

= Table of current community pool:

Index Status Acecess Right Community
[OX] Cizstlz - -

() IEEL - -
(o3 Cizztlz — —
g Cizztlz - -
iDE Cizstlz — —
[ Reset i Hodty |
= Table of current trap hoxt pool:

Index Version IF Addrese | Community
(OB Cizsblz - | -
oz Dizsble - | —
[0k} Cizsblz - -
4 IEEL — —
el Dizsble - | —

[ Reset i Houy |

6.2.1 Community pool

ADMIN - SNMP

Press Modify| to modify the community pool. You can set up the access authority.

SNMP Community and Trap Parameters:

= Tahle of current community pool:

Index Status Access Right Community
1 |Disab|eﬂ |Deny j |private
3 \ |
4 | Dizable
] Disable
|

SNMP Status:

SNMP Community and Trap Parameters:

u Tahle of currvent community pool:

Index Status Access Right Community
1 |Disab|e_ﬂ |Denyj |private
2 | Disable e [
[ 3 | Disable Write |
4 Disable
5 Disable

Access Right: for deny all access

Read| for access read only
for access read and write.
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Community: it serves as password for access right.

After configuring the community pool, press @

6.2.2 Trap host pool
SNMP trap is an informational message sent from an SNMP agent to a manager. Click Modify

to modify the trap host pool.

u Tahle of current trap hostpool:

‘ Index | Version ‘ IP Address | Community
|1 | [Dsable o] | [e2tes0ss | [orvate
[ 2 W\ 3 |
“Wersion 1
3 Wersion 2 ‘ |
‘ 4 | Digable ‘ |
[ 5 [ Disable I [

Version: select version for trap host. ( is for SNMPv1; for SNMPv2).

IP Address: type the trap host IP address

Community: type the community password. The community is set up in community pool.
Press [OK] to finish the setup.
The browser will prompt the configured parameters and check it before writing into NVRAM.

Press| Restarf to restart the gateway working with the new parameters and press to

set up other parameters.

6.3 SYSLOG

Syslog is a standard method of centralizing various logs. You can use a syslog server to store
your servers logs in a remote location for later perusal or long-term storage.

> BASIC

[ ADVANCED

[> STATUS

WV ADMIN
SECURITY
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Home Basic Atvanced | Status Admin Utility
ADMIN - SYSLOG
Syslog Configuration:

® Syvzlog Service Setup

Swilog Server Bervice: @ Dizable ) Enable

Facilitv: | LOCAL_USED

B Syzlag Server Setup

Sarver Name: |

Rerver Port: |514

To send logs to the LOG server, you must configure the other servers from your network to

send logs to that server.

Syslog Service setup

1. Check the item of Syslog Server Service to turn on syslog service.

2. Select the syslog server facility. The log facility allows you to send logs to different files in
the syslog server.

Syslog Server Setup

3. Specify a server name to which all syslog messages will be sent.

4. Specify a UDP port number to which the syslog server is listening. The default value is 514.

Make sure this is not blocked from your firewall.

Press to finish the setup. The browser will prompt the configured parameters and check
it before writing into NVRAM.
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6.4 Time Sync

Time synchronization is an essential element for any business that relies on an IT system. The
reason for this is that these systems all have clocks that are the source of time for files or
operations they handle. Without time synchronization, time on these systems varies with each
other or with the correct time and this can cause-, firewall packet filtering schedule processes
to fail, security to be compromised, virtual server works in wrong schedule.

Click TIME SYNC

[ BASIC

[> ADVANCED

[~ STATUS

W ADMIN
® SECURITY
* SHNMP
* SYSLOG
L

Time synchronization has two methods:

Sync with PC  |Synchronization with PC

SNTP v4.0. Simple Network Time Protocol with Version 4

6.4.1 Synchronization with PC
For synchronization with PC, select [Sync with PC|. The router will synchronize the time with

the connecting PC. The function can be supported in both bridge and router modes.

Home Basic | Advanced | Status Admin Utility
ADMIN - TIME SYNC

Time Synchronization:

8 SYNC method:

Swvnc with PC |w

8 Time zynchronization with client:

Swstem Time: | | [ sync Now
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6.4.2 SNTP v4.0

For using the SNTP, select SNTP v4.0.
Home Basic Advanced Status Admin Utility

ADMIN - TIME SYNC

Time Synchronization:

8 SYNC method:

Sync with PC W

8 Time zvonchronization with client:

Bwstem Time: | | [ Sync Mow ]

SNTP is the acronym for Simple Network Time Protocol, which is an adaptation of the Network
Time Protocol (NTP) used to synchronize computer clocks in the Internet. SNTP can be used
when the ultimate performance of the full NTP implementation. The function is only supported

in router mode.

Service: Enable
Time Server 1, Time Server 2 and Time Server 3: All of the time server around the world can
be used but suggest using the time server nearby to your country. You can set up

maximum three time server on here.

Time Zone: Select the time difference between UTC (Universal Time Coordinated, formerly
known as GMT, Greenwich Mean Time) and your time zone from the drop-down
list box.

Update Period: How many times the router can resynchronize to time server. The unit is

second.

Press to finish the setup. The browser will prompt the configured parameters and check
it before writing into NVRAM.
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This section will describe the utility of the product including system information, load the factory
default configuration, upgrade the firmware logout and restart the gateway.

[> BASIC

Chapter 7 Utility

> ADVANCED

* STATUS

> ADMIN

SYSTEM INFO
SY5LOG
CONFIG TOOL
UPGRADE
LOGOUT
RESTART

This section will describe the utility of the product including:

SYSTEM INFO Show the system information
SYSLOG Capturing log information
Load the factory default configuration, restore configuration and backup
CONFIG TOOL
configuration
UPGRADE Upgrade the firmware
LOGOUT Logout the system
RESTART Restart the router.

7.1 System Info

Click [System Info| for reviewing the information.

G.SHDSL Bridge/Router
GRT-101/401/402 User’s Manual
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[> BASIC
[> ADVANCED

[> STATUS

[> ADMIN

V UTILITY
S
CONFIG TOOL
UPGRADE

LOGOUT
RESTART

The browser will prompt the system information.
UTILITY - SYSTEM INFO

General System Information:

Product Model ' |[GRT-402
MCSV 14A0-FFFF-524FFFFF
Software Version 14A0-0002-5241FE95
Chipset ' [cx98102-11Z
Firmware Version . G127
Host Name i SOHO
Serial No [BKLVD3AT0000
System Time 2002/01/01 00-41:06 (GMT+8:00)
System Up Time ' [0DAY/OHRA41MIN

[ Finish | Refresh J _Helo |

It will display general system information including: MCSV, software version, chipset, firmware

version, Host Name, System Time and System Up Time.

MCSV: For internal identification purposes.

Software Version: This is the router’s firmware version. Sometimes the technicians need it to
troubleshoot problems.

Chipset: This is the SHDSL.bis chipset model name.

Firmware Version: This is the chipset’s firmware version.

Host Name: This is the system name in BASIC Setup. It is for identification purposes.

System Time: This field displays the router’s present date and time.
System Up Time: This is the total time that the router has been on.
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7.2 SYSLOG

[> BASIC

> ADVANCED

[> STATUS

[> ADMIN

W UTILITY
SYSTEM INFO
CONFIG TOOL
UPGRADE

LOGOUT
RESTART

G.SHDSL Bridge/Router
GRT-101/401/402 User’s Manual

SHDSL.bis routers support detailed logging via Syslog function. The syslog protocol allows

devices to send event notification messages across an IP network to syslog servers that collect

the event message. The router can generate a syslog message and send it to a syslog server.

Press SYSLOG,| to send the syslog messages as shown below:

System Log:

"1 |<120>3an
|<129>Jan

[ 5]

Admin Utility

UTILITY - SYSLOG

12002 00:
12002 01:

|configuration

'<129>Jan
|<129>Jan
l<129>Jan
l<129>Jan
\€129>Jan
l<129>Jan
|<129>Jan

L'=TR 0 =< T N R = TR ¥, [ - ) 5]

1 2002 00:
12002 00:
12002 00:

12002 00

12002 00

00:00 SOHO System:
16:05 SOHO System:

00:00 SOHO System:
00:00 SOHO System:
00:00 SOHO System:
:00:00 SOHO System
1 2002 00: '

Power Up
User Reboot by web after modify

Power Up
Power Up
Power Up

: Power Up
IJIII:i]iII SHCII-I-I-D.Sygtem: u)
:00:00 SOHO System
12002 00:

Power Up

: Power Up
00:00 SOHO System:

Power UiJ
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7.3 Config Tool
[> BASIC

> ADVANCED

[> STATUS

[> ADMIN

SYSTEM INFO

LOGOUT
RESTART

W UTILITY

This configuration tool has three functions: Load Factory Default, Restore Configuration and
Backup Configuration.

Press |Config Tool.
Home |

Basic | Advanced | Status | Admin | Utility |
UTILITY - CONFIG TOOL

Select Configuration Tool:

Load Factory Default ._V'
Load Factory Default
|Restore Configuration

|E|acku;£0_njguratinn |-. W

Confizuration Tool:

Choose the function and then press finish.

7.3.1 Load Factory Default

lLoad Factory Default: It will load the factory default parameters to the router.

This action will change all of the settings to factory
default value. In other words, you will lose all the
existing configured parameters.
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7.3.2 Restore Configuration

Sometimes the configuration could crush accidentally. It will help you to recover the backup

configuration easily.

Click after selecting |Restore Configuration|.

Browse the route of backup file then press . Browse the location of restore file name or
enter the name directly. Then press @ The router will automatically restore the saved

configuration.

7.3.3 Backup Configuration
After completing the configuration of the router, please use this function to back up your router

parameters in the PC. Select the Backup Configuration| and then press . Browse the

location of backup file name or enter the name directly. Then press [OK|. The router will
automatically back up the configuration. If you don’t enter a file name, the system will use the

default: configl.log
Home Basic Advanced Status Admin Utility

UTILITY - CONFIG TOOL

Backup Configuration:
Press OK button to backup the svstem configurtion to the PC.
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7.4 Upgrade

You can upgrade the gateway using the upgrade function.

Press [Upgrade] in [UTILITY.
[> BASIC

> ADVANCED
[> STATUS

> ADMIN

SYSTEM INFO
SYSLOG
CONFIG TOOL

LOGOUT

WV UTILITY
» RESTART

Home Basic Advanced status Admin Utility
UTILITY - FIRMWARE UPGRADE

Firmware Upgrade:
Please select the firmware file that vou want. and press Ok button to upgrade the system. then the system will restart automatically.

| |[ Browse... |

Select the firmware file name by clicking on your PC or NB, and then press @ button

to upgrade. The system will reboot automatically after finishing the firmware upgrade operation.
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7.5 Logout

To logout the router, press LOGOUT]in [UTILITY.
[> BASIC

> ADVANCED

[> STATUS

[> ADMIN

W UTILITY

SYSTEM INFO
SYSLOG
CONFIG TOOL
UPGRADE

RESTART

To logout system and close window, click the LOGOUT]in [UTILITY]
Advanced Status Admin Utility
UTILITY - LOGOUT

This page offers vou the opportunity to quit your SOHO Router. When the YES button be clicked, the SOHO
Router is logout and your browser window will be closed.

When clicking the button, the Router will logout and browser window will close.
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7.6 Restart

To restart the router, click the RESTART]in [UTILITY,.

[> BASIC

> ADVANCED

[> STATUS

[> ADMIN

W UTILITY

SYSTEM INFO
SYSLOG
CONFIG TOOL
UPGRADE

Basic Advanced Status Admin Utility
UTILITY - RESTART

This page offers vou the opportunity to restart vour SOHO Router. When the restart button be clicked, the
SOHO Router is restarting and your browser session will be disconnected This may appear as if vour browser
session is hungup. After the server restarts, you may either press vour browser's reload button, or close your
browser and re-open it several minutes later.

Press to reboot the router.

When the restart button is clicked, the router will restart and the browser session will be
disconnected. This may appear as if your browser session is hung up. After the router restarts,

you may either click the browser’s reload button or close the browser and re-open it later.
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Chapter 8 . LAN-to-LAN Connection
In Bridge Mode

STU-C (CO)

1P: 192.168.0.1
Netmask: 255.255.255.0

IP: 192.168.0.2
Netmask: 255.255.255.0

PC

5

IP: 192.168.0.100
Netmask: 255.255.255.0
Gateway: 192.168.0.1

VPI:0, VCI:32
Encapsulation: LLC

2

IP: 192.168.0.200
Netmask: 255.255.255.0

!.
|
i
i
i
i
i
i
|
i
i
i
|
\ Gateway: 192.168.0.2

8.1 CO side

Check and [COJ Side to set up bridging mode of the Router and then click [Nexd.
Home Basic Advanced Status Admin Utility

BASIC - STEP1

Operation Mode:

Svstem Mode: (O ROUTE @& BRIDGE
SHDSL.bis Mode: & CO Side O CPE Side
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Home Basic Advanced Status Admin Utility
BASIC - STEP2

LAN:
Pagh=s 192 | [188 [ o |1 ]
SubnetMask: [285 | 2858 | pss | o |
Default Gateway: [182 | [188 | o | [e5¢ |
Host Name
TWANI:

Encap: O WC-mux @ LLC

Enter LAN Parameters

IP: 192.168.0.1

Subnet Mask: 255.255.255.0
Gateway: 192.168.0.1

Host Name: SOHO

Enter WAN1 Parameters
VPI: 0

VCI: 32

Check

Click

The screen will prompt the new configured parameters. Check the parameters and click

The router will reboot with the new setting.



@ PLANET

Networking & Communication G.SHDSL Bridge/Router
GRT-101/401/402 User’s Manual

8.2 CPE Side

Check and [COJ Side to set up Bridge mode of the Router and then click Next|.

Home Basic Advanced Status Admin Utility
BASIC - STEP1

Operation Mode:

System Mode: (QROUTE @& BRIDGE
SHDSLbis Mode: (O CO Side & CPE Side

Home Basic | Advanced | Status Admin Utility
BASIC - STEP2

P Acdress: [192 | [188 |0 |1 |

Subnet Maskc [255 | [255 | pEs |0 |

Deflt Gateway: [192_ | [168_|. [0 ] [25¢ |
v
DN S 2

Host Mame: |SOHO

WANI:

Ve
Encap: OQvC-mux ®LLC

Enter LAN Parameters

IP: 192.168.0.2

Subnet Mask: 255.255.255.0
Gateway: 192.168.0.2

Host Name: SOHO

Enter WAN1 Parameters
VPI: 0

VCI: 32

Check
Click

The screen will prompt the new configured parameters. Check the parameters and click

The router will reboot with the new setting.
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Chapter 9 LAN to LAN Connection in
Routing Mode

1P: 192.168.20.100
Netmask: 255.255.255.0
----- Gateway: 192.168.20.1

|

! IP: 192.168.10.200
! Netmask: 255.255.255.0
\

ST ST T T T T T T T T ~. —r—r == = = = == — - —- ~
( STU-C (CO) \ / STU-R (CPE)
| Royter R0||Jter
I » IP: 192.168.20.1 1POA or EOA | 1P:192.168.10.1 €----------=---
Netmask: 255.255.255.0 \‘ VPI:0, VCI:32 @ Netmask: 255.255.255.0
| Encapsulation: LLC [e===9
| I ~ |
| | !
| IP:192.168.30.1 ™~ 7 1P:192.168.30.2
Netmask: 255.255.255.0 5 Netma}sk: 255.255.255.0
| ! Gateway: 192.1!68.30.2 -------- SRS Gateway: 192.168.30.1
I i L
|
|
[

Gateway: 192.168.10.1 -

e e e ~ e e — -

/,

9.1 CO Side

Check |ROUTE| and [CO Side] to set up Routing mode of the Router and then click
Home Basic Advanced Status Admin Utility
BASIC - STEP1

Operation Mode:

Svstem Mode: @ ROUTE (O BRIDGE
SEDSLbis Mode: ®C0 Side O CPE Side

Type LAN parameters:

IP Address: 192.168.20.1

Subnet Mask: 255.255.255.0
Host Name: SOHO

DHCP Service: |Disabl€ or [Enable]

For more DHCP service, review the chapter on DHCP Service
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Home Basic Advanced Status Admin Utility

BASIC - STEP2
LAN:

IPType: (®Fixed O Dynamic(DHCP Clignt)
PAddress: 192 | 188 | |20 | [1 ]

SubnetMask: (255 | [285 | |285 [ o |

Host Name: |SDH@ |

Trigger DHCP Service: (O Disable @& Server O Relay

The range of DHCP is from 192.168.20.2 to 192.168.20.51.

User also can set and fix IP in the table below.

Home Basic Atvanced Status Admin Utility
BASIC - STEP3

DHCP SERVER:

m General DHCP Parameter:
StartIP Address: 192.168.20.2 |
End TP Address: 192.168.20.
Lease Time: hours

u Tahle of Fixed DHCP Host Entries:

Hint: The format of the MAC Address is 12:34:36:78:0ABC

| Index | MAC Address | IP Address
I ]
|2 | [ ] ]

Type the Wan Parameters;
VPI: 0

VCI: 32

AAL5 Encap: |LLC|
Protocol: [PoA, [EoA ,

IPoA + NAT] or [EoA + NAT]

f‘;g The Protocol used in CO and CPE have to be the same.

Note

Click to set up the IP parameters.
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Home Basic Advanced Status Admin Utility
BASIC - STEP4

WANI:

weo |
2

VeI |32
AATSEncap: O VCmux @ LLC

Protocol

IPoA
IPof+MAT

SOV cancel W Reset W Next |

FPPPoA+MAT
PPPoE+MAT

IP Address: 192.168.30.1
Subnet mask: 255.255.255.0
Gateway: 192.169.30.2

| Basic | Advanced | Status | Admin | Utility |
BASIC - STEP5

WANI:
PAddress: 192 | (188 [ 30 [ [1 ]
SubnetMask: (265 | [255 | [285 [ [0 |
Gateway: (192 | [188 [ [30 [ [2 |
DNS Server I: | |
DNS Server2: | |

DS Server 3: ‘ |

The screen will prompt the parameters that will be written in NVRAM. Check the parameters
before writing in NVRAM.

Press to restart the router working with new parameters or press continue to set up

another parameter.
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9.2 CPE side

Check ROUTE| and [CPE Side], and then press Next.
Home Basic Advanced Status Admin Utility

BASIC - STEP1

Operation Mode:

System Mode: & ROUTE O BRIDGE
SHDSL bis Mode: (O CO Side & CPE Side

Type LAN parameters:

IP Address: 192.168.10.1

Subnet Mask: 255.255.255.0
Host Name: SOHO

DHCP Service: |Disabl€ or [Enable]

Home Basic Advanced Status Admin Utility
BASIC - STEP2

LAN:

IPTvpe: & Fixed O Dynamic(DHCP Client)
PAddess: (192 | [168 [ 10 [ [1 |

Subnet Mask: (266 | (265 [ [285 [ o |

Host Name: |SOHD ‘

Trigger DHCP Service: (O Disable & Senver (O Relay

The range of DHCP is from 192.168.20.2 to 192.168.20.51.

User also can set and fix IP in the table below.
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Home Basic Advanced Status Admin Utility

BASIC - STEP3
DHCP SERVER:

m General DHCP Parameter:

Start [P Address: 192.168.20.(2 |

End P Address: 192.168.20.[51 |

DN Server 1:
Lease Time: huurs

m Table of Fixed DHCP Host Entries:

Hint: The format of the MAC Address is 12:34:36.78:9ABC
. Index MAC Address . IP Address

I

Type the WAN1 Parameters;

VPI: 0

VCI: 32

AALS Encap:

Protocol: |[PoA , [EoA , [PoA + NAT| or [EoA + NAT]

=7al The Protocol used in CO and CPE have to be the
same.

Click to set up the IP parameters.
Home Basic Atvanced Status Admin Utility

BASIC - STEP4
WANT:

VPIL:

LI
ver®2

AATSEncap: O VC-mux ®LLC

Protocol

IPoA
IPoA+MNAT

Eok

EoA+lAT [ “Cancel ™ Reset W™ Next |
PPPoA+MNAT
PPPoE+MAT

Click to set up the IP parameters.
IP Address: 192.168.30.2




@ PLANET

Networking & Communication G.SHDSL Bridge/Router
GRT-101/401/402 User’s Manual

Subnet mask: 255.255.255.0
Gateway: 192.169.30.1
Click [Next

Home |  Basic | Advanced | Status | Admin | Utility |

BASIC - STEPS

WANI:

PAddess: 192 | [168 | [30 | [2 |

SubnetMask: [255 | [255 | [285 [ [0 |

Gaeway: (192 | [188 [ 30 | [1 ]
DNS Server 1: | |

DINS Server 2 | |

DINS Server 3 | |

The screen will prompt the parameters that will be written in EPROM. Check the parameters
before writing in EPROM.

Press Restart to restart the router working with new parameters or press continue to set up
another parameter.

400



@ PLANET

Networking & Communication G.SHDSL Bridge/Router
GRT-101/401/402 User’s Manual

Chapter 10 . Configuration via Serial
Console or Telnet with Menu Driven

Interface

10.1 Serial Console

Check the connectivity of the RS-232 cable from your computer to the serial port of ROUTER.
Start your terminal access program with VT100 terminal emulation. Configure the serial link
with the following values:

Parameter Value
Baud rate 9600
Data Bits 8
Parity Check No
Stop Bits 1
Flow-control No

Press the SPACE] key until the login screen appears. When you see the login screen, you can
logon to Router.

—
==

Note

Only [SPACE] key invoke the login prompt. Pressing
other keys does not work.

User: admin
Password: *****

\'%ffu The factory default user and passwords are both “admin”.

Note

10.2 Telnet

Make sure the correct Ethernet cable connects the LAN port of your computer to this Router.
The LAN LNK LED indicator on the front panel will light up if a correct cable is used. To start
your Telnet client with VT100 terminal emulation and connect to the management IP of Router,
wait for the login prompt appears. Input User and Password after login screen pops up.

User: admin
Password: *****
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The default IP address is 192.168.0.1.

Note

10.3 Operation Interface

For serial console and Telnet management, the Router implements two operational interfaces:
Command Line Interface (CLI) and menu driven interface. The CLI mode provides users a
simple interface, which is better for working with script file. The menu driven interface is a
user-friendly interface to general operations. The command syntax for CLI is the same as that
of the menu driven interface. The only difference is that the menu driven interface shows you
all of available commands for you to select. You don’t need to remember the command syntax

and save your time on typing the whole command line.

The following figure gives you an example of the menu driven interface. In the menu, you scroll
up/down by pressing key |/K, select one command by key L , and go back to a higher

level of menu by key J.

For example, to show the system information, just logon to the Router, move down the cursor
by pressing key K twice and select “show” command by key L, you will see a submenu and
select “system” command in this submenu, then the system will show you the general
information.

PLANET GRT-402
Status Hindow. ..

General system information
Model :
MCSY

Software Version

Chipset

Firmware VYersion
Hostname

Serial No

System Up Time - ODAY/3HR/5 MIN

Press "Enter’ to Return Menu Hindow. ..

<I/K> Move up/douwn, <L/J> Select/Unselect, <U/0> Move top/bottom, <"Q> Help
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10.4 Window Structure

PLAMET GRT-4B2
>> enable Hodify command privilege
status Show running system status
show Yiew system configuration
ping Packet internet groper command
exit Quit system
Command: enable <CR>
Message:
<I/K> Hove up/down, <L/J> Select/Unselect, <U/0> Move top/bottom, <"(> Help

From top to bottom, the window will be divided into four parts:

Product name: “GRT-101 / GRT-401 / GRT-402"

Menu field: Menu tree is prompted in this field. “>>" symbol indicates the cursor place.
Configuring field: You will configure the parameters in this field. < parameters >
indicates the parameters you can choose and < more...> indicates that there have
submenu in the title.

Operation command for help

1.
2.
3.

The following table shows the parameters in the brackets.

Command

Description

<ip>

An item enclosed in brackets is required. If the item is shown in lower
case bold, it represents an object with special format. For example,
<ip> may be 192.168.0.3.

<Route|Bridge>

Two or more items enclosed in brackets and separated by vertical
bars means that you must choose exactly one of the items. If the item
is shown in lower case bold with leading capital letter, it is a command
parameter. For example, Route is a command parameter in
<Route|Bridge>.

[1~1999]

An item enclosed in brackets is optional.

[1~65534]-t]

Two or more items enclosed in brackets and separated by vertical
bars means that you can choose one or none of the items.
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10.5 Menu Driven Interface Commands

Before changing the configuration, familiarize yourself with the operations list in the following
table. The operation list will be shown on the window.

Move to Top Up Move to bottom

OnE
G = HR e

Exit Down Enter Exit Down Enter

Menu Driven Interface Commands

Keystroke Description
[UP]or | Move to above field in the same level menu.
[DOWN] or K Move to below field in the same level menu.
U Move to top field in the same level menu
O Move to bottom field in the same level menu
[LEFT] orJ Move back to previous menu
[RIGHT], L or Move forward to submenu
[ENTER]

[TAB] To choose another parameter

Ctrl+C To quit the configuring item

Ctrl+D Disconnection

Ctrl+ U Hot-key switch to command line interface
Ctrl +Q Display help menu

10.6 Main menu before enable

When following the menu, all of the configuration commands are placed in the subdirectories
of Enable protected by supervisor password. On the other hand, unauthorized user cannot
change any configurations but viewing the status and configuration of the router and using

ping command to make sure the router is working.
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>> enable Modify command privilege
status Show running system status
show View system configuration
ping Packet internet groper command
exit Quit system

If you need setup and manage the router, you must set enable command before.

10.7 Enable

To set up the router, move the cursor “ >>” to enable and press enter key. While the screen
appears, type the supervisor password. The default supervisor password is root. The
password will be prompted as “ * “ symbol for system security.

Command: enable <CR>
Message: Please input the following information.

Supervisor password; ****

In this sub menu, you can set up management features and upgrade software, backup the
system configuration and restore the system configuration via utility tools.

For any changes of configuration, you have to write the new configuration to EPROM and
reboot the router to work with new setting.

The screen will prompt as follows:

>> enable Modify command privilege
setup Configure system
status Show running system status
show View system configuration
write Update flash configuration
reboot Reset and boot system
ping Packet internet groper command
admin Setup management features
utility TFTP upgrade utility
_____ exit L Quitsystem

The description of the commands is:

Command Description

b Modify command privilege. When you login via serial console or Telnet,
enable
the router defaults to a program execution (read-only) privileges to you.
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To change the configuration and write changes to nonvolatile RAM

(NVRAM), you must work in enable mode.

setup To configure the router, you have to use the setup command.
status View the status of router.
show Show the system and configuration of router.

Update flash configuration. After you have completed all necessary

setting, make sure to write the new configuration to NVRAM by “write”

write command and reboot the system, or all of your changes will not take
effect.
Reset and boot system. After you have completed all necessary setting,

reboot make sure to write the new configuration to NVRAM and reboot the
system, otherwise, all of your changes will not take effect.

ping Internet ping command.

admin You can setup management features in this command.

utility Upgrade software and backup and restore configuration.

exit Quit system.

10.8 Status

You can view running system status of SHDSL.bis, WAN, route, interface, fireware, ip_qos
and stp via status command.

Move cursor “ >> “ to status and press enter.

>> shdsl.bis Show SHDSL .bis status
lan Show lan interface status
wan Show WAN interface status
route Show routing table
interface Show interface statistics status
firewall Show firewall status
ip_qgos Show IP QoS statistics
stp Show STP status
clear Reset statistics
Command Description

The SHDSL..bis status includes line rate, SNR margin, TX power, attenuation, and
CRC error of the product, and SNR margin, attenuation and CRC error of remote

hdsl.bi . . . L
SNSLDIS side. The router can access remote side’s information via EOC (embedded
operation channel).
lan LAN status shows all their parameters including IP address ,Net mask, Mac

address and protocol information
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wan WAN status shows all their parameters including IP address ,Net mask, P\VC and
protocol information

route You can see the routing table via route command.

. The statistic status of WAN and LAN interface can be monitor by interface

interface
command.

firewall Show firewall status ( for firewall models only)

Ip_gos Show IP QOS status

stp Show the STP status on all LANs and WANS

clear Clear all statistics data

10.8.1 Shdsl.bis

Move cursor “ >> “ to shdsl.bis and press enter.

If the Router is 4-wire model, it will show two channels’ status as follows:

Monitoring Window...
<SHDSL.bis Status>

Channel : A / B
SHDSL.bis Mode : CPE Side / CPE Side
Line Rate(n*64) . Okbps / Okbps
Current SNR Margin : 0dB / 0dB
Attenuation :  0dB / 0dB
CRC Error Count 0 / 0

SHDSL Remote Side Status

Channel : A / B
Current SNR Margin :  0dB / 0dB
Attenuation :  0dB / 0dB
CRC Error Count 0 / 0

If the Router is a 2-wire model, it will show one channel’s status as follows:

Monitoring Window...
<SHDSL.bis Status>
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SHDSL.bis Mode

Line Rate(n*64) :CPE Side
Current SNR Margin :Okbps
Attenuation :0dB
CRC Error Count :0dB

:0
SHDSL Remote Side Status
Current SNR Margin :0dB
Attenuation :0dB
CRC Error Count :0

Show SHDSL.bis status includes the Mode, Line Rate, Current SNR Margin, Attenuation and
CRC error count on both side. They are real time status, and the screen may refresh anytime.

You can press the "c” key to clear CRC error counter. Press Ctrl-C can quit this screen.

10.8.2 Wan

Move cursor “ >> “to wan and press enter.

Monitoring Window...
WAN IP address / NetMask VPI/VCI Encap Protocol Active

WAN1 192.168. 1. 1/255.255.255. 0 0/ 32 LLC IPoA  No
WAN2 192.168. 2. 1/255.255.255. 0 0/ 34 LLC Ethernet No
WAN3 192.168. 3. 1/255.255.255. 0 0/ 34 LLC Ethernet No
WAN4 192.168. 4. 1/255.255.255. 0 0/ 35 LLC IPoA  No
WANS5 192.168. 5. 1/255.255.255. 0 0/ 36 LLC PPPoA No
WAN6 192.168. 6. 1/255.255.255. 0 0/ 37 LLC Ethernet No
WAN7 192.168. 7. 1/255.255.255. 0 0/ 38 LLC Ethernet No
WAN8 192.168. 8. 1/255.255.255. 0 0/ 39 LLC Ethernet No

Show WAN status include IP address, Net Mask, VPI/VCI, encapsulation type, protocol on
each WAN ports

10.8.3 Route
Move cursor “ >> “ to Route and press enter.

Monitoring Window...
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Flag Destination / Netmask / Gateway Interface Portname
C 192.168.0.0/ 255.255.255.0/ directly 192.168.0.1 LAN
C 127.0.0.1/255.255.255.255/ directly 127.0.0.1 Loopback

You can view the routing table on here.

10.8.4 Interface
Move cursor “ >> “ to Interface and press enter.

Monitoring Window...
<Interface Statistics>

Port InOctets InPackets  OutOctets  OutPackets InDiscards OutDiscards

LAN 0 0 512 8 0 0
WAN1 0 0 0 0 0 0
WAN2 0 0 0 0 0 0
WAN3 0 0 0 0 0 0
WAN4 0 0 0 0 0 0
WANS 0 0 0 0 0 0
WANG 0 0 0 0 0 0
WAN7 0 0 0 0 0 0
WANS 0 0 0 0 0 0

You can view interface statistics data on one LAN port and maximum eight WAN ports.

10.8.5 Firewall

Move cursor “ >> “ to firewall and press enter.

Monitoring Window...

<Current Firewall Status>

Attack Type Current Status History Status

All DoS protects are disabled!

Packets dropped by DoS protect function: 0
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Packets dropped by SPI filter function: 0
Packets dropped by packet filter function: 0

You can view firewall statistics. (Only for firewall models)

10.8.6 IP_qos
Move cursor “ >> “to Ip_gos and press enter.

Command: status ip_qos <0~8>

Message: Please input the following information.

Interface number <0~8>:

You can view IP QoS statistics data on one LAN port.

Monitoring Window...

<Current IP QoS Statistics - LAN Interface>
Preced. InBytes InPackets  OutBytes OutPackets OutDropByts OutDropPkts

0 0 0 0 0 0 0

1 0 0 0 0 0 0

2 0 0 0 0 0 0

3 0 0 0 0 0 0

4 0 0 0 0 0 0

5 0 0 0 0 0 0
10.8.7 STP

Move cursor “ >> “to STP and press enter.

<STP Status>

Bridge ID / Designated ROOT ID : 8000-000379-572002 / 8000-000379-572002
ROQOT Port / ROOT Path Cost : None / 0

Max Age/Forward Delay/Hello Time: 20/ 15/ 2(secs)
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LAN WAN1 WAN2 WAN3 WAN4 WAN5 WAN6 WAN7 WANS

State F D D D D D D D D
Priority 128 128 128 128 128 128 128 128 128
Path Cost 100 500 500 500 500 500 500 500 500

<Hint> D-Disable, B-Blocking, LS-Listening, LN-Learning, F-Forwarding.

You can view all STP status on all LAN and WANSs ports.

The STP state per LANs and WANSs are as following:

Blocking - A port that would cause a switching loop, no user data is sent or received but it may
go into forwarding mode if the other links in use were to fail and the spanning tree algorithm
determines the port may transition to the forwarding state. BPDU data is still received in

blocking state.

Listening - The switch processes BPDUs and awaits possible new information that would

cause it to return to the blocking state.

Learning - While the port does not yet forward frames (packets) it does learn source

addresses from frames received and adds them to the filtering database (switching database)

Forwarding - A port receiving and sending data, normal operation. STP still monitors incoming

BPDUs that would indicate it should return to the blocking state to prevent a loop.

Disabled - Not strictly part of STP, a network administrator can manually disable a port.

10.8.8 Clear
Move cursor “ >> “ to Clear and press enter.
You can clear all statistics by this command.

Command: status clear <CR>
Message: Clear OK!

10.9 Show
You can view the system information, configuration and configuration in command script by

show command.

Move cursor “ >> “ to show and press enter.
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>> system Show general information

config Show all configuration

script Show all configuration in command script

Command Description
system The general information of the system will show in system command.
config Config command can display detailed configuration information.
script Configuration information will prompt in command script.

10.9.1 System information

Move cursor to “ >> “ to system and press enter.

Status Window...

General system information

MCSV :14A1-0000-5221D8B0
Software Version :148D-0000-4101606C
Chipset :PEF24628V1.2
Firmware Version :1.1-1.5.7__004
Hostname :SOHO

System Up Time :0DAY/OHR/50MIN

From this screen, you can know more about the general information of this router.

10.9.2. Configuration information
Move cursor to “ >> “ to config and press enter.

You can view all setting using table format.

10.9.3 Configuration with Script format
Move cursor to “ >> “ to script and press enter.

You can view all setting using script format.

10.10 Write

For any changes of configuration, you must write the new configuration to EPROM using write
command and reboot the router to take affect.
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Move cursor to “ >> “ to write and press enter.

Command: write <CR>
Message: Please input the following information.

Are you sure? (y/n):y

Press “y” to confirm the write operation.

10.11 Reboot

To reboot the router, please use “reboot” command. Move cursor to “ >> “ to reboot and press
enter.

Command: reboot <CR>
Message: Please input the following information.

Do you want to reboot? (y/n): y

Press “y” to confirm the reboot operation.

10.12 Ping

Ping command will be used to test the Ethernet connection of router or Internet linking
condition. Move cursor “ >> “ to ping and press enter.

Command: ping <ip> [1~65534|-t] [1~1999]
Message: Please input the following information.

IP address <IP>:10.0.0.1
Number of ping request packets to send (TAB select): -t
Data size [1~1999]: 32

There are 3 parameters for ping command:

<ip> [1~65534|-t] [1~1999]

IP address: The IP address which you want to ping.

Number of ping request packed to send, key TAB for further selection:
* Default: It will send 4 packets only
* 1~65534: Set the number of ping request packets from 1 to 65534
e -t: It will continuous until you key Ctrl+C to stop

Data Size: From 1 to 1999
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10.13 Administration

You can modify the user profile, security, SNMP (Sample Network Management Protocol),
supervisor information and SNTP (Simple Network Time Protocol) in admin.

For configuration the parameters, move the cursor “ >> “ to admin and press enter.

>> user Manage user profile
security Setup system security
snmp Configure SNMP parameter
passwd Change supervisor password
id Change supervisor ID
sntp Configure time synchronization

10.13.1 User Profile

You can use user command to clear, modify and list the user profile. You can set up at most
five users to access the router via console port or telnet in user profile table however users
who have the supervisor password can change the configuration of the router. Move the cursor
“>> “to user and press enter key.

>> clear Clear user profile
modify Modify the user profile
list List the user profile

You can delete the user by number using clear command. If you do not make sure the number
of user, you can use list command to check it. Modify command is to modify an old user
information or add a new user to user profile.

To modify or add a new user, move the cursor to modify and press enter.

Command: admin user modify <1~5> <more...>
Message: Please input the following information.

Legal access user profile number <1~5> : 2

The screen will prompt as follows:

>> Attrib Ul mode
Profile User name and password

There are two Ul modes, command and menu mode, to set up the router. We will not discuss
command mode in this manual.

Move the cursor to Attrib to change the Ul mode on this profile
Move the cursor to Profile and press enter, you can change the username and their password

on this profile.
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The screen will prompt as follows:

Command: admin user modify 5 profile <name> <pass_conf>
Message: Please input the following information.

Legal user name (ENTER for default) <admin>: superman
Input the old Access password: ****

Input the new Access password: ****

Re-type Access password: ****

For example, set up the legal user name is “superman” and access password is”1234”,and use
write command to store on NVRAM.

Finally, you can use list command to check the listing of five profiles including on user name
and their Ul mode. Next time when you re-enter this system, you can use this set of username
and password. You can set up a maximum of five profiles, i.e five sets of usernames and
passwords.

User: superman
Password: ****

User Profile

User profile | User name Password Attrib
1 oMenu oCommand
2 oMenu oCommand
3 oMenu oCommand
4 oMenu oCommand
5 oMenu oCommand

For example, when using the command list, the screen will prompt as follows:

Legal Access User Profile

No User Name Ul Mode
1 test Menu
2 test-1 Menu
3 test-2 Command
4 test-3 Command
5 superman Menu

10.13.2 Security

Security command can be configured as sixteen legal IP addresses for telnet access and
telnet port number.

Move the cursor “ >> “ to security and press enter. The default legal address is 0.0.0.0. It
means that there is no restriction of IP to access the router via telnet.
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>> port Configure telent TCP port
ip_pool Legal address IP address pool
list Show security profile

Telnet TCP Port:
[Telnet TCP Port |

Legal client IP Address pool:
Legal client IP Address pool
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Move the cursor to port and press enter. You can set up port number from 1 to 65534.

Move the cursor to IP Pool and press enter, there are sixteen legal IP addresses for telnet

access. The default legal address is 0.0.0.0. It means that there is no restriction of IP to access
the router via telnet. There are two sub-menus: modify and clear for easy to set up each one.
Move the cursor to list and press enter, you can view full listing on security profile including the

Telnet listing TCP port and 16 host IP address.

10.13.3 SNMP

Simple Network Management Protocol (SNMP) is the protocol not only governing network
management, but also the monitoring of network devices and their functions.

The router can generate SNMP traps to indicate alarm conditions, and it relies on SNMP
community strings to implement SNMP security. This router supports MIB | & 1.

Move the cursor “ >> “to snmp and press enter.

>> community Configure community parameter
trap Configure trap host parameter
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10.13.4 Community
There are 5 entries of SNMP community that can be configured in this system.

Move the cursor to community and press enter.

Command: admin snmp community <1~5> <more...>
Message: Please input the following information.

Community entry number <1~5> : 2

>> edit Edit community entry
list Show community configuration

Move the cursor to edit and press enter. You can setup the following:
Validate . Set Enable or Disable

Community : Key in the string
Access right : Set Read only, Read Write or Denied

Move the cursor to list and press enter, you can view full listing on SNMP Community Pool.
5 entries of SNMP trap are allowed to be configured in this system.

SNMP Community:

SNMP entry(1~5)

Validate [ IEnable [ ]Disable

Community

Access Right : [ JRead only [ JRead Write [ ]Denied

10.13.4.1 Trap Host
Move the cursor to trap and press enter.

Command: admin snmp trap <1~5> <more...>
Message: Please input the following information.

Trap host entry number <1~5>: 2

>> edit Edit trap host parameter
list Show trap configuration

Move the cursor to edit and press enter, you can setup the following:
Version : Disable, 1 or 2

Trap host IP address : Key in the IP address

Community  : Key in the string

SNMP Trap Host:

Trap Host entry(1~5)
Version oDisable oVer1  oVer.2

IP Address
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‘ Community ‘

Move the cursor to list and press enter, you can view full listing on SNMP Trap Host Pool.

10.13.5 Supervisor Password and ID

The supervisor password and ID is the last door for security but the most important. Users who
access the router via web browser have to use the ID and password to configure the router
and users who access the router via telnet or console mode have to use the password to
configure the router. Suggest changing the ID and password after the first time of configuration,
and save it. At next time when you access to the router, you have to use the new password.

Factory default
User name admin
Password admin
Supervisor ID root
Supervisor Password root

Command: admin passwd <pass_conf>
Message: Please input the following information.

Input old Supervisor password: ****
Input new Supervisor password: ¥+ **xxx
Re-type Supervisor password: ***xixx

Command: admin id <pass_conf>
Message: Please input the following information.

Legal user name (Enter for default) <root> : test

The default admin ID is “root”.

Supervisor ID and Password:
Supervisor ID
Supervisor Password
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Telnet Console mode:

User name
Password

[ Supervisor Password ]

!

All function’can use Can only ping test, view the status and configuration

v

v

Web Brower mode:

[ Supervisor ID ]
|

v

All function can use

/user = Change User name and Password \

[ Supervisor Password ]

Administration:

security
snmp
passwd Change supervisor password
id Change supervisor ID
sntp

\_ /

10.13.6 SNTP

Time synchronization is an essential element for any business that relies on an IT system. The
reason for this is that these systems all have clocks that are the source of time for files or
operations they handle. Without time synchronization, time on these systems varies with each
other or with the correct time and this can cause- virtual server schedule processes to fail and
system log exposures with wrong data.

There are two methods to synchronize time, synchronize with PC or SNTPv4. If you choose
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synchronize with PC, the router will synchronize with PC. If you choose SNTPv4, the router will
use the protocol to synchronize with the time server. Synchronization with time server, SNTP
v4, needs to configure service, time_server and time_zone. Synchronization with PC does not
need to configure the above parameters.

Move the cursor “ >> “ to sntp and press enter.

>> method Select time synchronization method
service Tigger SNTP v4.0 service
time_server1 Configure time server 1
time_server2 Configure time server 2
time_server3 Configure time server 3
updaterate Configure update period
time_zone Configure GMT time zone offset
_____ list ... ShowSNTP configuration ...

To configure SNTP v4 time synchronization, follow the below procedures.

move the cursor to method and press enter.

Command: admin sntp method <SNTPv4|SyncWithPC>
Message: Please input the following information.

SYNC method (Enter for default) <SyncWithPC> : SNTPv4

Move the cursor to service and press enter.

Command: admin sntp service <Disable|Enable>
Message: Please input the following information.

Active SNTP v4.0 service (Tab Select) <Enable> : Enable

Move the cursor to time_server1 and press enter.

Command: admin sntp time_server1 <string>
Message: Please input the following information.

Time server address (Enter for default) <ntp-2.vt.edu> : ntp-2.vt.edu

You can configure three time servers in this system with time_server1, time_server2 and
time_server3.

The default time servers are the following:

. time_server1 : ntp-2.vt.edu

. time_server2 : ntp.drydog.com
. time_server3 : ntp1.cs.wisc.edu
Move the cursor to update_rate and press enter.

Command: admin sntp update_rate <10~268435455>
Message: Please input the following information.
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Update period (secs) (Enter for default) <3600> : 86400

Move the cursor to time_zone and configure where your router is placed. The easiest way to
know the time zone offset hour is from your PC clock. Double click the clock at the right corner
of monitor and check the time zone of your country. It will show (GMT+XX:XX) or (GMT-XX.XX)
information.

Command: admin sntp time_zone <-12~12>
Message: Please input the following information.

GMT time zone offset (hours) (Enter for default) : -8

Time synchronization:

Method oSync with PC oSNTP V4.0

SNTP V4.0 Service |oEnable oDisable

Time Server 1

Time Server 2

Time Server 3

Update Rate

Time Zone

Move the cursor to list for review the SNTP setting.

Status Window...

Time Synchronization Parameters
Method :SNTP v4.0
Service : Enable
Time Server 1 : ntp-2.vt.edu
Time Server 2 : ntp.drydog.com
Time Server 3 : ntp1.cs.wisc.edu
Update Period : 3600 secs
GMT Time Zone Offset : 8 hours

10.14 Utility

There are three utility tools, upgrade, backup and restore, embedded in the firmware. You can
update the new firmware via TFTP upgrade tools and backup the configuration via TFTP
backup tool and restore the configuration via TFTP restore tool. For upgrade, TFTP server with
the new firmware will be supported by supplier but for backup and restore, you must have your
own TFTP server to backup and restore the file.

Move the cursor “ >> “ to utility and press enter.

>> upgrade Upgrade main software
backup Backup system configuration
Restore Restore system configuration
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10.14.1 Upgrade

Move the cursor “ >> “ to upgrade and press enter.

Command: utility upgrade <ip> <file>
Message: Please input the following information.

TFTP server IP address (ENTER for default) <192.168.0.2>: 192.168.0.100
Upgrade filename (ENTER for default) <default.bin>: K56890000.bin

Type TFTP server IP address and upgrade filename of the software.

10.14.2 Backup

Move the cursor “ >> “ to backup and press enter.

Command: utility backup <ip> <file>
Message: Please input the following information.

TFTP server IP address (ENTER for default) <192.168.0.2>: 192.168.0.120
Upgrade filename (ENTER for default) <default.bin>: backup001.bin

Type TFTP server IP address and backup filename of system configuration.

10.14.3 Restore

Move the cursor “ >> “ to restore and press enter.

Command: utility restore <ip> <file>
Message: Please input the following information.

TFTP server IP address (ENTER for default) <192.168.0.2>: 192.168.0.150
Upgrade filename (ENTER for default) <default.bin>: backup002.bin

Type TFTP server IP address and restore filename of system configuration.

10.15 Exit

If you want to exit the system without saving, use exit command to quit system.

Command: exit <CR>
Message: Please input the following information.

Do you want to disconnect? (y/n):

w9

Press “y” to confirm the exit operation.

4122



@ PLANET

Networking & Communication G.SHDSL Bridge/Router
GRT-101/401/402 User’s Manual

10.16 Setup

All of the setup parameters are located in the subdirectories of setup. Move the cursor “ >> “ to
setup and press enter.

>> mode Switch system operation mode
Shdsl.bis Configure SHDSL parameters
wan Configure WAN interface profile
bridge Configure transparent bridging
vlan Configure virtual LAN parameters
stp Configure bridge STP parameters
route Configure routing paramters
lan Configure LAN interface profile
ip_share Configure NAT/PAT parameters
firewall Configure Firewall parameters
ip_ qos Configure IP QoS paramters
dhcp Configure DHCP parameters
dns_proxy Configure DNS proxy parameters
hostname Configure local host name
default Restore factory default setting

10.16.1 Operation Mode

The product can act as routing mode or bridging mode. The default setting is routing mode.
You can change the system operation mode by using mode command. Move the cursor “ >>
“to mode and press enter.

Command: setup mode <Route|Bridge>
Message: Please input the following information.

System operation mode (TAB select) <Route>: Route

Operation Mode:

Operation Mode | [ JRoute [ |Bridge

10.16.2 SHDSL .bis

You can set up the SHDSL parameters by the command shdsl. Move the cursor “ >> “ to shdsl
and press enter.

'>> mode Configure SHDSL.bis mode
link Configure shdsl.bis link
n*64 Configure SHDSL.bis data rate
type Configure SHDSL.bis annex type
margin Configure SHDSL.bis SNR margin
tcpam Configure shdsl.bis TCPAM type
probe Configure shdsl.bis line probe
tclayer Configure shdsl.bis TC Layer
clear Clear current CRC error count
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SHDSL .bis:
Mode [JSTU-C [ISTU-R
Link [ 12-Wire [ JM-Pair [ ]JM-Pair(Conexant)

[ JAuto_Fall Back [ ]Standby [ JMulti-link

Line rate (Nx64)

Annex Type [JA [B [JAF [BG

SNR Margin

TCPAM [ JAuto [ JTCPAM-16 [ ][TCPAM-32
Probe [ IDisable [ JEnable

TC Layer [JATM [ JEFM

10.16.2.1 Mode
There are two types of SHDSL.bis mode, STU-C and STU-R. STU-C means the terminal of

central office and STU-R means customer premise equipment.

10.16.2.2 Link

This link item is only for 4-wire model.

2-wire mode

For 4-wire model, it can use only the first one pair for the single pair DSL wire application.

M — Pair Mode
In this mode, each wire pair of SHDSL.bis router must be configured with the same line rate. If
one pair fails then the entire line must be restarted. It also has the Conexant M-pair standard

used with connection to other router with Conexant chip set solution.

Auto Fall Back Mode
Two DSL pairs are working simultaneously. When one pair of both is disconnected, the other

pair will keep working.

Standby Mode

Only one of two pairs is working; the other pair is standby. If the working pair fails, the standby

pair will start up to continue.

Multi-Link Mode
For 4-wire model, each pair will connect to two different remote devices, which may or may not

be in the same location.

10.16.2.3 N*64
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You can set up the data rate by the multiple of 64Kbps where n is from 3 to 89.
If the router is 4 wire model and doesn’t use on 2-wire mode, the line rate will double from
2-wire model’s setting.

2-wire model 4-wire model

AnnexA/B  |TCPAM-16 [192~2304 kbps(n=3~36)  |384~4608 kbps(n=6~72)

TCPAM-16  [192~3840 kpbs (n=3~60) |384~7680 kbps(n=6~120)
TCPAM-32  |768~5696 kpbs(n=12~89) |1536~11392 kbps(n=24~178)

Annex AF/BG

10.16.2.4 Type
There are four types of SHDSL.bis Annex type, Annex-A, Annex-B, Annex-AF, and
Annex-BG.

10.16.2.5 Margin

Generally, you cannot need to change SNR margin, which ranges from -10 to 21. SNR margin
is an index of line connection. You can see the actual SNR margin in STATUS SHDSL.bis. The
larger SNR margin is, the better the line connection quality is. If you set SNR margin in the field
as 3, the SHDSL.bis connection will drop and reconnect when the SNR margin is lower than 3.

On the other hand, the device will reduce the line rate and reconnect for better line connection.

10.16.2.6 TCPAM

There are two TCPAM settings on SHDSL.bis: TCPAM-16 or TCPAM-32. In most cases, you
can set Auto. It can use TCPAM-16 or TCPAM-32 for Annex A/F or B/G. If using Annex A or B,
only TCPAM-16 can be used.

10.16.2.7 Probe
For adaptive mode, you have to Enable. The router will adapt the data rate according to the

line status.

10.16.2.8 TC Layer
There are two TC layer settings on this router: EFM layer and ATM layer. According to the

network connected: ATM based access networks or Ethernet based access networks

10.16.2.9 Clear

Clear command can clear CRC error count.

10.16.3 WAN

The router supports 8 PVC, private virtual circuit, and so you can set up eight WAN, such as
WAN1 to WANS. Move the cursor “ >> “ to wan and press enter.
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For example, to set up WAN1, type 1 on interface number.

Command: setup wan <1~8>
Message: Please input the following information.

Interface number <1~8>: 1

>> protocol Link type protocol
address IP address and subnet mask
Vpi_VCi Configure VPI/VCI value
encap Configure encapsulation type
gos Configure VC QoS
isp Configure account name, password and idle time
ip_type Configure IP type in PPPoA and PPPoE
list WAN interface configuration

WAN parameter:

WAN interface number(1~8)
Protocol [ ]Disable [ JEthernet [ IPPPoA [ JIPoA [ JPPPoE
Address P
Mask
VPI
VC
VCI
Encap [ ]VC-Mux [ ]LLC
[ JuBR [ ICBR [ Irt-VBR [ Inrt-VBR
PCR
QoS
SCR
MBS
Name
ISP Password
Idle Timeout
IP Type (PPPoA or PPPoE) || |Dynamic [ JFixed [ JUnnumbered

10.16.3.1 Protocols
There are four types of protocols, IPoA, EoA, PPPoA and PPPoE, which you can set up.

10.16.3.2 IP Address
For dynamic IP of PPPoA and PPPoE, you do not need to set up IP address and subnet mask.

10.16.3.3 VPI / VCI
There are unique VPI value and VCI value for Internet connection supported by ISP. The range
of VIP is from 0 to 255 and VCI from 0 to 65535.

VPI (Virtual Path Identifier) : for set up ATM Permanent Virtual Channels(PVC).
VCI (Virtual Channel Identifier) : for set up ATM Permanent Virtual Channels(PVC).

10.16.3.4 Ecapsulation
There are two types of encapsulation, VC-Mux and LLC.
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10.16.3.5 VC QoS
You can set up virtual circuit quality of service, VC QoS, using gos command. The router
supports UBR, CBR, VBR-rt and VBR-nrt. Move the cursor to qos and press enter.

>> class Configure QoS class
pcr Configure peak cell rate (kbps)
scr Configure sustainable cell rate (kbps)
mbs Configure max. burst size (cell)

UBR (Unspecified Bit Rate) is the simplest service provided by ATM networks. There is no
guarantee of anything. It is a primary service used for transferring Internet traffic over the ATM

network.

CBR (Constant Bit Rate) is used by connections that requires a static amount of bandwidth that
is avilable during the connection life time. This bandwidth is characterized by Peak Cell Rate
(PCR). Based on the PCR of the CBR traffic, specific cell slots are assigned for the VC in the
schedule table. The ATM always sends a signle cell during the CBR connection’s assigned cell

slot.

VBR-rt (Varible Bit Rate real-time) is intended for real-time applications, such as compressed
voice over IP and video comferencing, that require tightly constrained delays and delay
variation. VBR-rt is characterized by a peak cell rate (PCR), substained cell rate (SCR), and

maximun burst rate (MBR).

VBR-nrt (Varible Bit Rate non-real-time) is intended for non-real-time applications, such as

FTP, e-mail and browsing.

PCR (Peak Cell Rate) in kbps: The maximum rate at which you expect to transmit data, voice
and video. Consider PCR and MBS as a menas of reducing lantency, not increasing bandwidth.
The range of PCR is 384kbps to 11392kbps

SCR (Substained Cell Rate): The sustained rate at which you expect to transmit data, voice
and video. Consider SCR to be the true bandwidth of a VC and not the lone-term average
traffic rate. The range of SCR is 384kbps to 11392kbps.

MBS (Maximum Burst Size): The amount of time or the duration at which the router sends at
PCR. The range of MBS is 1 cell to 255 cells.

10.16.3.6 ISP

ISP command can configure account name, password and idle time. Idle time is from 0 minute
to 300 minutes.

10.16.3.7 IP Type
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Most of the ISPs use dynamic IP for PPP connection but some of the ISPs use static IP. You
can configure the IP type: Dynamic, Fixed and Unnumbered. The setting is via ip_type
command.

The ip unnumbered configuration command allows you to enable IP processing on a serial
interface without assigning it an explicit IP address. The ip unnumbered interface can "borrow"
the IP address of another interface already configured on this router, which conserves network
and address space.

10.16.3.8 List
You can review the WAN interface configuration via list command.

10.16.4 Bridge

You can set up the bridge parameters in bridge command. If the product is configured as a
router, you do not want to set up the bridge parameters. Move the cursor “ >> “ to bridge and
press enter.

>> gateway Default gateway
static Static bridging table

10.16.4.1 Gateway
You can set up default gateway IP via gateway command.

10.16.4.2 Static Bridging Table
You can set up 20 sets of static bridge in static command. After entering static menu, the
screen will prompt as below:

>> Deby_PCs Deny PCs to access Internet
add Add static MAC entry
delete Delete static MAC entry
modify Modify static MAC entry
list Show static bridging table

You can deny PCs to access Internet for security purpose use deny_PCs command
After enter add menu, the screen will prompt as follows:

>> mac Configure MAC address

lan_port Configure LAN interface bridging type

wan1_port Configure WAN1 interface bridging type
wan2_port Configure WAN2 interface bridging type
wan3_port Configure WANS3 interface bridging type
wan4_port Configure WAN4 interface bridging type
wanb_port Configure WANS interface bridging type
wan6_port Configure WANG interface bridging type
wan7_port Configure WAN7 interface bridging type
wan8_port Configure WANS interface bridging type

Deny PCs to access interface:
Deny PCs to access Interface ‘ [ IDisable [ ]JEnable ‘

Static MAC Address:
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MAC entry number (1~20)

MAC Address

LAN [ JFilter [ JForward [ ]Dynamic
WAN!1 [ JFilter [ JForward [ JDynamic
WAN2 [ JFilter [ JForward [ JDynamic
WAN3 [ JFilter [ JForward [ ]Dynamic
WAN4 [ JFilter [ JForward [ JDynamic
WANS [ JFilter [ JForward [ JDynamic
WANG [ JFilter [ JForward [ JDynamic
WAN7 [ JFilter [ JForward [ ]Dynamic
WANS [ JFilter [ JForward [ JDynamic
10.16.5 VLAN

Virtual LAN (VLAN) is defined as a group of devices on one or more LANSs that are configured
so that they can communicate as if they were attached to the same wire, when in fact they are
located on a number of different LAN segments. Because VLAN is based on logical instead of
physical connections, it is extremely flexible.

You can setup the Virtual LAN (VLAN) parameters in vlan command. The router support the
implementation of VLAN-to-PVC only for bridge mode operation, i.e., the VLAN spreads over
both the COE and CPE sides, where there is no layer 3 routing involved. The unit supports up
to 8 active VLANs with shared VLAN learning (SVL) bridge out of 4096 possible VLANs
specified in IEEE 802.1Q.

Move the cursor “ >> “to vlan and press enter.

>> mode Trigger virtual LAN function
modify Modify virtual LAN rule
pvid Modify port default ID
link_mode Modify port link type
list Show VLAN configuration

To activate the VLAN function, move the cursor “ >> “ to mode and press enter. The products
support two types of VLAN: 802.11q and Port-Based.

Command: setup vlan active <Disable|8021Q]|Port>
Message: Please input the following information.

Tigger VLAN function (Tab select) <Disable>: 8021Q

VLAN Mode:

VLAN Mode oDisable 0802.1Q Tag VLAN  oPort Based VLAN

The IEEE 802.1Q defines the operation of VLAN bridges that permit the definition, operation,
and administration of VLAN topologies within a bridged LAN infrastructure. Port-Based VLANs
are VLANs where the packet forwarding decision is based on the associated ports. If you don’t
use VLAN ,set to Disbale.
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10.16.5.1 802.11Q VLAN
To modify the VLAN rule, move the cursor “ >> “ to modify and press enter.

Command: setup vlan modify <1~8> <1~4094> <string>
Message: Please input the following information.

Rule entry index <1~8>: 1
VLAN ID (ENTER for default) <1>: 10
VLAN port status (ENTER for default)<111111111>:111111111

For each VLAN, VID(VLAN ID) and PVID is a unique number among 1~4094.

1 2 3 4 5 6 7 8 9

pd
(o]

VID | LAN | WAN1T | WAN2 | WAN3 | WAN4 | WANS | WANG6 | WAN7 | WANS

OIN| ||| WIN| =~

PVID

oAccess|oAccess|oAccess|oAccess|oAccess|oAccess|aoAccess|noAccess|oAccess

Link Type oTrunk |[oTrunk |oTrunk |[oTrunk |oTrunk |[oTrunk |oTrunk |oTrunk |oTrunk

To assign PVID (Port VID), move the cursor “>>" to pvid and press enter. The port index 1
represents LAN and ports index 2 to 9 represents WAN1 to WANS respectively. VID value is
the group at which you want to assign the PVID of the port.

Command: setup vlan pvid <1~9> <1~4094>
Message: Please input the following information.

Port index <1~9>: 1
VID Value (Enter for default) <10>: 10

VLAN port status is a 9-digit binary number whose bit-1 location indicates the VLAN port
membership in which 1TMSB and 8MSBs represents one LAN port and eight WAN ports,
respectively. For example, the setting "vlan modify 1 20 111000000” means that the VID 20
member ports includes LAN, WAN1 and WAN. The member ports are tagged members. Use
PVID command to change the member port to untagged members

To modify the link type of the port, move the cursor to link_mode and press enter. There are
two types of link: access and trunk. Trunk link will send the tagged packet from the port and
Access link will send un-tagged packet from the port. The port index 1 represents LAN and
ports index 2 to 9 represents WAN1 to WANS respectively. According to the operation mode of
the device, link type of WAN port is automatically configured. If the product operates in bridge

mode, the WAN link type will be trunk, and in routing mode, access.
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Command: setup vlan link_mode <1~12> <Access|Trunk>
Message: Please input the following information.

Port index <1~12>: 1
Port link type (Tab select) <Trunk>: Access

10.16.5.2 Port Base VLAN

With port-based VLAN, the port is assigned to a specific VLAN independent of the user or
system attached to the port. This means all users attached to the port should be members in
the same VLAN. The port based setting performs the VLAN assignment. The port
configuration is static and cannot be automatically changed to another VLAN without manual
reconfiguration.

For Port-based VLAN, user must set up the table using 802.11Q methods. But don'’t care the
value of VID , PVID or link type.

Port-based VLAN:

No. | LANT | WAN1 | WAN2 | WAN3 | WAN4 | WAN5 | WANG6 | WAN7 | WANS

OIN|O|OD(WIN|—

To view the VLAN table, move the cursor to list and press enter.

10.16.5.3 STP

Spanning-Tree Protocol (STP) is a link management protocol that provides path redundancy
while preventing undesirable loops in the network. For an Ethernet network to function properly,

only one active path can exist between two stations

The default is disable.

STP:
STP Function oDisable  oEnable
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Once you enable the STP feature, you can see the STP status follow IEEE 802.1d standard to work.
The working steps are Blocking, Listening, Learning and forwarding.

10.16.6 Route

You can set up the routing parameters in route command. If the product is configured as a
bridge, you do not want to set up the route parameters. Move the cursor “ >> “ to route and
press enter.

>> static Configure static routing table
rip Configure RIP protocol

10.16.6.1 Static

If the Router is connected to more than one network, it may be necessary to set up a static
route between them. A static route is a pre-determined pathway that network information must

travel to reach a specific host or network.

With Dynamic Routing, you can enable the Router to automatically adjust to physical changes
in the network’s layout. The Router, using the RIP protocol, determines the network packets’
route based on the fewest number of hops between the source and the destination. The RIP
protocol regularly broadcasts routing information to other routers on the network.

You can set up 20 sets of static route in static command. After entering static menu, the
screen will show as follows:

>> add Add static route entry
delete Delete static route entry
List Show static routing table

You can add 20 sets of static route entry by using add command. Type the IP information of
the static route including IP address, subnet mask and gateway.

Static Route Table:
IP Address | Subnet Mask | Gateway

2 |O|O|IN|O||BR|W|IN|—~
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11
12
13
14
15
16
17
18
19
20

You can delete the static route information via delete command.

You can review the static route entry by using list command.

10.16.6.2 Rip

To configure Routing Information Protocol (RIP), you can use rip command to set up the
parameters. Move the cursor “>>” to rip and press enter.

>> generic Configure operation and auto summery mode
lan Configure LAN interface RIP parameters
wan Configure WAN interface RIP parameters
list Show RIP configuration

Generic RIP Parameters
Generic command can set up RIP mode and auto summary mode.

Generic RIP Parameter:
Rip Mode oDisable  oEnable

Auto Summary oDisable  oEnable

Interface RIP Parameters

[LAN]

If there are other routers in your LAN, you can configure LAN interface RIP parameters via lan
command.

Command: setup route rip lan <1~1> <more...>
Message: Please input the following information.

Active interface number <1~1>:

The screen will prompt as follows:

>> attrib Operation, authentication and Poison reverse mode
version RIP protocol version
authe Authentication code
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[ WAN1 ~ WANS ]
The product supports 8 PVCs and you can configure the RIP parameters of each WAN via
wan command. Move the cursor “>>" to wan and press enter.

Command: setup route rip wan <1~8> <more...>
Message: Please input the following information.

Active interface number <1~8>: 1

The screen will prompt as follows:

>> attrib Operation, authentication and Poison reverse mode
version RIP protocol version
authe Authentication code

Attrib command can configure RIP mode, authentication type and Poison reverse mode.
Version command can configure RIP protocol version.
Authe command can configure authentication code.

Interface RIP Parameter:
Interface (LAN, WAN1~8)

RIP Mode oDisable oEnable  oSilent

Authentication type |oNone oPassword oMD5

Poison reverse mode|oDisable  oEnable

RIP protocol version |oVer.1 oVer.2

Authentication code

You can review the list of RIP parameters via list command.

10.16.7 LAN

LAN interface parameters can be configured LAN IP address, subnet mask and NAT network
type.

Command: setup lan <1~1> <more...>
Message: Please input the following information.

Interface number <1~1>:1

There is only one LAN port, so type 1 and press ENTER.

>> ip_type IP type
address LAN [P address and subnet mask
attrib NAT network type
Ethernet Media type

Ip_type can set up this IP is Fixed or Dynamic.

Address can set up IP address and subnet mask.

Attrib can set up NAT network type: Global or Virtual.

Ethernet item can set up the PHY parameters on this LAN port: Auto, 100M-Full, 100M-Half,
10M-Full and 10M-Half.
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LAN Port parameter:

IP Type oFixed oDynamic

LAN IP Address

LAN Subnet Mask

NAT Network type oGlobal oVirtual

Ethernet Media Type oAuto o100M-Full o100M-Half o10M- Full o10M-Half

10.16.8 IP share

You can configure Network Address Translation (NAT), Port Address Translation (PAT) and
Demilitarized Zone (DMZ) parameters in ip_share menu.

10.16.8.1 NAT

NAT (Network Address Translation) is the translation of an Internet Protocol address (IP
address) used within one network to a different IP address known within another network. One
network is designated the inside network and the other is the outside. Typically, a company
maps its local inside network addresses to one or more global outside IP addresses and
reverse the global IP addresses of incoming packets back into local IP addresses. This ensure
security since each outgoing or incoming request must go through a translation process, that
also offers the opportunity to qualify or authenticate the request or match it to a previous
request. NAT also conserves on the number of global IP addresses that a company needs and
lets the company to use a single IP address of its communication in the Internet world.

To configure Network Address Translation (NAT), Move the cursor “>>” to ip_share then press

>> nat Configure network address translation
pat Configure port address translation
dmz Configure DMZ host function

>> virtual Virtual IP address pool
global Global IP address pool
Fixed Fixed IP address mapping

The virtual menu contains a range of virtual IP addresses, delete virtual IP addresses, and
show virtual IP addresses.

>> range Edit virtual IP address pool
delete Delete virtual IP address pool
List Show virtual IP address pool

You can create five virtual IP address pool range in range command.

Command: setup ip_share nat virtual range <1~5> <ip> <1~253>
Message: Please input the following information.

NAT local address range entry number <1~5>: 1
Base address: 192.168.0.2
Number of address: 49
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NAT (Virtual IP address and range)
Base Address Number of Address

DB |WIN|—~

You can delete virtual IP address range from 1 to 5 by using delete command.

You can view the virtual IP address range via list command.

Global IP address pool

>> range Edit global IP address pool
interface Bind address pool to specific interface
delete Delete global IP address pool
list Show global IP address pool

You can create five global IP address pool range via range command.

Command: setup ip_share nat global range <1~5> <ip> <1~253>
Message: Please input the following information.

NAT global IP address range entry number <1~5>: 1
Base address: 122.22.22.2
Number of address: 3

After configuration global IP address range, you can bind address pool to specific interface via
interface command.

NAT (Global IP Address and range):
Base Address | Number of Address | Active Interface Numbe(1~8)

A |W[IN| -~

Command: setup ip_share nat global interface <1~5> <1~8>
Message: Please input the following information.

NAT global ddress range entry number <1~5>: 1
Active interface number <1~8>: 1

You can delete global IP address range from 1 to 5 by using delete command.
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You can view the global IP address range via list command.

Fixed IP address mapping

virtual Virtual IP address pool
global Global IP address pool
>> Fixed Fixed IP address mapping
>> modify Modify fixed NAT mapping
interface Bind address pair to specific interface
delete Delete fixed NAT mapping
_____ list ________________ShowfixedIPaddress mapping

You can create up to 10 fixed NAT mapping entry via modify command.

Command: setup ip_share nat fixed modify <1~10> <ip> <ip>
Message: Please input the following information.

Fixed NAT mapping entry number <1~10>: 1
Local address: 192.168.0.250
Global address: 122.22.22.2

Fixed Address Mapping:

Local Address | Global Address

2O N[OOI W|IN|—=

0

After configuration fixed IP address entry, you can bind the entry to specific interface via
interface command.

Command: setup ip_share nat fixed interface <1~10> <1~8>
Message: Please input the following information.

Fixed NAT mapping entry number <1~10>: 1
Active interface number (Enter for default) <1~8>: 1

Fixed NAT Mapping:

Mapping entry number | Active Interface number(1~8)

N[OOI WIN|—~
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8

9

10

You can delete fixed NAT mapping entry from 1 to 10 by using delete command.
You can view the fixed NAT mapping entry via list command.

10.16.8.2 PAT
Port Address Translation (PAT) is a feature of a device that translates TCP or UDP

communications made between hosts on a private network and hosts on a public network. It
allows a single public IP address to be used by many hosts on the private network, which is

usually called a Local Area Network or LAN.

A PAT device transparently modifies IP packets as they pass through it. The modifications
make all the packets which it sends to the public network from the multiple hosts on the private
network appear to originate from a single host - the PAT device - on the public network.

In PAT, both the sender's private |P and port number are modified; the PAT device chooses

the port numbers which will be seen by hosts on the public network.

In PAT, generally there is only one publicly exposed IP address and incoming packets from the
public network are routed to their destinations on the private network by reference to a table
held within the PAT device which keeps track of public and private port pairs. This is often

called connection tracking.

>> clear Clear virtual server mapping
modify Modify virtual server mapping
list Show virtual server mapping pool

You can delete virtual server mapping entry, from 1 to 10, by using clear command.

You can create up to 10 virtual server mapping entry via modify command.

Command: setup ip_share pat modify <1~10> <more...>
Message: Please input the following information.

Virtual server entry number <1~10>: 1

After keying in enter, the screen will prompt as follows:.

>> interface Active interface
port TCP/UDP port number
server Host IP address and port number
protocol Transport protocol
name Service name
begin The schedule of beginning time
end The schedule of ending time
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Set the active interface number via interface command.

You can configure the global port number by using port command.

The local server, host, IP address and port number are configured via server command.
The authorized access protocol is set up via protocol command.

Name command can be used to configure the service name of the host server.

Begin and end command is used to set up the local server schedule to access.

Virtual Server:

Virtual Server entry number(1~10)
Interface(1~8)

ICP/UDP Port Number(1~65534)

Host IP Address

Host Port Number
Protocol olCP oUDP

Service Name
Beginning Time

Ending Time

You can view the fixed NAT mapping entry via list command.

10.16.8.3 DMZ

DMZ (demilitarized zone) is a computer host or small network inserted as a “neutral zone”
between a company private network and the outside public network. It prevents outside users
from getting direct access to a server that has company private data.

To set up demilitarized zone, move the cursor “>>” to dmz and press enter.

>> active Tigger DMZ host function
address Configure virtual IP address and interface

You can enable the demilitarized zone via active command.

After enabling the DMZ, shift the cursor to address and press enter.

Command: setup ip_share dmz address <ip> <1~8>
Message: Please input the following information.

Virtual IP address: 192.168.0.251
Active interface number (Enter for default) <1>: 1

DMZ Host:
DMZ Host Function |aDisable oEnable
IP Address Active interface number
1
2
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10.16.9 Firewall

This item is only for firewall models.
To configure Firewall, move the cursor “ >> “ to firewall and press enter.

>> |evel Configure firewall security level
pkt_filter Configure packet filter
dos_protect Configure DoS protect

10.16.9.1 Firewall security level
There are three levels of firewall, which you can setup in this product.

Level one, basic, only enables the NAT firewall and the remote management security. The
NAT firewall will take effect if NAT function is enabled. The remote management security is
default to block any WAN side connection to the device. Non-empty legal IP pool in ADMIN will
block all remote management connection except those IPs specified in the pool.

Level two, automatic, enables basic firewall security and all DoS protection.

Level three, advanced, is an advanced level of firewall where user can determine the security
level for special purpose, environment, and applications by configuring the DoS protection and
defining an extra packet filter with higher priority . Note that, an improper filter policy may
degrade the capability of the firewall and/or even block the normal network traffic.

The firewall security level can configure via level command.

Firewall Security Level:
Level oBasic oAutomatic oAdvanced

10.16.9.2 Packet Filtering
Packet filtering function can be configured by pkt_filter command. Move the cursor to
pkt_filter and press enter.

>> active Tigger packet filtering function
drop_flag Drop fragment packets
add Add packet filtering rule
delete Delete packet filtering rule
modify Modify packet filtering rule
exchange Exchange the filtering rule
_____ list ________________Showpacketfiteringtable
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To enable the packet filtering function, you can use active command.
To enable the drop fragmented packets, you can use drop_frag command.

Function enable:

Packet filtering function

[ |Disable

[ |Enable

Drop fragmented packet

[ |Disable

[ |Enable

Add the packet filtering rule via add command.
You can set up maximum 32 numbers packet filtering rules, Anytime you can modify and
exchange their rules by using modify and exchange command.

>> protocol
direction
src_ip
dest_ip
port
tcp_flag
icmp_type
description
enable
begin
end
action

Packet filtering:

Configure protocol type

Configure direction mode
Configure source IP parameter
Configure destination IP parameter
Configure port parameter (TCP and UDP only)
Configure TCP flag (TCP only)
Configure ICMP flag (ICMP only)
Packet filtering rule description
Enable the packet filtering rule

The schedule of beginning time
The schedule of ending time

Protocol

[ JANY []TCP
[JICMP [ JGRE
[ JESP [ JAH

[ JUDP
[ JRSVP

Direction

[ Jlnbound [ ]Outbound

Source IP

Destination IP

Source Port

(TCP/UDP only)

Destination Port

(TCP/UDP only)

TCP flag

(TCP only)

[ JANY [ ISYN [ JACK

ICMP flag

(ICMP only)

[ JEcho_Reply

[ IDest_Unreach
[ ISrc_Quench

[ JRedirect

[ J[Echo_Request
[ IR_Advertise

[ JR_Solicit

[T _Exceed

[ JParam_Problem
[ ]T_Stamp
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[IT_Stamp_Reply
[lInfo_Request

[ linfo_Reply

[ JoAddr_Mask_Request
[ JAddr_Mask_Reply

Description

Enable [JON [JOFF
Begin Time

End Time

Action LIENY [ JPERMIT

10.16.9.3 DOS Protection
DoS protection parameters can be configured in dos_protection menu.

Move the cursor to dos_protection and press enter.

>> syn_flood Enable protection SYN flood attack
icmp_flood Enable protection ICMP flood attack
udp_flood Enable protection UDP flood attack
ping_death Enable protection PING of death attack
land_attack Enable protection land attack
ip_spoff Enable protection IP spoofing attack
smurf_attack Enable protection smurf attack
fraggle attack Enable protection fraggle attack

SYN flood: A SYN flood is a form of denial-of-service attack, attempts to slow your network by
requesting new connections but not completing the process to open the connection. Once the
buffer for these pending connections is full a server will not accept any more connections and

will be unresponsive.

ICMP flood: A sender transmits a volume of ICMP request packets to cause all CPU resources

to be consumed serving the phony requests.

UDP Flood: A UDP flood attack is a denial-of-service (DoS) attack using the User Datagram
Protocol(UDP). A sender transmits a volume of requests for UDP diagnostic services which

cause all CPU resources to be consumed serving the phony requests.

Ping of Death: A ping of death (POD) attack attempts to crash your system by sending a

fragmented packet, when reconstructed is larger than the maximum allowable size.

Land attack: A land attack is an attempt to slow your network down by sending a packet with
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identical source and destination addresses originating from your network.

IP Spoofing: IP Spoofing is a method of masking the identity of an intrusion by making it
appeared that the traffic came from a different computer. This is used by intruders to keep their

anonymity and can be used in a Denial of Service attack.

Smurf attack: The Smurf attack is a way of generating a lot of computer network traffic to a
victim host. That is a type of denial-of-service attack. A Smurf attack involves two systems. The
attacker sends a packet containing a ICMP echo request (ping) to the network address of one
system. This system is known as the amplifier. The return address of the ping has been faked
(spoofed) to appear to come from a machine on another network (the victim). The victim is then
flooded with responses to the ping. As many responses are generated for only one attack, the

attacker is able use many amplifiers on the same victim.
Fraggle attack: A Fraggle attack is a type of denial-of-service attack where an attacker sends a
large amount of UDP echo traffic to IP broadcast addresses, all of it having a fake source

address. This is a simple rewrite of the smurf attack code.

DoS Protection

SYN flood [ |Disable [ JEnable Packets per sec. 0~700
ICMP flood [ |Disable [ JEnable Packets per sec. 0~700
UDP flood [ |Disable [ JEnable Packets per sec. 0~700
PING of death [ IDisable [ JEnable
Land [ IDisable [ JEnable
IP_spoofing [ |Disable [ JEnable
Smurf [ |Disable [ JEnable
Fraggle [ |Disable [ JEnable

10.16.10 IP QoS

The Internet has worked so far with a best effort traffic model: every packet is treated
(forwarded or discarded) equally. This is very simple and efficient model and several
arguments have been stated against any need for a more complicated system.

To configure IP QoS , move the cursor “ >> “to ip_gos and press enter.
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>> active Trigger IP QoS function
add Add IP QoS policy
delete Delete IP QoS policy
modify Modify IP QoS policy
list Show IP QoS policy table

You can enable the IP QoS function via active command.

The add parameters of IP QoS can be configured via add command
To delete the policy is configured by delete command.

To modify the policy is configured by modify command.

You can view the IP QoS configuration via list command.

When use the add command, it will show the following:

>> Protocol Configure protocol
local_ip Configure local IP parameter
remote_ip Configure remote IP parameter
Port Configure port parameter
description Policy description
Enable Enable the policy
Precedence Configure precedence parameter

Protocol identifier: One can differentiate IP from other network level protocols using link level
information - TCP (Transmission Control Protocol) and UDP (User Datagram Protocol).

Source port number: The only way to identify applications run over TCP or UDP is to look for
port numbers and compare them to the list of well-known port numbers. While in most cases
the mapping is correct, there are cases when some services or clients use a port reserved for
another application.

Destination port number: The destination port identifies traffic originating from the client to
the server.

Source host address: It can identify the end system sending data and based on that
classify traffic

Destination host address: It can identify the end system receiving data.

Command Description
Protocol Set up the port protocol type (ANY, TCP or UDP)
Local_ip Configure the local IP address
Remote _ip Configure the remote IP address
Port Configure the local port and remote port range
Description Define the description of policy
Enable Enable the policy
Precedence Define the priority of the policy
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IP QoS:

Protocol L JANY [JTCP []JUDP
Local IP
Remote IP
Local Port
Remote Port
Description
Enable [JON [JOFF
Precedence (0~5)

10.16.11 DHCP

Dynamic Host Configuration Protocol (DHCP) is a communication protocol that lets network
administrators to manage centrally and automate the assignment of Internet Protocol (IP)
addresses in an organization's network. Using the Internet Protocol, each machine that can
connect to the Internet needs a unique IP address. When an organization sets up its computer

users with a connection to the Internet, an IP address must be assigned to each machine.

Without DHCP, the IP address must be entered manually at each computer. If computers move
to another location in another part of the network, a new IP address must be entered. DHCP
lets a network administrator to supervise and distribute IP addresses from a central point and
automatically sends a new IP address when a computer is plugged into a different place in the
network.

To configure DHCP server, move the cursor “ >> “ to dhcp and press enter.

>> generic DHCP server generic parameters
fixed DHCP server fixed host IP list
relay DHCP relay parameter
list Show DHCP configuration

10.16.11.1 DHCP Server generic

The generic DHCP parameters can be configured via generic command.

>> active Trigger DHCP server function
gateway Default gateway for DHCP client
netmask Subnet mask for DHCP client
ip_range Dynamic assigned IP address range
lease_time Configure max lease time
name_server1 Domain name server1

name_server2 Domain name server2
name_server3 Domain name server3

Command Description

Active Trigger DHCP server function
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Gateway Configure default gateway for DHCP client
Net mask Configure subnet mask for DHCP client
IP range Configure dynamic assigned IP address range.
Lease time Set up dynamic IP maximum lease time

Name server 1 Set up the IP address of name server #1

Name server 2 |Set up the IP address of name server #2

Name server 3  |Set up the IP address of name server #3

DHCP Server:
DHCP Server [ |Disable [ JEnable
DHCL Client gateway
DHCP Client Netmask
Start IP address
Address Range
Lease Time

Name Server 1 IP
Name Server 2 IP
Name Server 3 IP

10.16.11.2 DHCP Server Fixed Host
Fixed Host IP Address list are setup via fixed command.

>> add Add a fixed host entry
delete Delete a fixed host entry

When use the fixed host entry, you must enter the MAC address and IP address at the same
time. Up to 10 maximum fixed host IP addresses can be configured.

DHCP Server with Fixed Host:

Mac Address IP Address

ol©o|xoN|o|o|swin|—=

10.16.11.3 DHCP Relay
Active the DHCP relay and remote server IP address via relay command

Command: setup dhcp relay <Disable|Enable> <ip>
Message: Please input the following information.

Parameter of command 'relay' (TAB Select) <Disable>: Enable
IP address (ENTER for default) <192.168.0.124>:
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DHCP Relay:
DHCP Relay oDisable  oEnable

IP Address

You can view the full DHCP configuration via list command.

10.16.11.4 DNS Proxy

The Domain Name Service (DNS) is a system designed to allow the identification of Internet servers to
be based on names rather than IP addresses. Because Internet communication is based on IP addresses,
all names must be translated into an IP address. This is the purpose of a Domain Name Server.

Enter the IP address of DNS proxy use DNS proxy command. Move cursor “ >> “ to dns_proxy and
press enter.

Command: setup dns_proxy <IP> [IP] [IP]
Message: Please input the following information.

DNS server 1 (ENTER for default) <168.95.1.1>: 10.0.10.1
DNS server 2: 10.10.10.1
DNS server 3:

You can setup three DNS servers in the router. The number 2 and 3 DNS servers are option.

DNS Server IP:
DNS Server 1 IP

DNS Server 2 IP
DNS Server 3 IP

10.16.12 Host name

A Host Name is the unique name by which a network-attached. The hostname is used to
identify a particular host in various forms of electronic communication.

Enter local host name via hostname command. Move cursor “ >> “ to hostname and press
enter.

Command: setup hostname <name>
Message: Please input the following information.

Local hostname (ENTER for default) <SOHO>: test

The host name can’t use more than 15 characters and don’t use space character.

Some of the ISP requires the Host Name as identification. You may check with ISP to see if
your Internet service has been configured with a host name. In most cases, this field can be
ignored.

Host Name:
| Host Name

10.16.13 Default

If you want to restore factory default, first move the cursor “ >> “ to default and then press
enter.

Command: setup default <name>
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Message: Please input the following information.

Are you sure? (Y/N): y

Press “y” to confirm the restore factory setting operation.
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