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Copyright
Copyright © 2014 by PLANET Technology Corp. All rights reserved. No part of this
publication may be reproduced, transmitted, transcribed, stored in a retrieval system, or
translated into any language or computer language, in any form or by any means, electronic,
mechanical, magnetic, optical, chemical, manual or otherwise, without the prior written
permission of PLANET.

PLANET makes no representations or warranties, either expressed or implied, with respect
to the contents hereof and specifically disclaims any warranties, merchantability or fitness for
any particular purpose. Any software described in this manual is sold or licensed "as is".
Should the programs prove defective following their purchase, the buyer (and not PLANET,
its distributor, or its dealer) assumes the entire cost of all necessary servicing, repair, and
any incidental or consequential damages resulting from any defect in the software. Further,
PLANET reserves the right to revise this publication and to make changes from time to time
in the contents hereof without obligation to notify any person of such revision or changes.

All brand and product names mentioned in this manual are trademarks and/or
registered trademarks of their respective holders.

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation. This equipment generates,
uses, and can radiate radio frequency energy and, if not installed and used in accordance
with the instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

1. Reorient or relocate the receiving antenna.

2. Increase the separation between the equipment and receiver.

3. Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

4. Consult the dealer or an experienced radio technician for help.

FCC Caution

To assure continued compliance, for example, use only shielded interface cables when
connecting to computer or peripheral devices. Any changes or modifications not expressly
approved by the party responsible for compliance could void the user’s authority to operate
the equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: ( 1 ) This device may not cause harmful interference, and ( 2 ) this device must
accept any interference received, including interference that may cause undesired
operation.

Federal Communication Commission (FCC) Radiation Exposure Statement

This equipment complies with FCC radiation exposure set forth for an uncontrolled
environment. In order to avoid the possibility of exceeding the FCC radio frequency
exposure limits, human proximity to the antenna shall not be less than 20 cm (8 inches)
during normal operation.
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Safety

This equipment is designed with the utmost care for the safety of those who install and use it.
However, special attention must be paid to the dangers of electric shock and static electricity
when working with electrical equipment. All guidelines of this and of the computer
manufacture must therefore be allowed at all times to ensure the safe use of the equipment.

CE Mark Warning

This is a Class B product. In a domestic environment, this product may cause radio
interference, in which case the user may be required to take adequate measures.

WEEE Regulation

To avoid the potential effects on the environment and human health as a result of

the presence of hazardous substances in electrical and electronic equipment, end

users of electrical and electronic equipment should understand the meaning of

the crossed-out wheeled bin symbol. Do not dispose of WEEE as unsorted
B municipal waste; they should be collected separately.

Revision

User’s Manual for PLANET HD Ultra-mini Bullet IR IP Camera
Model: ICA-3110

Rev: 1.00 (April.2014)

Part No. EM-ICA3110
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Chapter 1. Product Introduction

1.1 Package Contents

The package should contain the following items:
® Camera unitx 1

® User's Manual CD x 1

®  Quick Installation Guide x 1

®  Stand Package x 1

1. If any of the above items are missing, please contact your dealer immediately.

2. Using the power supply that is not the one included in the Internet Camera
packet will cause damage and void the warranty for this product.

1.2 Overview

Superior Full HD Grade Video Quality

PLANET ICA-3110 PoE IP Camera provides high resolution images for round-the-clock
surveillance over IP networks. It supports H.264 and JPEG compression formats and delivers
excellent picture quality in Full HD resolutions at 25 frames per second (fps). It is perfect for
remote and discreet monitoring of indoor areas such as home, small businesses, boutiques,
restaurants, hotels, residences, etc.

T LLE

B "ﬂ"m

Comd ar

Mini Design for Easy Installation

The ICA-3110 is an ultra lightweight IP camera in compact size, thus offering a quick and
simple installation on the ceilings or walls inside of houses and buildings. Installation can be
finished in less than 60 seconds.

Mini Bullet IP Camera (JPLANET
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Exceptional Image Quality

Together with powerful image processing attributes like Wide Dynamic Range (WDR) and
Dimension Noise Reduction (DNR) technologies, the ICA-3110 is able to filter the intense
backlight surrounding a subject and remove noises from video signal. The result is that an
extremely clear and exquisite picture quality can be produced even under any challenging
lighting conditions.

WDR: OFF

Advanced Event Management

The ICA-3110 supports a number of advanced features to enhance surveillance flexibility and
event management capabilities. The advanced features include inputs/outputs for connecting
to external devices such as door sensors and relays to activate light or closed doors.

ICA-3110

Output

Alam Output ICA—311.
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Output Output

Digital Input /Output

Full Surveillance during Day & Night Functionality

For a clear surveillance image both in the day and night, the ICA-3110 built-in 7 IR LEDs can
offer IR distance of up to 5 meters. Its 720P resolution makes the image still clear even at night.
The ICA-3110 also is equipped with ICR 2.8mm / F1.8, and auto-iris function which can
automatically adjust the amount of light that passes through the lens. Thus, the ICA-3110 is
able to maintain clear images 24 hours a day.

) /__,\
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Flexible Installation and Power Functionality

The ICA-3110 incorporates IEEE 802.3af Power over Ethernet technology and can be
powered from a PoE Switch via the network, which eliminates the need for power cables and
reduces installation costs. The ICA-3110 is ONVIF-compliant and therefore interoperable with
other brands in the market, greatly supporting users to integrate with their existing surveillance
network. In addition, the ICA-3110 includes 64-CH central management software for efficient
monitoring. The ICA-3110 is indisputably the top choice for reliable and high performance
surveillance.
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1.3 Features

1/4" progressive scan CMOS sensor

0.2 lux minimum illumination at F1.8

Maximum resolution 1920 x 800

Easily-recessed mount design

Convenient nano-design blends in nicely with any surrounding
Built-in 7 IR LEDs for IR monitoring distance of up to 5 meters

\Video / Audio]

H.264 and M-JPEG video compression simultaneously

Simultaneous multi-H.264 streams support

H.264 main profile and baseline profile

Max. resolution of 1 mega-pixel at 30fps

DNR to improve picture quality at low lux

WDR Enhancement function strengthens visibility under extremely bright or dark
environments

2-way audio support with enhanced audio quality

Network and Configuration

Compliant with IEEE 802.3af PoE interface for flexible deployment
Auto MDI/MDI-X supported

Supports IPv6 in addition to IPv4

Built-in Samba client for NAS

RTSP / UPnP / 3GPP / HTTPS protocols selectable

3GPP for 3G mobile remote applications

Access anytime & anywhere for PLANET easy DDNS

Easy Installation & Management

ONVIF compliant for interoperability

Tamper and motion detection for unauthorized changes

Micro SD card local video recording supported

Easy configuration and management via Windows-based utility or web interface
Cam Viewer 3 central management software supported

Digital Input/Output for integration with sensors and alarms

EEEEEERY
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1.4 Product Specifications

Model

ICA-3110

Camera
Image Device

1/4" progressive scan CMOS sensor

Lens

Fixed lens 2.8mm, F1.8
Angle of view : horizontal: 77.78 degrees / vertical: 49.55 degrees

Min llluminator

Color : 0.2 Lux (AGC ON)
B /W: 0.1 Lux (AGC ON)

Electronic Shutter

Auto, 1/5~1/10,000 sec

Effective Pixels

1920 x 800 pixels

LEDs

7 LEDs, 850nm

IR distance
Video
Video Compression

|

5 meters

H.264 / M-JPEG

Video Resolutions

H.264: 1280 x 800 / 1280 x 720 / 640 x 480 / 320 x 240/ 176 x 144
M-JPEG: 1280 x 800 / 1280 x 720 / 640 x 480 / 320 x 240/ 176 x 144

Frame Rate

Up to 30fps for all resolution

Image Setting

Brightness, Contrast, Hue, Saturation, Sharpness, AGC, Shutter Time,
Sense-up, D-WDR, Anti Fog, Lens Distortion Correction, Flip, Mirror,
Day&Night adjustable, Red Gain and Blue Gain, Denoise

Streaming

Audio

Simultaneously multi-profile streaming
M-JPEG streaming over HTTP
Supports 3GPP mobile surveillance
Controllable frame rate and bandwidth
Constant and variable bit rate (H.264)

Audio Streaming 2-way audio
. . RTSP: G.711 64kbps, G.726 32, 24kbps
Audio Compression 3GPP: AMR

Microphone

Built-in microphone input

Audio Output
Network and Configuration

3.5mm phone jack

IEEE 802.3 10Base-T

System Integration
Application Programming
Interface

Network Standard IEEE 802.3u 100Base-TX
IPV6, IPv4, HTTP, HTTPS, SNMP, QoS/DSCP, Access list, IEEE
Protocol 802.1X, RTSP, TCP/IP, UDP, SMTP, FTP, PPPoE, DHCP, DDNS, NTP,
UPnP, 3GPP, SAMBA, Bonjour
Password protection, IP address filtering, HTTPS encrypted data
Security transmission, 802.1X Port-based authentication for network protection,
QoS/DSCP
Users 10 clients on-line monitoring at the same time

Open SDK/API for software integration
ONVIF Compliant

Alarm Triggers

Intelligent video motion detection and external input

10
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3-zone video motion detection
File upload via FTP, Samba, SD card or email
Alarm Events o
External output activation
Power Requirements IEEE 802.3af Class 3
Power Consumption PoE Max: 2.88W (IR ON); 2.23W (IR Off)
Operating Temperature 0 ~ 45 degrees C
Operating Humidity 10 ~ 95% (non-condensing)
Weight 135¢g
Dimensions (® x L) 44 x 95 mm
Emission CE, FCC
10/100 Mbps Ethernet, RJ-45
Connectors Terminal block for 1 alarm input, 1 output and factory default reset
Micro SD/SDHC card (Max. 32GB, Class 6)

11
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Chapter 2. Hardware Interface

2.1 Physical Descriptions

Real Panel

DI'IDO

Micro SD Slot

Reset

/ GNDDO DI
) Audi .
c— o= Audio out

=

E

LAN (PoE)

Interface

Description

LAN(PoOE)

The LAN socket is a RJ-45 connector for connections to
10Base-T Ethernet or 100Base-TX Fast Ethernet cabling.
This Ethernet port built N-Way protocol can detect or
negotiate the transmission speed of the network
automatically. Please use Category 5 cable to connect the
Network Camera to a 100Mbps Fast Ethernet network
switch or hub.

Micro-SD

User can insert a micro SD card into this slot for event
recording.

Factory Default Reset

This button is hidden in the pinhole. This button is used to
restore the all factory default settings. Sometimes restarting
the camera will make the system back to a normal state. If
the system still got problems after restart, user can restore
the factory default settings and install it again. To restore
the device, please follow the steps below:

1. Unplug the power jack, then press and hold the reset
button.

2. Power on the camera. Don’t release the button during
the system booting.

3. It will take around 30 seconds to boot the camera.

4. Release the button (remove the pin from the reset
hole). The camera should now be back to factory
default.

5. Login the camera using the default IP
(http://192.168.0.20), and username (admin), password

admin).

Restoring the factory default setting will lose all

the previous settings including IP address

forever. User needs to run the IPInstaller
program to search the device and configure it to
let the device work properly again.

DI/DO

Connect the power and the Ethernet with the camera. The

12
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four-colored wires are used for I/O connection. About I/ O
setting.
Name Function

GND GND

DI Digital signal input

DO Digital signal output

Audio Out Audio-out jack allows this device to output audio signal.

2.2 Hardware Installation

2.2.1 Installing camera with screws

1. Attach the Camera to the stand included.
2. Place the Camera on the table or fix it onto the ceiling or wall
Use three screws to fix the Network Camera onto the ceiling or wall. You could also put the

Network Camera on the table directly.

S

/

2.2.2 Network Installation

1. Connecting an Ethernet cable

Connect the LAN cable on the camera to the network device (hub or switch).

Fasten it
with Screws

If there is an IEEE802.3af PoE switch in your network, you can connect the
camera LAN cable to this PoE switch to obtain power. The power adapter is
unnecessary when Internet camera is connected to a PoE switch.

2. Attach the power supply

Plug in power adapter and connect to power source. After power on, the camera will start

to operate.

13
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1. Only use the power adapter supplied with Internet camera; otherwise, the product
may be damaged.

2. The power adapter is unnecessary when Internet camera is connected to a PoE
switch. Otherwise, the product may be damaged when Internet camera is
connected to a PoE switch and power adapter simultaneously.

3. PoE (Power over Ethernet)

Power over Ethernet (PoE) is a technology that integrates power into a standard LAN
infrastructure. It enables power to be provided to the network device, such as an IP phone
or a network camera, using the same cable as that used for network connection. It
eliminates the need for power outlets at the camera locations and enables easier
application of uninterruptible power supplies (UPS) to ensure 24 hours a day, 7 days a
week operation.

N
%
Ethernet Cable PoE IF’.CBTHEI'E

(0w i

PoE Switch PoE IP Camera
11
A

Ethernet Cable @ 5

PoE IP Camera

2.3 Initial Utility Installation

This chapter shows how to quickly set up your H.264 camera. The camera is with the default
settings. However to help you find the networked camera quickly the windows utility PLANET
IP Installer can search the cameras in the network that will help you to configure some basic
settings before you start advanced management and monitoring.

1. Insert the bundled CD into the CD-ROM drive to launch the auto-run program. Once
completed, a welcome menu screen will appear.

2. Click the “IPinstaller” hyperlink; you will see the dialog box below.

If the welcome screen does not appear, click “Start” at the taskbar. Then, select
“‘Run” and type “D:\Utility\PLANETIPinstalle\PLANETIPinstaller.exe”, assuming D is
your CD-ROM drive.

14
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3. 0OS: Windows XP SP2 or above. If the following “Windows Security Alert” pops up,
please click “Unblock”.

%2 Windows Security Alert E|

d To help protect your computer, Windows Firewall has blocked
some features of this program.

3

Do you want to keep blocking this program?

& Mame:  “PLANET IP Installer V2.2 IP Device Scaner”
< Publisher: Unknown

| Keep Blocking I Unblock II Ask Me Later |

Windows Firewall has blocked this program from accepting connections from the
mwﬂganetwk Hy?u:ecogiza hw?mu trust the publisher, you can
unblock it When should | unblock a program?

4. The GUI of IP Installer is as follows (Default IP: 192.168.0.20).

4l TP Tnstaller ¥2.2 C5&)

Device lists:

[ Server Name | IP Address | 9l # I
192.166.000.020 Hame [ IP Camera
P [192 168 0 20
Hetmnask | 255 255 255 0

Gateway [ 192 168 1] 1

DNS 1 [ 192 168 0 75

DHS 2 [ 168 95 132 1

Portl [ 80

MAC | 00:30:4F:21:43:FB
1_' Search Device I 2.

To Change Device Name, IP address. and Gateway:
1.5elect the device on the left side.

2.Change network parameter on the right side.
3.Press Submit button.

4.Press “Search Device™ to re-search again.

5.Double click the device to open it. Exit |

(1) IP Installer will search all IP cameras connected to LAN. The user can click “Search
Device” to search again.

(2) Click one of IP cameras listed on the left side of IP Installer, then the network
configuration of that IP Camera will be listed on the right side. If parameters change, click
on “Submit”. Then, the network configuration will be changed. Just click “OK” to reboot

IPInstager

Reboating. ., Please waik

15
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(3) Please make sure the subnet of PC IP address and IP CAM IP address are the same.
IP CAM IP address: 192.168.0.20
PC IP address: 192.168.0.100

(4) Different Subnets:
IP CAM IP address: 192.168.0.20
PC IP address: 192.168.1.100

(5) To Change PC IP addresses:
Control Panel>Network Connections—=>Local Area Connection Properties=>Internet
Protocol (TCP/IP) ->Properties
Please make sure your IP Camera and PC have the same Subnet. If not, please change
IP Camera IP subnet or PC IP subnet accordingly.

4 Local Area Connection Properties ﬂ* Internet Protocol Version 4 (TCP/IPvwd) Properties m
(1 Networking [ General |
| Connect using: You can get IP settings assigned automatically if your nebwark suppaocts

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Ghtain n P adress automatialy

@ Use the following IP address:

&¥ Atheros L1 Gigab Bthemet 10./100/1000Base-T Controli

This connection uses the following tems:
[ 1% Ciert for Microsoft Networks

_, oS Packat S IP address: 192 .163 . 0 ,100
| 4 JSJFie and Printer Sharing for Microsoft Networks 1| subnetmask: 255 .255 .255 . 0
| CJ - Intemet Protocol Version & (TCP/IPvE)
' /W irtemet Protocal Version 4 (TCP/IPvd) Default gateway: 192.168. 0 . 1
| B -+ Link-Layer Topology Discovery Mapper /0 Driver
| M Link-Layer Topology Discovery Responder Ob'tain DNS server address automatically
L | @ Use the following DNS server addresses:
[ isat Unimsta Propedies | Preferred DI server:

Descrption

Alternate DINS server:
Transmission Control Protocol/Intemet Protocal. The default
wide area network protocol that provides communication

across diverse interconnected networlks. [ vahdate settings upon ssit

ok ][ Conce |

(6) A quick way to access remote monitoring is to left-click the mouse twice on a selected IP
camera listed on “Device list” of PLANET IP Installer. An IE browser will be opened.

(7) Then, please key in the default User Name: “admin” and Password “admin” in the
following message box.

" -
Windows Security ﬁ

The server 192.168.0.20 at IP_Camera requires a username and password.

Warning: This server is requesting that your username and password be
sent in an insecure manner (basic authentication without a secure
connection).

| |admir1 |

[[] Remember my credentials

| ok || cancel

16
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(8) If the user name and password are input correctly, the following web page will be
displayed.

@ PLANET HD IP Camera

4 Metworking & Commasicalion

2014/APR/14 14:51:01 Size:1280x800 FPS: 18

| default [v| | Streaming 1 ] Chatting: [ Online Visitor : 1 Relay out: ) on © oFF

17
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2.4 Using UPnP of Windows XP or 7

2.4.1 Windows XP

UPnP™ is short for Universal Plug and Play, which is a networking architecture that provides
compatibility among networking equipment, software, and peripherals. This device is an UPnP
enabled device. If the operating system, Windows XP, of your PC is UPnP enabled, the device
will be very easy to configure. Use the following steps to enable UPnP settings only if your
operating system of PC is running Windows XP.

‘@D
= Please note that MS Windows 2000 does not support UPnP feature.
Note

Go to Start > Settings, and Click Control Panel.

@ Sel Program docess and Defauls

%% widows caaing
% ndows Lipdate

B4 Programs

y  Doouments

._ﬂ:-_ Tework, Cornactions
:a_,h Prirkers and Famas
a Taskbar and Szart Menu

| Holpand Suppart

Hun....

Loy CFF PMialan,,.

Turn CFF Compubey,

The “Control Panel” will display on the screen and double-click “Add or Remove Programs”
to continue.

P Contrel Panel

Be [ Yo Fprote [k b
€ 59 - ¥ P [ riies [
O conbeed Parel v B
o/
Folder Gk
[ Fethto Catmpory Vv where
S Al E
Q Wirdowss Lpcate Mudein .. .

18
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The “Add or Remove Programs” will display on the screen and click Add/Remove Widows
Components to continue.

i Add or Remeve Program CEE
|
k‘ﬁ Curranihy wel aled jr o s ot T | e L
g
Charge or 30 Damewane MT Utiities
Eeme

Choticnd: Ui Lsdite CXTNFH
Wiredoeet Macia Pllipar Motfios [oe wisllmndn For e informatan] S 03ME
Wikl 5 Hollin « TERT LS5
P Werkrers 57 Heldh - B35S
@, T Wendosss D Hoktte - VB2 35T
T Weindosss T Holfte - 1BSZ105
Nﬁﬁaﬁﬂ 3 Windows P Hotfte - KEAZ4141
1) wendoves 1 photfi - KERERA146
1) warchoves 5 Piotdin < IBRTS1 19
) Winchowes 4P Holix - KESTEOS
) Werkws 40 Hietie {502 (S QOEMMME bor rore i oereabion)]
B Wincowes 1P Motie (SP2) [See QA9 IS For mans infiormation]
B Windowes P Hotfte {522) [See G250 For mone information]

. | - FECPIY ey o Fawre

The following screen will appear, select “Networking Services” and click “Details” to

continue.

Windows Components Wizard

Windows Components
ou can add o remove components of Windows <P,

To add or remove a component, cick the checkbor, & shaded Bow means that only
part of the componsnt will be instaled, To zee what's included in 2 componsnt, click
[retails,

LComponents:

[ e Message Queuing 00ME =~ |

¥ "w® MSN Exglorei 132 MB
: : 0.3 MEB

[ E:] Other M etk Fike and Pricg Services 00we

8l 36 Mastlnk: Faremas nnp >

Dezcrptiorr Containz 2 vanety of specealized, netwark-refated services and protocols.

Tatal digk. space regurad: 54.7 MB
Space avalable on disk 15268 MB

£ Back |[ Mest » |l Cancel
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The “Networking Services” will display on the screen, select “Universal Plug and Play’ and
click “OK” to continue.

Networking Services El

T add o renionve 3 component, cick the check boe A shaded bos means that arly pait
of bhe component wil be installed. To see what's inchaded n s component, cick Details,

Subpompanients ol Metwalking Sesvices

wand Conkral Clent

I SHIF‘ Ligterer 0OME
T 0OME
] J2 Univerzal Plug and Play n.2ME

Descoipbore  Allows you to find and confral lnkernat connection sharng hardwane and
zofbware that wees Universsl Plug and Plag.

Tatal disk space 1equined: S47ME

F =1
Spacs avalable an duk: 1926.8 ME

ot | | fcene

Please click “Next” to continue.

Windows Components Wizard

‘Windows Components
ou can add of remove components of Windowes KPP

To add or remaove & componenl, click the checkbox. A shaded box means that only

parl of the component wil b= installed. To s2e whal's included in & component, click,
Detailz.

_I;urru:umwﬂs*.
U] 5 Meszage Queurg DOME &

o] 5 MSH Esplores 13.2 ME

ﬂ K.

O gj] Dther Metwoik Fie and Print Senices DOME
W1 1288 Mgk Funiess M1 bR

Descnpbon: Contains a vaely of specialzed, netwcrk related seivices and protocols.

Takal disk space mquined: 54.7 MEB T ]
Space avalable on disk: 1926 2 HE

w

| < Back ” Mext J[ Cancel |
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The program will start installing the UPnP automatically. You will see the pop-up screen below.
Please wait while Setup configures the components.

Windows Components Wizard

Configuring Components
Salup & making the configration changes wou ragueshad,

. Flaasa wait winle Seiup corfiguies the components. This may kake
raveral minubss, depsrdng cnbhe componerts selschsd,

Stahur  Compleling corfipuretion of Inbemet Infomation Semices [[15]..

CTTTITITTTTI T T LTI ]

Please click “Finish” to complete the UPnP installation

Windows Components Wizard

Completing the Windows
Components Wizard

Youheve suzcessiuly compleled ihe Wirdows
Comporant: WWizend

To doge the vazaid, chck Frich.
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Double-click “My Network Places” on the desktop, and the “My Network Places” will display

on the screen. Double-click the UPnP icon with Internet Camera to view your device in an
internet browser.

T by Meteerh e en

e [N = FpoDen [ D [

4 J !‘ 7 e ¥ e

T ]
- P ICA-311000304F332468

G g where

;,1---- LY ST T

2.4.2 Windows 7

Go to Start > Control Panel > Network and Internet > Network and Sharing Center, if
network discovery is off; click the arrow button ' to expand the section.

Click Turn on network discovery, and then click Apply. i you are prompted for an
administrator password or confirmation, type the password or provide confirmation.

= X

Search Control Panel £
L7

View your basic network information and set up connections

- See full map
A ® (.

ENK-PC Internet
{This computer)

View your active nebwarks Connect to & network
Yiou are currently not connected to any nebworks.
Change your nebwgrkang settings
ﬁ, Set up a new cannection or netwark

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point,

Connect ta 2 nebwark

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Cheoose homegraup and sharing eptiens

Access files and printers located on other nebwork computers, or change sharing settings,

[ {* " proble
[S9 Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

5 I
Gee also

HomeGroup
Internet Options

Windows Firewall
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xX

@ '. &+, «« Network and Sharing Center » Advanced sharing settings - Search Controi Ponel

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. Yeu can choese specific options fier

each profile.
Home or Work W
Public {current profile) -~ E

Metwork discovery

When network discovery is on, this cumputer can see other network computers and devices and is
wsuhktu Ulher ndworlc com) utm Mhat is network discovery?
Y gunmnm N ]

LR Y Py Y E

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the metwork,

8 Turn on file and printer sharing
71 Turn off file and printer sharing

Public folder charing

When Public folder sharing is on, people on the nch\ UI‘I&. incl ud'lng homegreup members, can
&D

areeas filaz in tha Diikliz Faldere What ars th ikl
1anges Cancel

i, 30 S R R

ICA-4200V - ICA-4500V - ICA-5250V ICA-5350V - ICA-H610 - ICA-HM136 ICA-HM136
00304FA29270 00304FA26246 00304FA22EGE 00304FC3DEES
o i o[ o o 1 o i o
ICA-HM316W ICA-HM350 - ICA-HM351 - ICA-W1200 - MNVYR-1610-00:30:4 MNVR-3210-00:30:4 ICA-5550V
00304FAL2847 00304FALIDSFG 00304FA22EAG F:DA:12:95 F:60:00:02
oi o o o o o
ICA-HM132 ICA-HMT18 NVR-1610-00:30:4 ICA-5250 ICA-3110 ICA-HM316 ICA-HM220W
FAL:CC:DB
o i o 1 o ‘ o
ICA-3550V MVR-3250-00:30:4 NVR-420-00:30:4F ICA-HMEB20 ICA-HM126
F:60:00:A3 :A2:B6:F5

2.5 Setting up ActiveX to use the Internet Camera

The Internet Camera web pages communicate with the Internet Camera using an ActiveX
control. The ActiveX control must be downloaded from the Internet Camera and installed on
your PC. Your Internet Explorer security settings must allow for the web page to work correctly.
To use the Internet Camera, user must set up his IE browser as follows:

2.5.1 Internet Explorer 6 for Windows XP

From your IE browse = "Tools” = "Internet Options...” = "Security” =»"Custom Level...”,
please set up your “Settings” as follows:

Set the first 3 items
» Download the signed ActiveX controls
* Download the unsigned ActiveX controls

« Initialize and script the ActiveX controls not masked as safe to Prompt
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o | Dzearch iiFavortes Cddetoy | - S om
2 ilﬂ
@ content: | comections | Programs | advanced |
|
sekect a Yieh conketh 200 o speify s secunty RSN E 2|
® & O =
: W] Acover controls and phigHns -
i RAcalmifenet Tristas sites ] Downlzad signed Actied contols
Intermet
g, This zare contars al Web stes you
hawent placed n ather zones =d Acthves contrais
Secuwity teved For bhis zone

Custony @ Tritiaize and scipt Actived! controls nat marked e sa4fe

Custom settngs. O Cicabie

= To thangs the setongs, chck Custe O Enails

- To e the recommended settngs, | 7 {m
[ res - o o R ?
i | &
Raset cushom sektirgs |
=" | meeat bt [modim =] Apses I

= - B @ —

By now, you have finished your entire PC configuration for Internet Camera.

2.5.2 Internet Explorer 7 for Windows XP

From your |IE browse = "Tools” = “Internet Options...” =» "Security” =»”Custom Level...”,
please set up your “Settings” as follows:

Set the first 3 items
« Allows previously unused ActiveX control to run...
« Allows Scriptlets

« Automatic prompting for ActiveX controls

Security Settings - Internet Zone

Settings

@) Activei controls and plug-ins ~
@) Allow presiously unused Activel contrals to run without pron 0
(0 Disable
—
|#| Allove Scriptlets
(0 Disable
(_) Prompt
|| Automatic prompting For Activer controls

() Disable
(&) Enable]
|#| Binary and script behaviors

() Administrator approved
() Disable
(%) Enable

| Pierlz widan smd ariresbice ano2 o wshosns Fhab deee nekooes

4

*Takes effect after wou restart Inkernet Explorer

Reset custom settings

Reset (0! [jegium-Figh {default) v| [ Reset.. |

[ OF, ] [ Cancel ]

By now, you have finished your entire PC configuration for Internet Camera.
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2.5.3 Internet Explorer 7 for Windows Vista

From your IE browse = "Tools” ( "Internet Options...” ( "Security” ( "Internet”
("Custom Level...”, please set up your “Settings” as follows:

* Enable “Automatic prompting for ActiveX controls”
» Prompt “Initialize and script active controls not marked....”

Security Settings - Internet Zone ) == Sacurity Sattings - htsrat Zare B

il m———— e &

Settings

¢ ActiveX controls and plug-ns L
|#] Allow previously unused ActiveX controls to run without prom
@ Disable i
) Enable [
|#| Allow Scriptets
@ Disable
© Enable
-

|| Automatic prompting for ActiveX controls

() Disable Beanl
@ B & Trislon sned e b Ao conroks nos Tasosd 0n eate B e

Nary ana sCript Denaviors ) Ciesse recsTTeTIes]
) Administrater approved 1 Bz e e

B Pramat
@ o R Aoroed corrrok and S og-mn
41 Tierlzys virar snA smimstinn an 2 wshnans that dnac nntoes # e b = ey sl
] i j Y 0 (5 ] v
*Takes effect after you restart Internet Explorer *Tame effect &r g0 reehe | Iemes Dezoeee
Reset custom settings Aeest oisom R
Resetto: [Mad\umh\gh (default) v] [ Reset... l et i |I‘|¢|‘h.l"|f#‘| [EE = | Rpest.. | I

o [t

From your IE browse = "Tools” =& "Internet Options...” ( "Security” ( "Trusted Sites”
("Custom Level...”, please set up your “Settings” as follows:

* Enable “Automatic prompting for ActiveX controls”

* Prompt “Initialize and script active controls not marked....”

Swzzrity Settmgn - Truoted Sim Ione —_— ﬂ- Faczrity Satingn - Trated St Jone ﬁ'
| satings Setings
@ B ook rsd s - | Dy vk B Sremaion 5 b vesipage thad doss nal Las =
] e peeisty wrensd Aot conialy 3 run wibout pros B Csbls I
e Enatis
B Ershis | Depankusd g bctiesd conbas
4 thve Soiplen Dieahis
§ [omahls Enshis
| o | e
- o Derenkusd ursgnesd dctesi caniban
| o dartomuaic prorqrang b Areast Sonams & [imshie
ok Enahls
& [T -
¥, Inbnipe arg Tt Actwel contain nat rewhed an sl for @
ASTrET AT MO TueE [ 1
Camshis W Crshis
§ Crshls Prargrt
I i__Trminy::idan west animaen o= o e ae Sk A eb e a | T hm et e e o
*Taipm pHeC Rhes yol reEza ieeme ¢ Epiores { *Takes pHect sher et -ieeet Cpiores
Awest otz st gy Aest nuttzer athegn
Hesst i [t feindl) = Rgert... | Hesti 0 (e bdetil) =| At |
| o ] Cancal o ] Cancal
—_ e — -—

By now, you have finished your entire PC configuration for Internet Camera.
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Chapter 3. Web-based Management

This chapter provides setup details of the Internet Camera’s Web-based Interface.

3.1. Introduction

The Internet Camera can be configured with your Web Browser. Before configuring, please
make sure your PC is under the same IP segment as Internet Camera.

3.2. Connecting to Internet Camera

A. Use the following procedures to establish a connection from your PC to the Internet
Camera.

B. Once connected, you can add the camera to your Browser’s Favorites or Bookmarks.

Start the web browser on the computer and type the IP address of the camera.
The Default IP: “http://192.168.0.20"

f.‘f PLANET IF Surveillance Webh Management - Windows Intermet Explorer

2| 192.168.0.20

The login window of Internet Camera will appear,
Default login username and password is: admin and admin

r 3
Windows Security Iﬁ

The server 192,168.0.20 at IPCam requires a username and password.

1l |User name |

|Passwcrcl |

Remember my credentials

If the User Name and Password have been changed with PLANET IP Installer,
please enter the new User Name and Password here.

Web browser may display the “Security Warming” window, select “Yes” to install and run the
ActiveX control into your PC.

ET http:£/192.168.0.20/ - Microsoft Internet Explorer E;g

@Back - @ \ﬂ \E"‘ ;. /' Search J\\ Favarites @Medua {;31 - i3

address | @] hitpif192.168.0. 200

v BYeo  Lnks >

Security Warning,

Do you want to install and run
“hittpe 4132 168.0 20/L T AdfinvfebPush cab™?

The publsher cannot be determined dus to the problems
below:

Authenticods signature not found

Yes | Mo [ Marelnio

] Opering page http:/j192.168,0.20/LT/Main_Menw.htm?user=adminaccess=1aiframe=1... D Internet
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After the ActiveX control is installed and run, the first image will be displayed.

@ PLANET

< Metworking & Commusication

HD IP Camera

201 4/APR/14 14:51:01 Size:1280<800 FPS: 18

default IVI | Streaming 1 IVI Chatting: O Online Visitor : 1 Relay Out: Clon @ oFrF

If you log in the camera as an ordinary user, setting function will be not available. If
you log in the camera as the administrator, you can perform all the settings provided
within the device.

3.3 Live Viewing

Start-up screen will be as follows no matter you are an ordinary user or an administrator.

1 2
@ PLANET S &8

HD IP Camera

| (Iefauﬁ |r]| | Strean.‘lingﬁ ;Jl Chatting: D Online Visitor : 1 |Relay Ourt: CJ on ®0FF
n = 7 o

=4 . 0 o
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(1)Configure

3

Get into the menu for configuration.

(2)Snapshot

-

“©

Sl \/ideo Snapshot

(3)Status Bar

Show system time, video resolution, and video refreshing rate

(4)Screen Size

Select video screen “default, 1/2x, 1x, 2x” for view currently
camera screen size

(5)Streaming Select

Select video streaming source (When streaming 2 setting in
F'Video Setting ; is closed, this function will not display)

(6) Chatting

Please check this item to execute two-way audio function, then
connect speaker to camera so that user can hear the voice
from PC.

(7) Online Visitor

Shows how many people connect to this IP camera

(8) Relay Control

Control the relay which is connected to this camera

Double-click the video and it will change to full screen mode. Press “Esc” or double-click the
video again, it will change back to normal mode. Right-click the mouse on the video, it will

show a pop-up menu.

anapzhot

Eecord Start

Full Sereen

SO0
FrameBuoffinfe: ¥

I-EIF Enable digital zoom

Zoom Factors: 113 %

100% 400%

Snapshot Save a JPEG picture.
Record the video in the local PC. It will ask you where to save
Recorastart | e vee To slop recodg nftl e mouse sgan
Media Player to play the recorded file.
Full Screen Full-screen mode.
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Enable zoom-in and zoom-out functions. Select “Enable
ZOOM digital zoom” option first within the pop-up dialogue box and
then drag and drop the bar to adjust the zoom factors.

Build a buffer to accumulate several video frames and play at a
regular interval. This function can make video smooth-going

FrameBufferSec when the Network speed is slow and lag. If you select “100”,
the interval between every frame is fixed to 100 mSec. The

slower the Network is, the bigger value should be selected.
The default value is null.

3.4 Configuration

to go back to the live video

System Information
Server Information

Lksar Management
Barvar Nams: FLANET IF Camerz [ ststus Bar
LED Indi=stor: & an ) OFF
System Update ~
Languags : (= English O Wi O R O Franch
' Russtan > itaiian ) spanish O Garman
P 3atting - - -
1 portugusss 00 Rolish D) Japansss
o — 05D Setting
Tims stamp: (% Enatded ' Disablag
FPPOE & DDN3 Position: (% Top-Left ) Top-Right 2! Botbom-Latt 2! Botbom-Right
Taxt: = Enabled ) Disabled
Sarver[MallFTP_)
0SD_Display | HRNEen
Time Setting
Farver Tims: T3S 15:15:12 Tima Zons: GMT+08:00
Dats Format: = ywmmida 20 mmedady T gaimmeyy

Timsa Zons:

[J Enzbi= oayught saving:

O NTR:
NTP Sarver :
Updats : I-:Lr
Timashift: [ [Minutes [-1440 1440]
) synehronizs with PCs tima
st
O manual
oot

'E:' Tha gats and tims ramzin the sams

3.5 System

3.5.1 System Information

1. Server Information: Set up the camera name, select language, and set up the camera time.
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(1)Configure

3

Get into the menu for configuration.

(2)Snapshot

-

“©

Sl \/ideo Snapshot

(3)Status Bar

Show system time, video resolution, and video refreshing rate

(4)Screen Size

Select video screen “default, 1/2x, 1x, 2x” for view currently
camera screen size

(5)Streaming Select

Select video streaming source (When streaming 2 setting in
F'Video Setting ; is closed, this function will not display)

(6) Chatting

Please check this item to execute two-way audio function, then
connect speaker to camera so that user can hear the voice
from PC.

(7) Online Visitor

Shows how many people connect to this IP camera

(8) Relay Control

Control the relay which is connected to this camera

Double-click the video and it will change to full screen mode. Press “Esc” or double-click the
video again, it will change back to normal mode. Right-click the mouse on the video, it will

show a pop-up menu.

anapzhot

Eecord Start

Full Sereen

SO0
FrameBuoffinfe: ¥

I-EIF Enable digital zoom

Zoom Factors: 113 %

100% 400%

Snapshot Save a JPEG picture.
Record the video in the local PC. It will ask you where to save
Recorastart | e vee To slop recodg nftl e mouse sgan
Media Player to play the recorded file.
Full Screen Full-screen mode.
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3. Server time setting : Select options to set up time - “NTP”, “Synchronize with PC’s time”,
“Manual’, “The date and time remain the same”.

Time Setting
Server Time: 2013618 15:25:23 Time Zone: GMT+08:00

Date Format: {i} yy'mmidd {:} mmiddiyy G‘ ddimmiyy

Time Zone: | GMT+08:00 |

|:| Enable Daylight Saving:

Ot

NTP Server: |pool.ntp.org |

Update : Hu:uur
Time Shift : Dfﬂinu:es [-1440..1440]

'D' Synchronize with PC's time

Date : 20136118 |

Time : 15:24:39 |
) Manual

Date : 20136018 |

Time : 15:15:38 |

'@' The date and time remain the same

3.5.2 User Management

IP camera supports three different users -- administrator, general user, and anonymous user.

Anonymous User Login
Oves  @no

Add User

Username:| |

Password: | |

Cu:rrlfirrn:| |

AddiSet
User List
Username User Group Modify Remove

admin Administrator Edit e

Yes : Allow anonymous login

Anonymous User Login No : Need user name & password to access this IP camera

Add user Type the user name and password, and then click “Add/Set”.

Click “edit” or “delete” to modify the user
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; Dzer_Sethng - Microsoft Intermet Explorer

| >
Username: |admin |

Password: |

Confirm: |

3.5.3 System Update

Firmware Upgrade
Firmware Version:

Hew Firmware;

Reboot System

Factory Default

Setting Management
Save As a File:

Hew Setting File:

VB1.0.36_PL

Start
Start

Right click the mouse button on Setting Download and then
select Save As to save current system's setting in the PC.

Firmware Upgrade

To update the firmware online, click “Browse...” to select the
firmware. Then click “Upgrade” to proceed.

Reboot System

Re-start the IP camera.

Factory default

Delete all the settings in this IP camera.
(Not include IP address)

Setting Management

User may download the current setting to PC, or upgrade from
previous saved setting.

Setting download:

Right-click the mouse button on Setting Download - Select “Save AS...” to save current IP
CAM setting in PC > Select saving directory > Save

Upgrade from previous setting:

Browse > search previous setting - open - upgrade > Setting update confirm - click
index.html to return to main page
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3.6 Network

3.6.1 IP Setting
IP camera supports DHCP and static IP.

IP Assignment
O pHeP
® static
IP Address: 210.66.155.81
Subnet Mask: 255.255.255.224
Gateway: 210.66.155.94
DHS 0: 168.95.1.1
DHS 1: 8.5.5.8

IPvE Assignment

i*! IPvé Enabled:

D Manually setup the IPvé address:

DHCPw6: © Enabled @ pisabled
Port Assigniment
Web Page Port: 30
HTTPS Port: 443
UPnpP
UPnP: ® Enabled  pisabled
UPnFP Port

Forwarding: O‘ Enabled @ Digabled
External Web Port: 30
External HTTPS Port: | 443

External RTSP Port: 554
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RTSP Setting
RTSP Server:

RTSP Authentication:

RTSP Port:
RTP Start Port:
RTP Endl port:

'@' Enabled C‘ Disabled

Disable |
554

5000

000

[1024..9997]
[1027..10000]

KMulticast Setting (Based on the RTSP Server)

Streaming 1:
IP Address:

Port:
TTL:
Streaming 2:
IP Address:
Port:
TTL:
ONVIF
CHVIF:
Security:
RTSP Keepalive:
Bonjour

Bonjour:

Bonjour Hame:

234.5.6.78 [224.3.1.0 ~ 239.255.255.255]
GO00 [1~ 65535]

15 [1~ 255]

234.5.6.T9 [224.3.1.0 ~ 239,255.255.255]
GO0 [1~ 65535]

15 [1~ 255]

@v220  Owtr Opisabled

C‘ Enabled '@' Disabled

'@' Enabled C‘ Disabled

C‘ Enabled '@' Disabled

G 30AF268E:21

LLTD {Link Layer Topology Discovery)

LLTD: & Enabled ) pisabled
Using DHCP, IP camera will get all the network parameters
DHCP :
automatically.
Static IP Please type in IP address, subnet mask, gateway, and DNS

manually.

IPv6 Assignment

IPv6 is a newer numbering system that provides a much larger
address pool than IPv4, which accounts for most of today’s
Internet traffic. You can set up IPv6 manually by keying in
Address, Gateway, and DNS, or enabling DHCP to assign the
IP automatically.

Port Assignment

User may need to assign a different port to avoid conflict when
setting up IP assignment.
(1) Web Page Port: setup web page connecting port and
video transmitting port (Default: 80)
(2) RTSP Port: setup port for RTSP transmitting (Default:
554)
(3) RTP Start and End Port: in RTSP mode, you may use TCP
and UDP for connecting. TCP connection uses RTSP Port
(554). UDP connection uses RTP Start and End Port.

UPnP

This IP camera supports UPnP. If this service is enabled on
your computer, the camera will automatically be detected and
a new icon will be added to “My Network Places.”

Note: UPnP must be enabled on your computer.

UPnP Port Forwarding

When the camera is installed under a router, enable UPnP
Port Forwarding to let the router open ports so that the video
streams can be sent out from a LAN. Set Web Port, Http Port,
and RTSP port, and make sure your router supports UPnPTM
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and the function has been activated.

RTSP Server

enable or disable RTSP server

RTSP Authentication

"Disable" means everyone who knows your camera IP
Address can link to your camera via RTSP. No username
and password are required.

Under "Basic" and "Digest" authentication mode, the camera
asks the user to give username and password before
allows accessing. The password is transmitted as clear text
under basic mode, which provides a lower level of security
than under digest mode.

Make sure your media player supports the authentication
schemes

RTSP port

RTSP Port: setup port for RTSP transmitting (Default: 554)
RTSP Start and End Port: in RTSP mode, you may use TCP
and UDP for connecting. TCP connection uses RTSP Port
(554). UDP connection uses RTSP Start and End Port.

Multicast Setting (Based
on the RTSP Server)

Multicast is a bandwidth conservation technology. This
function allows several users to share the same packet
sent from IP camera. To use Multicast, appoint IP
Address and port here. TTL means the life time of
packet, The larger the value is, and the more users can
receive the packet.

To use Multicast, be sure to enable the function "Force
Multicast RTP via RTSP" in your media player. Then key
in the RTSP path of your camera: "rtsp://(IP address)/" to
receive the multicast.

ONVIF

The IP camera supports ONVIF v1.01 / v1.02 / v2.10 standard
for to integration.

Under ONVIF connection, the video will be transmitted by
RTSP. Be sure to enable the RTSP server in IP setting, or
you're not able to receive the video via ONVIF.

RTSP Keepalive

When the function is enabled, the camera checks once in a
while if the user who links to the camera via ONVIF still keeps
connecting. If the connection had been broken, the camera
stop transmitting video to user.

Bonjour

This function enables MAC systems to link to this IP
camera. Key in the name here.

The web browser "Safari" also has Bonjour function. Tick
"Include Bonjour" in the bookmark setting, and you can see the
IP camera appearing under the bonjour category. Click the icon
to connect the IP camera.

LLTD

If your PC supports LLTD, enable this function then you can
check the connection status, properties, and device position
(like IP address) of this IP Camera in the network map.

In the computer running Windows Vista or Windows 7, you
can find LLTD through the path:

Call out the Control Panel — Network and Internet —
Network and Sharing Center — Click "See full map"
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3.6.2 Advanced
Https(Hypertext Transfer Protocol Secure)
Created Request

Subject: | C=TW,ST=,L=,0=, 0=, Cli= |
Date:  [2012i0cti23 19:08:33 |

Content Remowve
Installed Certificate
Subject: |C=TW,sT=,L=, 0=, 0U=,Cli= |
Date:  [Mar 1408:45:42 2038 GMT |

Content Remowve

HTTP & HTTPS | v|

Https can help protect streaming data transmission over the internal on the higher security
level. You can select the connection type. "Https" means user cannot connect the camera via
Http protocol. The Https path will be: "https://(IP address)/". If you select "Http & Https", both
the Http and Https path can be used to access the camera.

Remove the existing setting: Before setting new request, please remove old secure
identification. Select "Http" connection type and click "Remove".

Created Request
Subject | C=TW, 5T=, 1
Date: 2011/Sepi23 10:04:17 :
Content E
Installed Certificate
Subject: | C=Tw, ST
Date: Apr 23 09:05:24 2011 GMT

( Ic.om‘om ] l’ Remove |

Http -

Created Request: Setting the secure identification and apply it

Create Request
Country:

State or province:

Locality:

Organization:

Organizational Unit:

Common Name:
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There are two ways to set Certificate- Install Signed Certificate or Create Self-Signed
Certificate.

Install Signed Certificate
Signed Certificate: _EE...

Apply
Create Self-Signed Certificate
Country:
State or province:
Locality:
Organization:
Organizational Unit:

Common Hame:

Validity: Days

| Apply

SNMP (Simple Network Management Protocol)

SNMP provides a simple framework for administering networked hardware. To manage
the IP camera, you have to prepare an MIB browser or similar tools first. SNMPv1,
SNMPv2c¢, and SNMPv3 can be enabled simultaneously.

SNMPv1 and SNMPv2:

SNMP
SHMP Setting
ClsNmMPvt  [¥] SHNMPv2c
Write Community: write
Read Community: public

The term "Community name" in SNMPv1 and SNMPv2c¢ can be roughly regarded as key.
The person who has the community name has the authority to read or edit the information of
IP camera via SNMP.

Tick the box to enable SNMPv1 or SNMPv2c¢ protocol, and specify the community name for
write (read and write) and read (read-only). The user who use read community nhame to
access the IP camera cannot modify any data of this camera.

SNMPv3:
¥ sumpy3
Write Security Hame: write
Authentication Type: ®mps O sHa

Authentication Password:

Encryption Type: @ DES 'D' AES
Encryption Password:

Read Security Hame: public

Awthentication Type: @' MD5 {:} SHA
Awthentication Password:

Encryption Type: '@' DES {:} AES

Encryption Password:

37



@ PLANET

Networking & Communication HD Ultra-mini Bullet IR IP Camera
ICA-3110

For data security reason, the authentication and encryption assurances are added
when developing SNMPv3. The user has to give not only the security name (the same as
"community name" in v1&v2c, or sometimes we call it "context name") but the password in
order to access the IP camera. Please set security name, authentication type,
authentication password, encryption type, encryption password of write and read
respectively. The password must be 8~64 bits in length.

Different from SNMPv1 and v2c, the user have to create an account when using SNMPV3.

In the account parameters, key in the security name and password you set in the camera to
get accessing.

SNMPv1/SNMPv2 Trap:

Trap Address:
Trap Community: public

Trap Event: D Cold Start
|:| Setting Changed
|:| Hetwork Disconnected
|:| V3 Authentication Failed

D ShCard Insert/Remove

Trap is a mechanism that allows the managed device to send messages to manager
instead of waiting passively for polling from the manager. Specify the trap event. When
those events happen, the camera will send the ring message to the Trap Address, which is

usually the manager's IP address. Trap Community means the community that can receive the
trap message.

» Cold Start: The camera starts up or reboots.

+ Setting changed: The SNMP setting is changed.

» Network Disconnected: The network connection was broken down. (The camera will send
trap messages after the network being connected again)

V3 Authentication Failed: A SNMPv3 user account tries to get authentication but failed. (Due
to incorrect password or community)

» SD Insert / Remove: A Micro SD card is inserted or removed.
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Access List
IP FILTER
IP Address Filter Setting

IPvd Setting:

@ allow C’ deny

single | v jaddress:

IPv4 List:
[ho. [IP Address [Fitter [Action

D Allow admin ip address always access this device

Admin ip address:

You can deny an IP address or a range of IP address so that they cannot access the IP camera. Tick
the "enable" box, key in the IP address you want to deny, select” deny" then click” Add" to add it to
the list.

You can also choose to deny a range of IP addresses but allow one or several of them. Take the
picture above for example, IP address 192.168.50.151~161 is not allowed to connect to the camera,
but only 192.168.50.159 can access.

In the list "allow" condition must be ranked before "deny" condition.

For example, if we exchange the sequence, set "Deny: 192.168.50.151~192.168.50.161" for the first
item and "Allow:192.168.50.159" for the second item in the list, the IP "192.168.50.159" turns out to
be denied by the camera because the "deny" condition has the priority according to our ranking way.

QoS/DSCP (Quality of Server/Differentiated Services Code-point)

QoS/DSCP
QoS/DSCP Setting
¥| Enable QoSiDSCP
Live Stream: L] (0~63)
Event | Alarm: o (0~63)
Management: L] (0~63)

DSCP specifies a simple mechanism for classifying and managing network traffic and provide QoS
on IP networks. DSCP is a 6-bit in the IP header for packet classification purpose.
The number 0~63 for Live Stream, Event / Alarm, and Management represent the ratio that the

39



@ PLANET

Networking & Communication HD Ultra-mini Bullet IR IP Camera
ICA-3110

bandwidth is divided. For example, if you set 5, 10, and 20 for the three items, then the bandwidth of
the three items is 5:10:20. There is no difference between setting "0, 0, 0" or "63, 63, 63" because
under these two settings, the three items will get equal bandwidth (1/3).

The three stream control protocols are as follows:
* Live Stream (Video and audio): RTP / RTSP

* Event/Alarm : FTP/SMTP/ SAMBA/ SIP
* Management: HTTPS / HTTP / SNMP

The "Management" stream handles both the live view and the setting area of the
web page on which the data is transferred via http/https protocol. If you prefer to
distribute more bandwidth when using the web browser to access the camera,
please adjust the Management stream.

IEEE 802.1x

IEEE 802.1x/EAP-TLS
IEEE 802.1x Setting
Enable IEEE 802.1x

Eapol version: S| v2
Identity:
Private key password:
Apply
. Upload
CA certificate:
Browse
Status:
Upload
Client certificate:
Browse
Status:
Upload
Client private key:
Browse. ..

Status:

IEEE 802.1x is an IEEE standard for port-based Network Access Control. It provides an
authentication mechanism to device wishing to attach to a LAN or WLAN.

The EAPOL protocol supports service identification and optional point to point encryption over the
local LAN segment.

Please check what version of the authenticator and authentication server support. This camera

supports EAP-TLS method. Please enter ID and password issued by the CA, and then upload
related certificates.
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3.6.3 PPPoE & DDNS

PPPoE & DDMNS
PPPoE Setting
(O Enabled  (* Disabled

Username:
Password:
Send mail after PPPoE dialed
|:| Enabled
Subject: PPPoE From PLAHNET IP Camera

DDNS Setting
(® Enabled O Disabled
Provider: PLANET EASY DONS +
Username:

Schedule Update: 30 Minutes
State

Idle

Hote:

1. Schedule Update: Depends on the input time of Schedule Update, it
will update DDNS's web site automatically. The time range is from
5 to 5000 minutes,
*0: It will not update.

2.dyndns.org & 3322.0rg: Update once per day is recommended
(1440 minutes per day). f updated too frequently, it will be
blocked.

PPPoE: Stands for Point to Point Protocol over Ethernet

A standard builds on Ethernet and Point-to-Point network protocol. It allows Internet camera to
connect to Internet with xDSL or cable connection; it can dial up your ISP and get a dynamic IP
address. For more PPPoOE and Internet configuration, please consult your ISP.

It can directly connect to the xDSL; however, it should be set up on a LAN environment to
program the PPPoE information first, and then connect to the xDSL modem. Power on again,
then the device will dial on to the ISP connection to the WAN through the xXDSL modem.

The procedures are:

(1) Select “Enabled” to use PPPoE.

(2) Key-in username and password for the ADSL connection.

(3) Send mail after dialing : When connected to the Internet, it will send a mail to a specific
mail account. For the mail setting, please refer to “Mail and FTP” settings.

DDNS: Stands for Dynamic Domain Name Server

The device supports DDNS. If your device is connected to xDSL directly, you might need this
feature. However, if your device is behind a NAT router, you will not need to enable this feature.
Because DDNS allows the device to use an easier way to remember naming format rather
than an IP address. The name of the domain is like the name of a person, and the IP address
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is like his phone number. On the Internet we have IP numbers for each host (computer, server,
router, and so on), and we replace these IP numbers to easily remember names, which are
organized into the domain name. As to xDSL environment, most of the users will use dynamic
IP addresses. If users want to set up a web or an FTP server, then the Dynamic Domain Name
Server is necessary. For more DDNS configuration, please consult your dealer.

Your Internet Service Provider (ISP) provides you with at least one IP address which you use
to connect to the Internet. The address you get may be static, meaning it never changes, or
dynamic, meaning it’s likely to change periodically. Just how often it changes, it depends on
your ISP. A dynamic IP address complicates remote access since you may not know what
your current WAN |P address is when you want to access your network over the Internet. The
solution to the dynamic IP address problem comes in the form of a dynamic DNS service.

The Internet uses DNS servers to look up domain names and translates them into IP
addresses. Domain names are just easy to remember aliases for IP addresses. A dynamic
DNS service is unique because it provides a means of updating your IP address so that your
listing will remain current when your IP address changes. There are several excellent DDNS
services available on the Internet and best of all they're free to use. One such service you can
use is www.DynDNS.org. You'll need to register with the service and set up the domain name
of your choice to begin using it. Please refer to the home page of the service for detailed
instructions or refer to Appendix E for more information.

DynDns.org, the procedures are:

(1) Enable this service

(2) Key-in the DynDNS server name, user name, and password.

(3) Set up the IP Schedule update refreshing rate.

(4) Click “Apply”

(5) If setting up IP schedule update too frequently, the IP may be blocked. In general, it is
recommended to schedule update every day (1440 minutes).

DDMS Setting
@ Enabled O Disabled
Provider: dyndns.org w
Hostname: heaventea.dyndns-free
Username: heaventea
Password: T
Schedule Update: 30 IMinutes
State
Icle
Mote:

1. Schedule Update: Depends on the input time of Schedule Update, it will
update DDNS's web site automatically. The time range is from 5 to
5000 minutes,

*0: It will not update,
2.dyndns.org & 3322.0rg:; Update once per day is recommended (1440

minutes per day). If updated too frequently, it will be blocked.
Apply

DDNS Status

(1) Updating : Information update

(2) Idle : Stop service

(3) DDNS registration successful, can now log by http://<username>.ddns.camddns.com :
Register successfully.

(4) Update Failed, the name is already registered : The user name has already been used.
Please change it.
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(5) Update Failed, please check your Internet connection : Network connection failed.
(6) Update Failed, please check the account information you provide : The server, user name,
and password may be wrong.

This model adds Planet easy DDNS that when enabled, this function will occur host name with
PLANET DDNS and end six of MAC automatically. User does not need to go to web of
www.planetddns.com to apply for the new account.

3.6.4 Mail & FTP & SAMBA

To send out the video via mail, FTP and Samba, please set up the configuration first.

Mail Setting:

Mail Setting
Login Method:
Mail Server: |mai|.planet.com.tw |
Username: |admin |
Password: |u.n |
Sender's Mail: |suppor1@planet.com.tw |
Receiver's Mail: |planet.test@gmai|.com |
Bee Mail | |
Mail Port: |25 (Default 25)
(] secure Connect; TLS SSL

FTP Setting

Samba (Network storage)

Set up the server address and account information of your e-mail. Click “Apply” to save the
setting, then use “Test” button to test the server connection. A message box will tell you “OK!”
If it works, a test e-mail will be sent to receiver’'s mail address.

FTP Setting:

-
Mail Setting
FTP Setfing

FTP Server: 192.168.0.174 |

Username: |admin |

Password: (asnee |

Port:

Path: (VOLUMEZ/ADMINftest |

oce:

Createthefolder: | Yes  (ex:Path20100115/121032m.avi

Set up the server address and account information of your FTP. Click “Apply” to save the
setting, then use “Test” button to test the server connection. A message box will tell you “OK!”
if it works, and a test file will be uploaded to FTP space.
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In PORT mode, the FTP server builds the connection to the user’s data port actively. However,
from the user-side firewall’s standpoint, the action of connecting from FTP server is often
considered to be dangerous and should be blocked. In PASV mode, the problem is solved:
The FTP server waits for the data transmission connection built by the user. Make sure that
the server supports the mode you select.

Samba Setting:

Server Settings
Mail Setting
FTP Setting
Samba (Network storage)
Location: 192.168.0.124\share (ex:\Nas_ip\folder)
Workgroup: workgroup
Username: admin
Password: T
Create the folder: Yes “ (ex:Path/20100115/121032m.avi)

Select this option to send the media files via a network neighborhood when an event is
triggered. Click “Apply” to save the setting, then use “Test” button to test the server connection.
A message box will tell you “OK!” if it works, and a test document will be created in the
location.

If the test fails, check the sharing setting of your location folder. The folder properties must be
“shared” and the permissions must be “Full Control” as the picture.

Samba only supports one layer folder.

3.7 A/V Setting

3.7.1 Image Setting

For the security and privacy purposes, there are three areas that can be set up for privacy
mask. Click Area button first and drag an area on the above image, and remember to save
your setting. The masked area will not show on both the live viewing and recording.
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Privacy Mask

Image Setting
Brightness:
Contrast:
Hue:
Saturation:
Sharpness:
AGC:

Shutter Time:
Sense-Up:
D-WDR:

Anti Fog:

Lens Distortion
Correction:

Video Orientation:

Day & Hight:
Hight to Day Lux:
Current Lux:
Red Gain:

Denvise:

. Areal ] [ Area 2 ]. Areal ][ Save ]

Q0 =] FTH= 22

Light Sensor Mode b
'L) [ Thux |» | {about) Day to Hight Lux: | 3 lux

1000 [v
17130 3

[[] W

L[] W

0 v |1
1] w

[[] s

16 | »

Outdoor | %

115 |»

Off W
DEnaI}Ie

Off w
DFlip Cmirror

| {ahout)

Blue Gain: |0 |+

w20 (1 hd

(1) Image adjust

Brightness, Contrast, Hue, Saturation, Sharpness can be
adjusted here. The available values are: -4, -3, -2,-1,0, 1, 2, 3,
4

(2) AGC

The sensitivity of the camera can adjust to the environmental
lighting. Enable this function for getting brighter image on low
light, but the level of noise may also increase. The available
values are: 8x, 16x, 24x, 32x

(3) Shutter Time

Choose as the location of your camera or fixed shutter time.
The shorter the shutter time is the less light the camera
receives and the image becomes darker.

(4) Sense-Up

This function increases the sensitivity of camera to get brighter
image at night. The smaller the value you select, the slower the
shutter speed becomes so that the image will get brighter, and
moving subjects might be blurred.

Digital wide dynamic range. This function enables the camera
to reduce the contrast in the view to avoid dark zones as a

- result of over and under exposure. e Input resolution is

5) D-WDR It of d und If the Input lution i
30fps, the default value is fixed on ENABLED. The available
values are: OFF,1,2,3,4,5,6,7,8

(6) Anti Fog Improve the image clarity on environments presenting high

levels of fog or smoke.

(7) Lens Distortion
Correction

Correct the image in the borders due to the lens angles. The
available values are: OFF, 1,2,3,4,5,6,7, 8

(8) Video Orientation

Flip or mirror the image.

(9) Day & Night

The camera can detect the light level of the environment. If
you choose "Light Sensor Mode", the image will be turned
black and white at night in order to keep a clear image. To set
light sensor mode, appoint a Lux standard of switching D/N.
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The current Lux value is provided for reference. Under "Times
Mode" the switch time of Color / Black and white will be
according to the given time. You can also control it by
choosing "Color" or "B/W”.

(10) Red / Blue gain

Set the values for Red / Blue gain. The available values are:
-5,-4,-3,-2,-1,0,1,2,3,4,5

(11) Denoise

This function is able to filter the noise and blur from the image
and show a clearer view. You can set the values for 2D and
3D filters.

3.7.2 Video Setting
Video Setting

Video System:

HTSC »

Video System: click the drop down list to select the system type “NTSC/PAL” and TV Output

(analog signal).

Basic Mode :
Streaming 1 Setting
'@' Basic Mode
Resolution:
Profile:
Guality:
Video Frame Rate:
Video Format:
RTSP Path:
Streaming 2 Setting

'@' Basic Mode

C‘ Advanced Mode

1280x800 |+
Main W
Best W
0 FPS |w
H.264 |«

exrtsp/IP_Address!  Audio:G.T1

C‘ Advanced Mode {ﬂ: Close

Resolution: 1280x800 | »
Profile: Baseline | v
Guality: Medium | v
Video Frame Rate: 15 FPS | »
Video Format: H.264 |
RTSP Path: w2 exirtsp/IP_Addressiv?  Audioz. TN
1280x800@30fps,  1280x720@30fps,  640x480@30fps,
Resolution 320x240@30fps, 176x144@30fps
(Max Video Frame Rate for both streaming combined is 30 FPS)
Profile Choose between Main or Baseline.
There are 5 levels:
Best/ High/ Standard/ Medium/ Low
Quality

The higher the quality is, the bigger the file size is. Not good for
internet transmission.
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Video Frame Rate

The video refreshing rate per second. The max
Value is affected by the input resolution you choose.

Video Format

H.264 and JPEG.

RTSP Path

Set the RTSP output connecting route.

Advanced Mode :
Streaming 1 Setting
C‘ Basic Mode

Resolution:

Profile:

Bitrate Control Mode:

Video Quantitative:

Video Bitrate:

Video Frame Rate:

GOP Size:

Video Format:

RTSP Path:
Streaming 2 Setting

C‘ Basic Mode

'@' Advanced Mode

1280x800 |+
Main el

Ccer @vuer

o W

30 FPS v

1XFPS || GOP =30
H.264 [+

exitsp/IP_Address!  Audio:G. 71

@ Advanced Mode C‘ Close

Resolution: 1280x800 | v
Profile: Baseline |+
Bitrate Control Mode: C CBR {;H VEBR
Video Quantitative: & W
Video Bitrate:
Video Frame Rate: 15 FPS | w
GOP Size: 1XFPS || GOP=15
Video Format: H.264 | »
RTSP Path: v2 exrrtspIP_Addressiv?  Audio:G.T11
1280x800@30fps, 1280x720@30fps, 640x480@30fps,
Resolution 320x240@30fps, 176x144@30fps
(Max Video Frame Rate for both streaming combined is 30 FPS)
Profile Chose between Main or Baseline.

Bitrate Control Mode

There are CBR ([ Constant Bit Rate )
Rate ) to use.

and VBR [ Variable Bit

CBR : 32Kbps~10Mbps (the higher the CBR is, the better the
video quality is)

VBR : 1(Low) ~10(High) — Compression rate, the higher the
compression rate, the lower the picture quality is; vice versa.
The balance between VBR and network bandwidth will affect
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picture quality. Please carefully select the VBR rate to avoid
picture breaking up or lagging.

The quality parameter of VBR. You can choose 1~10
Video Quantitative compression rate. The higher the value is, the higher the
image quality is.

The quality parameter of CBR. You can choose 32kbps ~

Video Bitrate 8Mbps. The higher the value is, the higher the image quality is.

The video refreshing rate per second. The max value is

VIGED G e affected by the input resolution you choose.

GOP Size It means “Group of Pictures”. The higher the GOP is, the better

the quality is.
Video Format H.264 and JPEG
RTSP Path RTSP output connecting route

3GPP Streaming mode:

IGPP Streaming Setting
® Open O close (Format=H.264)}

Resolution: F20240 | W

Video Bitrate: 256Kbps |+

Video Frame Rate: 15 FPS |

RTSP Path: vi exrtsp/IP_Addressiv:  Audio:AMR

The RTSP here is separated from the RTSP setting in the "IP SETTING".3GPP Streaming can still
work even you select "disabled" in the RTSP server option of IP Setting.

3GPP Resolution: 640 x 480 @15fps, 320 x 240 @ 15fps, 176 x 144 @ 15fps

Video compression: H.264, Audio compression: AMR.

3GPP Path: 3GPP output connecting route. If the IP address of your camera is 192.168.40.150,
and you key in "3g" in the column, the 3GPP path will be rtsp://192.168.40.150/3g.

3.7.3 Audio Setting

The IP camera supports 2-way audio. User can send audio from IP camera’s built-in microphone
to remote PC; User can also send audio from remote PC to IP camera’s external speaker.

(1) Audio from IP camera’s built-in microphone to local PC: select “Enable” to start this function.

The Audio compression format can be chosen from 3 options. You can also adjust the volume of
2-way audio.
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IP Camera to PC

® Enabled O pisabled

Audio Type: | G.711 (64Kbps) ¥ |

Adjust Volume

[ic-In: 4 (Max) »
Line-Out: 4 (Max)
Apply

(2) Audio from local PC to IP Camera: Check “chatting” on the browsing page.

‘/l &M HD IP Camera

201 4/APRI1 4 14:51:01 Size:1 280800 FPS: 18

detfaub | ¥ | Streaming 1+ Chatting: [ Ondine Visitor 11 Felay Out: ol & oFF
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3.8 Event List
3.8.1 Event Setting
Motion Detection
Area Setting:
Sensitivity:
[ area 1: CJE-mail [IFTP [Joutt [ save to 50 card [ Samba
[(lareaz Je-mail CJrte [Joutt [ save to sDcard [ 5amba
[ area 3 CJEe-mail CIFte [Joutt [ save to 50 card [ 5amba
Subject: |PLANET IP Camera Warning! |
Interval: a period of time ketween every two motions detected.
[] Based on the schedule
Record File
File Format: |A‘u’| File{with Record Time Setting) W
Record Time Setting
Pre Alarm: Post Alarm:
Network Dis-connected
Dis-connected: []save to 50 card
Metwork IP Check
IP Check: (Enabled @ Disabled
IP Address: |w1.-.lw.google.com

Interval:

D Connection failed four times. Reboot IP Camera.
Check failed:

D Save to SD card

IP camera allows 3-area motion detection. When motion is
triggered, it can send the video to some specific mail
addresses, transmit the video to remote ftp server and
SAMBA, and trigger the relay. To set up the motion area, click
“Area Setting”. Using mouse to drag and draw the area. The
same operation for area 2 and 3. If you select "save to SD
card", the video or sanpshot will be saved to Micro SD card. If
you also tick E-mail/ FTP/ Samba of "Log" option, the motion
detection log will be sent to E-maill FTP/ Samba
simultaneously.

Motion Detection
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Interval

For example, if you select "10 sec" here, once the motion is
detected and action is triggered, it cannot be triggered again
within 10 seconds.

Based on the
schedule

When the option box is ticked, only during the selected
schedule time the motion detection is enabled. That is, for
example, the 11th hour of Monday has not been colored in the
schedule table, then no action will be triggered even the
camera detects motion during 11:00~12:00 on Monday.

Record File Setting

IP camera allows 3 different types of recording file to change its

record size. When motion/alarm is triggered, there are 3

different types of recording modes:

(1) AVI File (With Record File Setting )

(2) Multi-JPEG (With Record File Setting), only with JPEG
compression format.

(3) Single JPEG (Single File with Interval Setting)

Record Time Setting

Pre Alarm and Post Alarm setups for video start and end time
when motion detects I/O, or other devices got triggered.

Pre/Post Alarm record time is based on record time
setting and IP cam built-in Ram memory. Limited by
IP cam built-in Ram Memory, when information is
too much or video quality set too high, it will cause
recording frame to drop or decrease on post alarm
recording time.

Network
Dis-connected

To avoid video loss, the camera will start to save the video
to local SD card when it detects no network connection. The
video recording will continuously be saved into SD card and
divided into every 10 minutes a file until the network is
reconnected successfully. The oldest file will be deleted if the
capacity of SD card is full.

Network IP check

Key in the target IP address and interval. The camera checks
once in a while according to the setting interval time if it can
link to the target IP address. If connection fails, the camera
starts to save the video to SD card

3.8.2 Schedule

Schedule

All |0
Maon.

Tue.
Wed.
Thu.
Fri.

Sat.

6 (7891011121314 1516|1718 |19(20(21|22 (23

Sun.

[ with schedule setup.
Shapshot

Enabled @ Disabled
Snapshot: Lle-mail LIrrp [ save to 5D card [ Samba

Interval: 10

Second(s) [1..50000]

File Hame: Shapshot
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After complete the schedule setup, the camera data will be
Schedule .

recorded according to the schedule setup.

After enable the snapshot function, user can select the storage
Snapshot position of snapshot file, the interval time of snapshot and the

reserved file name of snapshot.
Interval The interval between two snapshots.

3.8.3 1/0O Setting

The ICA-3110 supports 1 input/1 output. When input is triggered, it can send the video to some
specific mail addresses, transmit the video to remote ftp server, and trigger the relay and

SAMBA.

Input Setting
Input 1 Sensor: HN.O [+

/0 Setting

Input 1 Action: ClE-mail CIrrp Clout1 [ saveto SD card [ 1Samba

Subject; GPIO In Detected!
Interval: 10 sec |«
[] Based on the schedule
Ourtput Setting
Mode Setting: © onoff switch O Time Switch
Interval:

Alarm Input Setting

The GPIO I/O port input activates related action when 1/O input
is triggered.

Interval

For example, if you select "10 sec" here, once the motion is
detected and action is triggered, it cannot be triggered again
within 10 seconds.

Based on the
schedule

When the option box is ticked, only during the selected
scheduled time the I/O is enabled. That is, for example, the
11th hour of Monday has not been colored in the scheduled
table, then no action will be triggered even the camera detects
input signal during 11:00~12:00 on Monday.

GPIO Output Setting

The GPIO /O port output activates On/Off Switch, Slide Switch
or Pan/Tilt Module for use with relay box.

On Off Switch

The camera triggers the external devise and lasts for 10
seconds. You can turn off the alarm manually by clicking "off" at
the right bottom of the live video page.

Time Switch

The camera triggers the external device and lasts for certain of
time according to the interval setting, and the user is not
allowed to break off the alarm manually.

damage.

Please connect to propriety relay box to reduce the risk of electric shock and
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3.8.4 Log List

Sort by System Logs, Motion Detection Logs and I/0O Logs. In addition, System Logs and I/O
Logs won't lose data due to power failure.

System Logs
Logs
Motion Detection Logs
Logs
'O Logs
Logs
All Logs
Logs
3.8.5 SD card
Playback

Please Insert Micro SD card before using it. Make sure to push Micro SD card into the slot
completely.

Click the date listed on this page and it shows the list of the video. The video format is AVI.
Click the video to start Microsoft Media Player to play it. To delete the video, check it, and then
click "Del".

20121019 20121023 20121024
| sb card: << 856m/969M >>

Time Video Event Type ]
11:55:48 11554 8m.avi Mation Detection ]
12:22:16 122216m.av Motion Detection O
12:23.01 122301m.a Motion Detection ]
12:24:06 122406m.avi Mation Detection ]
12:25:04 122504m.avi Mation Detection |

Files link daily.

SD Management

Choose “The 1st day” means the recoding file will be kept for one day. For example, it is
five o’clock now. Choose “The 1st day”. The files will be kept from five o’clock yesterday to
five o’clock today.

The oldest file will be deleted if the Micro SD card is full.
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No 5D card
SD Management

Auto Deletion: Off ~ (Keep 1/ 2/ 3/ 4...days)

Off

The 1st day
The 2nd day
The 3rd day
The 4th day
The 5th da

The Tth day
The &th day
The 9th day
The 10th day
The 15th day
The 20th day
The 25th day
The 30th day

The use of the SD card will affect the operation of the IP Camera slightly, such as
affecting the frame rate of the video.

Copy to PC

You can insert the Micro SD card into PC and read the files directly, or use FlashGet instead to
download the files from IP camera. (In this way you do not need to pull out Micro SD card from
the camera.)

To use FlashGet for downloading the image and video data from the
Micro SD card, please follow the steps:

Time Video Event Type

024711 0247 11m.awvi Motion Detection
17:18:30 171830m.avi Maotion Detection
17:18:32 171832m.avi Maotion Detection

17:18:33 171833m.avi Motion Detection__

Copy shortout

Open FlashGet, select "File” — "Import" — "Import list", and find the ﬁﬁrl_(-_ILigt_fi_l'é 'gl_c_)u just saved.
The file name may be called "SD_list".

|¥| Default - FlashGet

FIEN Edit Yiew Manage Tools Help

Mew Download. .. F4
#dd Batch Download, ..

Open Taorrent File, .. Chrl4+0
Open Edzk Links... B

Lip {e]

Launch Downloaded File  Enter
Browse Folder Ctrl+Enter
Check For File Update

Download Again

Start FS
Pause F& . .
Schedule Alt+S File: name: |SD—|'St | [ Open ]
Start all Fa y

Files of type: iles [7.7 C |
Pause Al Fa = = |A" Files ) v| [ ancel ]

—
Export 4 Import Broke%ownloads e

Import Links From Local Files  Chrl+w
T

Exit
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FlashGet will show you the link list, and you can tick the files you want to copy to your PC. Give
the directory path in the new download window, and remember to enable "Login to Server":
Key in the IP camera user name and password.

Select URL Add new download
Hotize: Only selected URL{S) will be added. to job list. Right click mouse to customize. URL. hitp:#192 168.1. 714aif201 20810002471 m.avi
Refercer
Title URL
VI [E02e7 tmavi  htp102 1581 71201 2081 002471 L. S e =
7o 17185 i htp192 1581 T1fawifa01 2081 017183 i S,
FIE 17185 mavi  hip192.168.1 7L ievil301 208101 7183 2m e Earen N BRI EE | [(Brower ]
[ b 171833mawi  hitp:ff192.168.1 71/avif2013081 01 71833m avi Rename:  024711mavi
Login 1o Server: Enable SharelTrl
Ussrmame:  odmin [[]Open the Eile After Dowaload
Prvont;  [FreeE Thesds From meinsie |5 [2
3 Stert
Tmmediately [+
I3 . >
[ AdvPmp. | [ SiwBop |
Opt. | [ MekHighlight | [ Choom | | OK | [ Cancel
Save s defaull
Click OK to start download
| FlashGet
File Edit View Manage Tools Help
- g ) -
d @ HE [Sottware ]
New 1 Dir. Cipt. Home b
F_JﬁShGEt | Name Size Completed Percent Elapsed Laft Speed
%lewnhad B 171830umavi 1M [ 0% ] ood0io 235 86K
=
i@ o ibatl=d B 17183%mavi 206M [ 0% ] 000009
i Deleted b 171833m avi 1) 3 R\ A

FlashGet is a free software that can be downloaded from FlashGet official website. The
example above is based on FlashGet ver.1.9.6.1073
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Appendix A: 1/0 Configuration

1. 1/0 Connection

—m—— (GREEN)GND

—wi—+— (BLUE)DI

A. Please connect the G & DO pin to the external relay (buzzer) device.

When no event happens, DO output is 5V (DO and GND are disconnected). When the camera
detects event happening and triggers external alarm, DO output is OV (DO and GND are
connected).

5V OFF / Not Pulse

) 0 0 DO
Device " 5 GND
5V ON/Pulse
j (1A _@_‘
_ o DO
Device 5 GND

B. Please connect the G & DI pin to the external trigger device.

If you select "N.O" in "Input sensor setting", when external devise or circuit makes DI and GND
pin connected, the camera input alarm is triggered, and then camera will execute the action
user has set, for example, send snapshot to E-mail address.

If you select "N.C" in "Input sensor setting", when external devise or circuit makes DI and GND
pin disconnected, the camera input alarm is triggered, and then camera will execute the action
user has set, for example, send snapshot to E-mail address.
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Normal 5V
(N.O) 0 DI
Device & GND
5V Triggered
| 1\ @_
(N.O) DI
Device GND

C. 1/0 PIN definition

* GND (Ground): Initial state is LOW

* DO (Digital Output): DC 5V

+ DI (Digital Input): Max. 50mA, DC 5V

2.1/0 Setup
A. Click I/O Setting from the system setup page via IE, and check “Out1” to enable 1/O signal.

Input Setting
Input 1 Sensor: H.O M
Input 1 Action: E-mail MIFTP CJowt1 [JSaveto SD card [¥]Samba

Subject: GPIO In Detected!
Interval: 10 sec Ii]
[] Based on the schedule
Output Setting
Mode Setting: @ onoff switch O Time Switch
Interval: 10 sec

B. Output Test

After the external input and output hardware is installed, you can use the "Relay Out" bottom
on the live video page to test if DO / Relay Out works.

1) OnOff Switch mode:

Click "ON" and the camera will trigger the external output device. For example, your alarm
buzzer will continuously ring. You can manually break off the output signal by clicking "OFF".

Online Visitor : 1 I Relayout: CON & OFF I
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2) Time Switch mode:

Click "Pulse" and the camera will trigger the external output device for several seconds. The
duration length is according to the "interval" setting in Output Setting.
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Appendix B: PING IP Address

The PING (stands for Packet Internet Groper) command is used to detect whether a specific IP
address is accessible by sending a packet to the specific address and waiting for a reply. It's
also a very useful tool to confirm whether or not Internet camera installed or if the IP address
conflicts with any other device over the network.

If you want to make sure the IP address of Internet camera, utilize the PING command as
follows:

e  Start a DOS window.
e  Type ping x.x.x.X, where x.x.x.x is the IP address of the Internet camera.

The replies, as illustrated below, will provide an explanation to the problem.

Command Prompt

Microzoft Windows HP [Uersion 5.1.26881
<G> Copyright 1985-2881 Microsoft Corp.

ID:~Documents and Settings-Administrator>PING 192.168.8.268
Pinging 192.168 _8.20with 32 bhytes of data:

eply from 192_168.0.208: bhytes=32 time=ims TTL=b4
Reply from 192.168.8.20: hytes=32 time<{ims TTL=64
eply from 192.168.0.28: bytes=32 time<ims TIL=6b4
eply from 192_168.0.28: bytes=32 time<{ims TTL=64

statistics for 192.168.0.20:
: S8ent = 4, Received = 4, Lost = 8 (Bx loss).
Approximate vound trip times in milli-seconds:
Minimum = Bms. Maximum = ims. Average = Bms

ID:“Documents and Settingz“Adminiztrator>_

If you want to detect any other device that conflicts with the IP address of Internet camera, you
also can utilize the PING command but you must disconnect the Internet camera from the
network first.
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Appendix C: 3GPP Access

To use the 3GPP function, in addition to the previous section, you might need more
information or configuration to make this function work.

To use the 3GPP function, it is strongly recommended to install the Networked
Device with a public and fixed IP address without any firewall protection.

RTSP Port:
Port 554 is the default for RTSP service. However, sometimes, some service providers change
this port number for some reasons. If so, user needs to change this port accordingly.

Dialing procedure:

1. Choose a verified player (PacketVideo or Realplayer)

2. Use the following default URL to access:
rtsp://IP-Address/3g

Where host is the host name or IP address of the camera.

Compatible 3G mobile phone:
Please contact your dealer to get the approved list of compatible 3G phones.

Besides IP camera and 3G mobile phone, you will also need to make sure the ISP
and company have provided the 3GPP service to you.
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Appendix D: PLANET DDNS Application

Configuring PLANET DDNS steps:
Step 1 Enable DDNS option through accessing web page of the ICA-3110.

DINS Setting
'@' Enabled O‘ Digabled

Step 2 Select on DDNS server provided, and register an account if you do not use yet.

£} PLANET DDNS

Sign in

Forgotien Password / Create A New Account

Step 3 After login, please add your device.

{3 PLANET DDNS

New Device

Registered Domain  frankt planetddns. com

Name of Your Device 1CA-HM101

Cancel m
Step 4 Set your camera IP to public.
IP Satting
IP Assignment
C pHer
(® static
IP Address: 210.66.155.81
Subnet Mask: 255.255.255.224
Gateway: 210.66.155.94
DHS & 168.95.1.1
DHS 1: 8.5.5.3
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Step 5 Fill out the blank of the DDNS setting. (The user name and password here are the
same as your registered user name and password on the planetddns website.)

DINS Setting
@' Enabled ':::' Disabled
Provider: PLANET DDHS ]
Hoestname: frankt.planetddns.cy
U=ername: frankt
Passwordd: Ty
Schedule Update: 60 Minutes

Step 6 After the setting is done, for example, we can enter http://frankt.planetddns.com/ to

access the camera, and you can see your device photo and “Ping Status” is green on
the planetddns website.

Velcome,
frank ( Signeomt)

Add Device J

IP-Camera
Registered Hame of Last
[ No. | imege | Your0evies 33500 Camnecin ey
®

1 ICA-HM101 franki ICA-HM101 210.66.155.77 Lot i!;
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Appendix E:
Configuring Port Forwarding Manually

The device can be used with a router. If the device wants to be accessed from the WAN, its IP
address needs to be set up as a fixed IP address. The port forwarding or Virtual Server
function of router also needs to be set up. This device supports UPnP traversal function.
Therefore, user could use this feature to configure port forwarding of NAT router first. However,
if user needs to configure port forwarding manually, please follow the steps below:

Manually installing the device with a router on your network is an easy 3—step procedure as
following:

1. Assign a local/fixed IP address to your device
2. Access the Router with Your Web browser
3. Open/Configure Virtual Server Ports of Your Router

1. Assign a local/fixed IP address to your device
The device must be assigned a local and fixed IP Address that allows it to be recognized by
the router. Manually set up the device with a fixed IP address, for example, 192.168.0.100.

2. Access the Router with Your Web browser

The following steps generally apply to any router that you have on your network. PLANET
WNRT-620 is used as an example to clarify the configuration process. Configure the initial
settings of the router by following the steps outlined in the router’'s Quick Installation Guide.
If you have cable or DSL service, you will most likely have a dynamically assigned WAN [P
Address. ‘Dynamic’ means that your router's WAN IP address can change from time to time
depending on your ISP. A dynamic WAN IP Address identifies your router on the public
network and allows it to access the Internet. To find out what your router’'s WAN IP Address is,
go to the Status screen on your router and locate the WAN information for your router. As
shown on the following page the WAN IP Address will be listed. This will be the address that
you will need to type in your web browser to view your camera over the Internet. Be sure to
uncheck the Reset IP address at next boot button at the top of the screen after modifying the
IP address. Failure to do so will reset the IP address when you restart your computer.
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Your WAN [P Address will be listed here.

3. Open/set Virtual Server Ports to enable remote image viewing

The firewall security features built into the router and most routers prevent users from

accessing the video from the device over the Internet. The router connects to the Internet over

a series of numbered ports. The ports normally used by the device are blocked from access

over the Internet. Therefore, these ports need to be made accessible over the Internet. This is

accomplished using the Virtual Server function on the router. The Virtual Server ports used by

the camera must be opened through the router for remote access to your camera.

Follow these steps to configure your router’s Virtual Server settings

Click Enabled.

Enter a unique name for each entry.

Select Both under Protocol Type (TCP and UDP)

Enter your camera’s local IP Address (e.g., 192.168.0.100, for example) in the
Private IP field.

If you are using the default camera port settings, enter 80 into the Public and
Private Port section, click Add.

A check mark appearing before the entry name will indicate that the ports are enabled.

Some ISPs block access to port 80. Be sure to check with your ISP so that you can
open the appropriate ports accordingly. If your ISP does not pass traffic on port 80,
you will need to change the port the camera uses from 80 to something else, such
as 8080. Not all routers are the same, so refer to your user manual for specific
instructions on how to open ports.
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| Home | General Setup | Status | Tool |

Internet Broadband Router

Virtual Server 7

. sYstem You can configure the Broadband router as a Wirtual Server so that remote users accessing services such as the Yeb or
® YWAN FTP at your local site via Public IP Addresses can be autormatically redirected to local servers configured with Private IP

Addresses. In other words, depending on the reguested service (TCPAJDP) port number, the Broadband router redirects the
» LAN external semice request to the appropriate interal server (located at one of your LAN's Pirate [P Address).

® Wireless
[ Enable Virtual Server

# QoS
<+ NAT o

| [Both | | | [want v |
)

Current Virtual Server Tahle

192.168.0 100 TCP+UDP WAN1 ICA-HM230
[ Delete Selected ] l Delete All ] l Reset I

Apply ] [ Cancel

Enter valid ports in the Virtual Server section of your router. Please make sure to check the
box on this line to enable settings. Then the device can be accessed from WAN by the router’'s
WAN I[P Address.

By now, you have finished your entire PC configuration for this device.
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Appendix F:

Troubleshooting & Frequently Asked Questions

The video and audio codec is
adopted in the device.

The maximum number of user that
accesses the device
simultaneously.

The device utilizes H.264, MPEG-4 and M-JPEG triple compression
to provide high quality images. Where H.264 and MPEG-4 are
standards for video compression and M-JPEG is a standard for
image compression.

The audio codec is defined as AMR for 3GPP and G.711 for RTSP
streaming.

The maximum number of users is limited to 10. However, it also
depends on the total bandwidth accessed to this device from clients.

Install this device

The network cabling is required for
the device.

The device uses Category 5 UTP cable allowing 10 and/or 100
Base-T networking.

The device will be installed and
work if a firewall exists on the
network.

If a firewall exists on the network, port 80 is open for ordinary data
communication. The HTTP port and RTSP port need to be opened
on the firewall or NAT router.

The username and password for
the first time or after factory default
reset

Forgot the username and
password

Forgot the IP address of the
device.

PLANET IP Installer program
cannot find the device.

Username = admin and Password = admin.

Note that it’s all case sensitivity.

Follow the steps below:
(1)Remove power, and press and hold the button in the back of IP
camera.

(2)Power on the camera. Don’t release the button during the system
booting.

(3)It will take around 30 seconds to boot the camera.

(4)Release the button when camera finishes proceed.

(5)Re-login the camera using the default IP (http://192.168.0.20),
and username (admin), password (admin).

Check IP address of device by using the PLANET IP Installer
program or by UPnP discovery or set the device to default by Reset
button.

e Re-power the device if cannot find the unit within 1 minute.

e Do not connect device over a router. PLANET IP Installer
program cannot detect device over a router.

e [f IP address is not assigned to the PC that runs PLANET IP
Installer program, then PLANET IP Installer program cannot find
device. Make sure that IP address is assigned to the PC properly.

e Antivirus software on the PC might interfere with the setup
program. Disable the firewall of the antivirus software during



http://192.168.0.20/

setting up this device.
e Check the firewall setting of your PC or Notebook.
Make sure that your Internet Explorer is version 6.0 or later. If you

are experiencing problems, try upgrading to the latest version of
Microsoft’'s Internet Explorer from the Microsoft webpage.

Internet Explorer does not seem to
work well with the device

PLANET IP Installer program fails | Network may have trouble. Confirm the parameters and connections
to save the network parameters. of the device.

UPnP NAT Traversal

Cannot work with NAT router May?e NAT router does not support UPnP fur_lction. Please check
user’'s manual of router and turn on UPnP function.

Maybe too many IP cameras have been installed on the LAN, and
Some IP cameras are working but | then NAT router is out of resource to support more cameras. You
others failed could turn off and on NAT router to clear out of date information
inside router.

Access this device

e Maybe the IP Address of the Network Camera is already being
used by another device or computer. To confirm this possible
problem, disconnect the Network Camera from the network first,
and then run the PING utility to check it out.

e Maybe it's the network cable. Try correcting your network cable
and configuration. Test the network interface by connecting a
local computer to the Network Camera via a crossover cable.

e Make sure the Internet connection and setting is ok.

e Make sure the IP address of Internet Explorer you entered is
correct. If the Network Camera has had a dynamic address, it
may have changed since you last checked it.

e Network congestion may prevent the web page from appearing
quickly. Wait for a while.

Cannot access the login page and | The IP address and Subnet Mask of the PC and Network Camera
other web pages of the Network must be in the same class of the private IP address on the LAN.

Camera from Interet Explorer e Make sure the http port used by the Network Camera, default=80,

is forward to the Network Camera’s private IP address.

e The port number assigned in your Network Camera might not be
available via Internet. Check your ISP for available port.

e The proxy server may prevent you from connecting directly to the
Network Camera. You are advised not to use the proxy server.

e Confirm that Default Gateway address is correct.

e The router needs Port Forwarding feature. Refer to your router's
manual for details.

e Packet Filtering of the router may prohibit access from an
external network. Refer to your router's manual for details.

e Access the Network Camera from the Internet with the global IP
address of the router and port number of Network Camera.



Image or video does not appear on
the main page.

How to check whether the device’s
ActiveX is installed on your
computer

Internet Explorer displays the
following message: “Your current
security settings prohibit
downloading ActiveX controls”.

The device works locally but not
externally.

The unreadable characters are
displayed.

Frame rate is slower than the
setting.

e Some routers reject the global IP address to access the Network
Camera on the same LAN. Access with the private IP address
and correct port number of Network Camera.

e When you use DDNS, you need to set Default Gateway and DNS
server address.

e If it's not working after following the above procedure, reset
Network Camera to default setting and install it again.

e The first time the PC connects to Network Camera, a pop-up
Security Warning window will appear to download ActiveX
Controls. When using Windows XP, or Vista, log on with an
appropriate account that is authorized to install applications.

e Network congestion may prevent the Image screen from
appearing quickly. You may choose lower resolution to reduce
the required bandwidth.

Go to C:\Windows\Downloaded Program Files and check to see if
there is an entry for the file “Web Watch2 Control”. The status
column should show “Installed”. If the file is not listed, make sure
your Security Settings in Internet Explorer are configured properly
and then try reloading the device’s home page. Most likely, the
ActiveX control did not download and install correctly. Check your
Internet Explorer security settings and then close and restart Internet
Explorer. Try to browse and log in again.

Setup the IE security settings or configure the individual settings to
allow downloading and scripting of ActiveX controls.

e Might be caused from the firewall protection. Check the Internet
firewall with your system or network administrator. The firewall
may need to have some settings changed in order for the device
to be accessible outside your LAN.

e Make sure that the device isn’t conflicting with any other web
server running on your LAN.

e Check the configuration of the router settings to allow the device
to be accessed outside your local LAN.

e Check the bandwidth of Internet connection. If the Internet
bandwidth is lower than target bit rate, the video streaming will
not work correctly.

Use the operating system of the selected language. Set the
Encoding or the Character Set of the selected language on the
Internet Explorer.

e The traffic of the network and the object of the image affect the
frame rate. The network congestion causes frame rate slower
than the setting.

e Check the bandwidth of Internet connection. If the Internet
bandwidth is lower than target bit rate, the video streaming will
not work correctly.
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e Ethernet switching hub can smooth the frame rate.

o Default Gateway and DNS server address should be set up
Image Transfer on e-mail or FTP correctly.

does not work. e If FTP does not work properly, ask your ISP or network
administrator about the transferring mode of FTP server.

Video quality of the device

The focus on the Camera is bad. The lens is dirty or dust |s_ attached. I_:lngerprmts, dust, stain, etc. on
the lens can degrade the image quality.

e Adjust White Balance.

e To ensure the images you are viewing are the best they can be,
set the Display property setting (color quality) to 16bit at least and

s ESo7 aifiing Mg (& peeres 24 bit or higher if possible within your computer.

strange.
e The configuration on the device image display is incorrect. You
need to adjust the image related parameters such as brightness,
contrast, hue and sharpness properly.

e If the object is dark, the image will flicker. Make the condition

Image flickers. around the Camera brighter.
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Appendix G: Micro SD Card Compatibility

The following is the Micro SD Card recommended:

Transcend SDHC class4 16GB
SDHC class4 32GB
SD class4 16GB
SD class4 32GB
SDHC class6 4GB
SDHC class6 8GB
SDHC class6 16GB
SD class6 4GB
SD class6 8GB
SD class6 16GB
SDHC class10 4GB
SDHC class10 8GB
SDHC class10
SanDisk SDHC class4 4GB
SDHC class4 8GB
SDHC class4 16GB
SDHC class4 32GB
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